Name:_______________________________ 

           (Last, First, MI)

Misuse of Government Property

Documents Pertaining to the Misuse of Government Property

1) MARADMIN 197/99 Use of the Internet  (excerpt) Initials: ____

a) Official Use:

-
Use of the Internet can be used when work related and determined to in the best interests of the federal government and the Marine Corps.  Access should be appropriate in frequency, duration, and be related or assigned tasks.  Examples include using the Internet to:

(1) Obtain information to support DOD/DON/USMC missions.

(2) Obtain information that enhances the professional skills of Marine Corps personnel.

(3) To improve professional of personal skills as part have a formal academic education or military/civilian professional development program (if approved by the command).

b) Authorized Use:

· The limits of authorized use may vary from command to command depending on the strength of the network and command information needs.  Under optimum conditions, Marine Corps. purposes such as internet searches and brief communications as long as such use:

(1) Does not adversely affect the performance of official duties by the Marine/employee.

(2) Serve a legitimate public interest such as enhancing professional skills or improving morale.

(3) Is of minimal frequency and duration and occurs during an individual’s personal time.

(4) Does not overburden Marine Corps computing resources or communication systems.

(5) Does not result in added costs to the government.

(6) Is not used for purposes that adversely reflect upon the Marine Corps.

c) Prohibited use:

        
       (1)   Illegal, fraudulent or malicious activities.

(2) Partisan political activity, political or religious lobbying or advocacy of activities on behalf of organizations having no affiliations with the Marine Corps. Or DOD.

(3) Activities whose purposes are for personal or commercial financial gain.  These activities include solicitation of business services or sale of personal property.

(4) Unauthorized fundraising.

(5) Accessing, storing, processing, displaying or disturbing offensive or obscene material such as pornography or hate literature.

(6) Obtaining, installing or using software obtained in violation of the appropriate vendor’s patent, copyright, trade secret or license agreement.

(7) The creation, forwarding, or passing of chain letters.  These prohibited activities may result in administrative or other disciplinary action such as courts-martial or non-judicial punishment. 

2) MCO 5271.4 Use of E-Mail (excerpt) Initials: ____

Guidelines of Using Government Electronic Mail

The use of E-Mail has for reaching implications in the areas of information control and information security.  Improper use of Email could result in the loss of sensitive information currently managed per the Marine Corps records management directives.  Adherence to the following guidelines offers significant protection against those vulnerabilities.


Email may be used within the Marine Corps to exchange individual, section and organizational information.  Nothing in the Order shall be interpreted as limiting the ability of a receiving organization mailbox from electronically forwarding that correspondence to a subordinate intra-command mailbox for appropriate action.  However, HQMC functional managers may publish restrictions on the use of E-Mail within their functional area.


E-Mail is restricted to official use only, as in the use of Government telephone and postal systems. To help in deciding if an electronic message is appropriate, prior to sending the message ask the following questions:

(1) Is it necessary in the performance of your job beneficial to the health, welfare or safety of others?

(2) Is the information presented in such a way that it will not embarrass an individual or the United States Marine Corps?

(3) Are you willing to share the contents of this E-Mail with others?

If the answers to all those questions are “YES” then email may be sent.

3)
Division Order P2000.5 Chapter 10 End User Computing (EUC)  (excerpt) 

       Initials: ____
(1)
Ensure that NO PRIVATELY OWNED PC’s or SOFTWARE are located within government workspaces and that no privately owned PC’s are connected to the LAN/WAN/MAN in any fashion without prior written approval from the AC/S, G6 (ISMO) as soon as the violation is discovered.

(2)
Confiscate for turn-in to the Division G6 (ISMO) any EUC having unauthorized or privately owned Software/Hardware.

4) MARADMIN 541/99 Commercial Electronic Mail  (excerpt) Initials: ____

(1)
Effective 20 Dec 99, Accessing/Logging into commercial email services via web interface (e.g. Hotmail.com, aol.com, att.net, etc.) from within the Marine Corps. Enterprise Network (MCEN) will no longer be authorized.  Furthermore, except as stated in paragraph 5, under no circumstances will official government correspondence or data files be sent,  created or stored on, commercial email services (web enabled or otherwise).  This includes, but is not limited to, formal message traffic (e.g., message dissemination subsystem or MDS), working documents and all official email.  

(2)
The need to preserve limited communications capacity, to protect sensitive but unclassified (SBU) information, and to strengthen our network defenses have led to this guidance letter being issued.  The MCEN provides E-Mail services for the Marine Corps. MCEN E-Mail services are accessible via web interface and are sufficient to meet the needs of official government business.  Nevertheless, analysis of communication circuits has found that as much as 15 percent traffic transiting between Marine Corps installations and the Unclass network is used to support access to web based personal email accounts hosted at commercial sites.  Therefore, official government business is being forced to compete with unofficial, commercial services for limited circuit capacity.  Often, the result is degraded or denied service for official communications.  In addition, network monitoring has found that official communications are routinely forwarded to accounts hosted at commercial sites. At a minimum, this information is classified at the sub level. Commercial Internet service providers do not render sufficient protection to receive, store, or send sub information. A bonafide potential exists for compromise, theft, and unauthorized modification of this information. Finally, commercial web based email services bypass the anti-virus protection that is present on MCEN email servers. This creates a hole in the overall MCEN defense that seriously threatens our network communications. 

5) MARADMIN 136/00 Chain-Mail Identifying (excerpt) Initials: ____

(1)
Chain email often comes in the form of a promotional or virus hoax. Signs of a hoax include statements such as: "for every person that you forward this e-mail to, you will receive...” "Send this message to everyone you know", "this is true. Your hard drive will be eaten. This is no joke." please ignore any email messages regarding these supposed promotions or viruses and do not forward them. In the event you are not sure whether a message regarding a virus is a hoax or actually true, please contact your local Network Operations Center, the MCEN or POC of this message for advice. 
(2)
Additionally, please be advised that global group addresses are for the use of official business. Personal use of global group addresses is not permissible.

6) MARADMIN 162/00 Use of Government Resources (excerpt) Initials: ____

A) Official use 

-
Government information technology resources are for official use and authorized purposes only. Use of these resources, to include access to the Internet, is authorized when work related and determined to be in the best interests of the federal government and the Marine Corps. Use should be appropriate in frequency, duration, and related to assigned tasks. Examples include using these resources to:

Obtain information to support DOD/DON/USMC missions.

(1) Obtain information that enhances the professional skills of
Marine Corps personnel.

(2) Improve professional or personal skills as part of a formal
academic education or military/civilian professional development
program (if approved by the command).

B) Authorized use

 -
The limits of authorized use may vary from command to command depending on the strength of the network and command information needs. Under optimum conditions, commanders have the authority to grant use of government information technology resources for incidental personal purposes such as internet searches and brief communications, as long as such use:

(1) Does not result in added costs to the government.

(2) Does not adversely affect the performance of official duties by
the Marine/Employee.

(3) Serves a legitimate public interest such as enhancing 
professional skills or improving morale.

(4) Is of minimal frequency and duration and occurs during an
individual's personal time.

(5) Does not overburden government computing resources or
communication systems.

(6) Is not used for purposes that adversely reflect upon the Marine
Corps.

C)   Prohibited use. 

(1) Illegal, fraudulent or malicious activities.

(2) Partisan political activity, political or religious lobbying or
advocacy of activities on behalf of organizations having no
affiliation with the Marine Corps or DOD.

(3) Activities whose proposes are for personal or commercial
financial gain. These activities include solicitation of business
services or sale of personal property.

(4) Unauthorized fundraising.

(5) Accessing, storing, processing, displaying or distributing
offensive or obscene material such as pornography or hate
literature.

(6) Obtaining, installing or using software obtained in violation of
the appropriate vendors’ patent, copyright, trade secret or license
agreement.

(7)  The creation, forwarding, or passing of chain letters.

Printed Name
:_____________________

Signature
:_____________________

Date


:_____________________


