UNITED STATES MAR
30 MARINE DIVISION (-) (REIN), FM
UNIT 35801
FPO AP 96602-5801

DIVISION ORDER 5271.1B

From: Commanding General
To: Distribution List
Subj: ELECTRONIC MAIL (E-MAIL) POLICY
Ref: (a) MCO 5271.4
(b) MCO 5210.11
(c) MCO P5510.14
(d) OPNAVINST C5510.93
(e) SECNAVINST 5216.5
(f) OPNAVINST 5510.1
(g) MARADMIN 197-99
(h) MARADMIN 541/99
(i) SECNAVINST 5510.36
Encl: 1 E-Mail Policy Statement of Und
Personnel
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b. Secure Internet Protocol Router ﬁetwnrk. SIPRNET is a secure

network. SIPRNET is authorized to proces$s traffic up to the SECRET
level. SIPRNET users must have at least|a SECRET clearance.

c. Electronic-Mail. E-Mail is an authorized means of

communication that uses computer-to-computer data transfer technology,
normally in the form of textual messages |or attached data files.

d. Virus Protection

(1) Protection. Norton Anti—Virqs is the standard Anti-Virus
software used by the 3d Marine Division gnd is resident on the Server
Management Server (SMS). Upon logon, SMS verifies that the most
current Anti-Virus software has been instlalled on the individual's
workstation. 1If SMS detects that the antli-virus patch is outdated, it
will install the updated version. There |is no user intervention

required. Users should not attempt to download patches directly from
the internet.

(2) Detection. Users who contract a virus that is not
detected by Norton Anti-Virus should contact the G-6 immediately.
Users should not attempt to inoculate the| virus themselves nor should
they open attachments they suspect to be [infected as this can result
in further dissemination of the virus.

(a) When reporting a virus, the following information is
required:

1 Name of the virus.

2 Date and time detected

3 Suspected source of the‘virus.
4 Actions taken to removeyisolate the virus.

(3) If a user activates a virus, that mailbox will be
immediately deleted and the computer remoyed from the Marine Corps'
Enterprise Network (MCEN). That mailbox ill not be recreated until
the supporting S-6 or G-6 has inspected the computer to ensure thgt
the virus has been removed. Some computers may require reformatting
depending on the string of virus activate

e. Organizational E-Mail. Organizational E-Mail is any message
or file transmitted to or from an authoriged organizational mailbox.
Organizational E-Mail is the most formal type of E—Mai% sgnt to or
from an organization in the name of the cpmmander. This 1is comparable
to traditional formal correspondence or message traffic addressed by
title to the commander of an organization
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4) Unauthorized fundraising.

(5) Accessing, storing, processing, displaying or distributing
offensive material such as pornography or hate literature.

(6) Obtaining, installing, or using software obtained in
violation of the appropriate vendor’s patent, copyright, trade secret
or license agreement. .

7 The creation, forwarding, or Qassing of chain letters.

(8) Accessing (logging into) commercial E-Mail services via WEB
interface (e.g., hotmail.com, aol.com, att.net, etc.) from the (Marine
Corps Enterprise Network (MCEN) is not authorized.

(9) Under no circumstances will official government
correspondence or data files be sent or fiorwarded to, or created or
stored on, commercial E-Mail services (WEB enabled or otherwise).

n. Authorized Software. Authorized |software is computer
software, to include programs and data, which is authorized for use on
government computer systems. Program sofitware includes applications
and utilities that are either purchased 9dr licensed for government
use. Data includes data of any type thatl is purchased or licensed for
government usé, or created for official use or authorized use.
Software, which does not require licensing, such as public domain
software, or “freeware”, is authorized ifi used for official or
authorized usage and approved by the Division Information Systems
Management Officer (ISMO).

o. Unauthorized Software. Unauthorized software is computer
software, to include programs and data, which does not meet the
criteria of authorized software.

p. Working Papers. Working papers include classified notes from
a training course or conference, research notes, drafts, document
downloaded and saved to disk from the SIBRNET and similar items that
are not finished documents.

5. Management. E-Mail management is a gommand responsibility. Users
will manage their individual mailboxes in accordance with the
following guidelines:

a. When feasible, mailboxes (OMB, SMB, and individual) will be
checked for new mail at least twice during the workday. Additionally
all mailboxes will be reviewed a minimum |0f once per month to purge,
retain, or file E-Mail as appropriate.
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b. Users will aggressively monitor t
as not to exceed their mailbox limit. Th
twenty megabytes. Personnel who habitual
will be subject to loss of account privil
to use their personal folders to store ma
folders does not count against mailbox 1j
configuring personal folders can be found
in the Self-Training and Help link.

c. Users who are TAD or on leave for
or more) should arrange to check their m4g
through forwarding of E-Mail to their ten
Access Server/Virtual Private Network (RA
Division Web Access Client. The G-6/S-6
assistance as required.
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for Division organizations as a means of
Marines requiring access to the NIPRNET/S
provision of this Order. New personnel W
(1) signifying understanding. The G-6/5+
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individual transfers from the Division.
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drives with no expectation of privacy.
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owner has made specific arrangements with
Systems Coordinator to limit access to th
bears the responsibility for their inadve
This type of information should be saved/
protected by the owner.

=
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Account passwords will be change

Passwords should be chosen |with care.

B

at least once every (90
Utilizing an

unlikely combination of alphabetic characters, numbers, and

punctuation provides greater protection

rom password-sniffer and
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gictionary based cracking programs. Paskwords MUST not be written
own.

Release of Naval Message Traffic

a. General. The primary function of Message Dissemination
Subsystem (MDS) Multiple PLA Editions with Profiler and E-Mail Link is
the.automatic dissemination of organizational Naval message traffic to
various offices as MDS users or E-Mail addressees. This dissemination
is bgsed on Plain Language Addresses (PLAs), Command Guard List (CGL)
entries, and Special Handling Profiles. MDS is a software application
that resides on a LAN file server. Messages are made available to MDS

for distribution via Marine Corps Base Camp Butler Telecommunications
Center Message Routing System (MRS).

b. Establishing an Account/Authorization to Use. MDS user
accounts are established by e-mail authoriization with access given
through Microsoft Outlook folders. G-6/ISMO is ultimately responsible
for all access given to the MDS folders. S-6/ISMOs are responsible

for ensuring users have need to know for pecial Handling folder
access.

c. Plain Language Addresses (PLAs). |The Base Telecommunications
center MRS routes messages to the Division MDS according to PLA. The
Third Marine Division is responsible for all of the Division Major
Subordinate Elements (MSEs) and their Uni Deployment Programs (UDPs)
on Okinawa. The Division MDS is in current revision of PLAs due to
the UDP rotation schedule. It is the res onsibility of the Regimental
S-6/ISMO to coordinate with incoming UDPs|the Naval Message traffic
needs of their unit, and pass on to the Division G-6 the results of
the inquiry.

d. Command Guard List (CGL) entries.| Command Guard List entries
consist of Address Indicator Groups (AIGs) and Collective Address
Designators (CADs) . The MDS maintains a listing of the CGLs that the
various units within the Division are members of and route messages to
public folders according to that list. The CGL entries are constantly
changing as units are added to and removed from AIGs and qADs. UDP’ s
are responsible for ensuring that CGL inf rmation is provided on the
Command Guard Shift (Commshift) .

e. All message (ALLMSG) and Special ﬁandling (SPEC HAND)
Profiles. Messages are distributed throughout MDS by the use of.
profiles. profiles are key words or phrases that may form'a subject
identical to those listed in a message that the software will search
for. Most profiles fall under a special handling category. Such
profiles are personal for Substance Abuse Control Offlcer's FSACO)
messages, Personnel Casualty Reports (PCRS) , anq Serious Incident
Reports (SIRs). All other messages are a tomatically routed to each
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unit’s ALLMSG folder, which is determine
the message falls under.

£ Operating Procedures.

CG, III Marine Expeditionary Force, 3d M
located on Okinawa. As message traffic

routed to MDT (Message Distribution Term
classified from unclassified message tra
traffic to the Gateguard program. Gateg
meet the classification authorized for t
and then distributes the message traffic
(MRS). MRS then routes the message traf
to the Division G-6/ISMO Message Dissemi
routes messages to public folders locate

Drafting/Sending Messages. Mess

g.

the current edition of Message Text Form
that all PLA's are valid by running the

Plain Language Address Verification Syst
before a message is sent to MTCC Camp Bu
drafted in the MTF format, each section.
MTCC Camp Butler via a section (OMB) for
messages are sent as E-Mail attachments.
included in the subject line of the E-Ma
certified for proper accountability. Se
messages are properly screened before re

h. Receiving Messages. MTCC provid
message traffic to all outlying units vi
Division G-6/ISMO MDS routes all incomin

i.

. The Maring Telecommunications Center
(MTCC) Camp Butler provides Naval telecommunications service for the

instructions contained in Naval Telecommj

Location of Message Files/Recovering 0ld Messages.

by the PLA and/or CGL that

rDiv, and all units/sections
omes into the MTCC it is
nal). MDT then separates
fic and passes the message
ard ensures that the messages
ansmission over that network
to the Message Routing System
ic via the Windows NT Network
ation Subsystem (MDS), which
in Microsoft Outlook.

ges are drafted per

nications Publication 3(I)and
t Editor Software. Ensure
urrent Distributed

m (DPVS) data base program
ler. After messages are

ends their messages to the
transmission. The outgoing
The precedence and DTGs are .
1. Each E-Mail sent is

tions must ensure that

eased to the MTCC.

s automatic distribution of
the Windows NT network. The
messages to selected users.

Message

traffic is electronically stored for a period of 10 days in the “All

Messages”

folder located under the 3Div/Staff/Staff MDS folder.

Messages older then 10 days are moved to |[the “Staff History MDS” where

they are stored for 12 months.

8. Classified Message Traffic

a. Secret/Confidential Messages. As

established in the current

edition of reference (f), Confidential an
require a signature at the communications
required to establish procedures for cont
classified messages in their custody.

d Secret messages no longer
center. Staff sections are
rol and destruction of all

b. Top Secret Messages. Top Secret
the Top Secret Control Officer (TSCO) fox
will be numbered and signed for.

messages will be delivered to
distribution. All copies
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9 Messages Requiring Special Handling

a. Special Category (SPECAT) Messagés. SPECAT messages are
always classified. These messages will be handled according to their
classification and in accordance with spdcific written instructions
provided by the designated control officdr for the "code word"
message.

b. During working hours, SPECATs willl be handled as directed by
the control officer. After working hours, SPECATs will be handled per
paragraph 9e below. All top secret SPECATs will be handled per
subparagraph a above.

c. Limited Distribution (LIMDIS) Messages. LIMDIS messages will
be distributed per the current edition ofl Division Order P2130.1.
Distribution of LIMDIS messages will be tjo the staff section having
primary staff cognizance as indicated in |the current edition of DivO
P2130.1.

d. Personal For. "Personal For" messages will be electronically
routed to the “Personal For” folder in Milcrosoft Outlook. The
Commanding General, Chief Of Staff, Adjutlant, and Staff Secretary have
access to this folder.

e. After Working Hours. After working hours, the MTCC will
notify the Command Duty Officer (CDO) of [receipt of messages requiring
special handling.

10. Authorized E-Mail Software. The DiWision E-Mail software
standard is Microsoft Outlook 97 or 98.

11. Retention Policy
SIPRNET.

a. As established in the current edition of reference (i)
Working papers include classified notes firom a training course or
conference, research notes, drafts, and slimilar items that are not
finished documents. Working papers that |contain classified
information shall be:

(1 Dated when created

(2) Conspicuously marked "Working Paper” on the first page in
letters larger than the text.

(3) Marked centered top and bottlom on each page with the
highest overall classification level of any information they contain.

(4 Protected per the assigned qlassification level.
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Destroyed, by authorized me#ns, when no longer needed

b. Commanding officers shall establish procedures to account
for, control, and mark all working papers$s in the manner prescribed for
a finished document of the same security|classification level when
retained more than 180 days from date of creation or officially
released outside the organization by the|originator.

12. Action

a. Assistant Chief of Staff, G-6 (AC/S, G-6)

(1 Manage all E-Mail accounts.
(2) Install and maintain the OM$ for 3d Marine Division.
(3) Coordinate with the approprjate S-6/ISC for creation of

OMB’s and SMB’s for all appropriate Division organizations and units.

Staff and organizational S$S-6/ISC’s as required to implement the

(4) Provide technical support a%d assistance to the Division
provisions of this Order.

(35) Ensure that the contents of {this order are included in
the Division’s Logistical Readiness Inspgction program.

b. Commanding Officers, Regiments dnd Separate Battalions
|

(1 Assign OMB/SMB coordinators.|
Operate your OMB/SMB in accdrdance with this Order

(3) Incorporate enclosure (1) into the unit check-in process
of those Marines that require access to the LAN.

(4) Ensure that the G-6/S-6 or 1ISC is incorporated into the
unit check-in/out process to facilitate the
establishment/disestablishment of E-Mail |accounts.

Implement the provisions of |this Order.

(6) Commanding officers shall edtablish procedures to
account for, control, and mark all working papers in the manner
prescribed for a finished document of thel same security classification
level when retained more than 180 days friom date of creation or
officially released outside the organizatlion by the originator
(paragraph 11 refers).

10
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13. Recommendations. Recommendations for changes to this Order are
invited and should be submitted to Division G-6 via the appropriate
chain of command.

Chief o¢f Staff

DISTRIBUTION: A/D
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