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CMS AND STU-III Handling Guidelines

Purpose:  To provide supplemental guidance to assigned personnel in the proper handling of, accounting for, and disposition of CMS and STU-III materials.

Responsibility:  It is the responsibility of all personnel whose duties involve CMS, STU-III, NES materials as well as those who perform cryptographic maintenance to familiarize themselves with the contents of both CMS-21A and the contents herein.  Failure to comply with prescribed procedures can jeopardize national security, result in the lose of government property and endanger forward deployed elements.  Failure to properly protect classified information and COMSEC material may result in the prosecution of the parties involved under Title 18, U.S. Code Sections 793, 794 and 798. 

Point of Contact:  Questions or concerns regarding CMS, STU-III or NES material or procedures should be brought to the attention of the EKMS manager at 622-7368 or 622-7635.
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101. GENERAL

a. The ultimate effectiveness and protection provided by COMSEC material, systems, equipment, and techniques are dependent upon the actions of each individual user of COMSEC material.

b. All the security achieved through the proper use of cryptosystems is to a large extent dependent upon the physical protection afforded the associated keying material and those facilities where this material is stored.

c. Each person involved in the use of COMSEC material is personally responsible for:

(1) Safeguarding and properly using the material they use or for which they are responsible.

(2) Promptly reporting to proper authorities any occurrence, circumstance, or act which could jeopardize the security of COMSEC material.

105. ACCESS AND RELEASE REQUIREMENTS FOR COMSEC MATERIAL

a. Security clearance: Access to classified COMSEC material requires a security clearance equal to or higher than the classification of the COMSEC material involved. Access to unclassified COMSEC material does not require a security clearance. Revocation of a security clearance revokes access.

b. Requirement for Access or Need-to-Know: Access to classified COMSEC material must be restricted to properly cleared individuals whose official duties require access to COMSEC material. The fact that an individual has a security clearance and/or holds a certain rank or position, does not, in itself, entitle an individual access to COMSEC material.  Access to classified as well as unclassified COMSEC material requires a valid need-to-know.

c. Briefing/Indoctrination: All individuals granted access to COMSEC material must be properly indoctrinated regarding the sensitivity of the material, the rules for safeguarding such material, the procedures for reporting COMSEC incidents, the laws pertaining to espionage (Title 18, U.S.C., Sections 793, 794, and 798), and the rules pertaining to foreign contacts, visits, and travel. 

d. Written Access to COMSEC Keying Material: All personnel having access to COMSEC keying material must be authorized in writing by the Commanding Officer. An individual letter or an access list may be used for this authorization.  
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(1) If an individual letter is used, the letter remains in effect until the status for an individual changes (i.e., a change in clearance status or duties no longer require access to COMSEC keying material).

(2) If an access list is used, it must be updated whenever the status of an individual changes or at least annually.

e. Personnel Access:

(1) U.S. Citizens: U.S. Citizens (includes naturalized) who are U.S. Government employees, DOD contractor employees, or military personnel may be granted access to COMSEC material if they are properly cleared and their duties require access.

(2) Resident Aliens: Resident aliens who are U.S. Government civilian, military, or contractor personnel that have been lawfully admitted into the U.S., and have been granted a final clearance based on a background investigation, may be granted access to COMSEC material classified no higher than CONFIDENTIAL.

(a) Resident aliens without a security clearance may be granted access only to unclassified COMSEC keying material when their duties require such access.

(b) Resident aliens may not be appointed as EKMS Managers, LEs, clerks, or equipment maintenance personnel nor have access to safes or areas where COMSEC keying material is stored.

(3) Foreign nationals will not be granted access to or provided information about COMSEC keying material without written permission from the material’s controlling authority. Access to other COMSEC material must be approved by NSA//I1//.

(4) Security Guard Personnel:

(a) Guards whose official duties require access to COMSEC material must meet the access requirements of this chapter and be instructed concerning their responsibilities. Except in emergency situations.

(b) Guards who are not given access to COMSEC material and who are used to supplement existing physical security measures, need not meet the access requirements of this chapter.
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f. Access to COMSEC Equipment (less CCI):

(1) Keyed: Access to keyed COMSEC equipment requires a clearance equal to or higher than the classification of the equipment or keying material, whichever is higher.

(2) Unkeyed: Access to unkeyed COMSEC equipment may be granted to U.S. citizens whose official duties require access and who possess a security clearance equal to or higher than the classification of the equipment. 

g. Displaying, Viewing, and Publicly Releasing COMSEC Material and Information:

(1) Open public display of U.S. government or foreign government COMSEC material and information at non-governmental symposia, meetings, open houses, or for other non-official purposes is prohibited.

(a) This includes discussion, publication, or presentation for other than official purposes.

(b) No external viewing or other exposure, which might afford opportunity for tampering or internal examination, is permitted.

(2) Photographs, drawings, or descriptive information for press release or private use is prohibited.

(3) Exterior photographs of COMSEC equipment used for command training need not be marked “FOR OFFICIAL USE ONLY.”

NOTE: 
FOUO markings may be removed or obscured from existing photographs.

(4) Refer requests for public or non-official display or publication of COMSEC material and information, and Freedom of Information Act (FOIA) requests to:

COMNAVCOMTELCOM//N3/N32/N3X//, info DIRNSA//S5/I41//.

h. Release of COMSEC Material to a Foreign Government: Requests by foreign governments or international organizations for COMSEC material or requests to release COMSEC material to foreign governments resulting from DON operational commitments, shall be processed as follows:

(1) Submit requests with supporting data and 
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recommendations via the chain of command to:

(a) Your command’s Navy Component Commander (as listed in the Standard Navy Distribution List) if subordinate to a FLTCINC or FMF Commander; OR

(b) CMC//CSJ-3// if not subordinate to a FMF Commander.

(2) Provide copies of all such requests to the Navy International Program Office, Washington, D.C., and to DIRNSA FT GEORGE G. MEADE MD//I1//.

110. TWO-PERSON INTEGRITY (TPI) REQUIREMENTS

a. Definition: TPI is a system of handling and storing designed to prevent single-person access to certain COMSEC material (identified below).

(1) TPI handling requires that at least two persons, authorized access to COMSEC keying material, be in constant view of each other and the COMSEC material requiring TPI whenever that material is accessed and handled. Each individual must be capable of detecting incorrect or unauthorized security procedures with respect to the task being performed.

(2) TPI storage requires the use of two approved combination locks (each with a different combination) with no one-person authorized access to both combinations.

NOTE: 
1. TPI storage may also be maintained by the use of a General Services Administration (GSA) procured security container or vault door equipped with a combination lock meeting Federal Specification FF-L-2740. (SECNAVINST 5510.36, Exhibit 10B, lists locks meeting this specification.)

NOTE: 
When installed on the equipment and properly secured, TPI-approved locking devices/physical barrier satisfies the TPI requirement for equipment that permits extraction of its key.

b. Material Requiring TPI at the Local Element Level: TPI must be applied to the following COMSEC material from time of receipt through turn-in to the EKMS Manager or Alternate, or destruction:

(1) All TOP SECRET paper keying material marked or designated CRYPTO.
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(2) TOP SECRET electronic key whenever it is generated, transferred (OTAR/OTAT), relayed or received (OTAT) in an unencrypted form. There are no TPI requirements for recipients of key received via OTAR under conditions where no FD is required at the receiving terminal.

(3) FDs containing unencrypted TOP SECRET key.

(4) Unloaded FDs in an operational communications environment containing keyed crypto-equipment from which unencrypted TOP SECRET key may be extracted.

NOTE: 
1. TPI is not required if the equipment itself does not permit extraction of loaded keys (e.g., KG-66, KG-81, KG-84 A/C, KG-94, KY-57/58, KY-65/75, KYV-5/KY-99, KVG-11, KWR-46, and KG-194A), OR

2. If equipment key ports are protected against unauthorized key extraction using a TPI-approved locking device/physical barrier. In this case the unloaded FDs may be stored under single-lock protection.

(5) Equipment, which generates and allows for the extraction of unencrypted TOP SECRET key.

(6) Certified key variable generator equipment (e.g., KG-83) installed for operational use. Specially designed locking bars are available for this equipment and may be used to meet TPI requirements.

KGX-93 NOTE:
1.Single-person access to the unrestricted commands is authorized.

2. Restricted commands must be accessed in accordance with TPI rules and when not manually accessed, restricted commands must be protected by the specially designed locking bar.

c. TPI Handling and Storage Requirements at the Local Element Level:

(1) Two authorized persons must be present and remain within sight of each other and the TPI material whenever it is accessed and handled. For example:

(a) Removing unencrypted TOP SECRET key marked or 

designated CRYPTO from COMSEC equipment (to include key variable generators (e.g. KG-83)).
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(b) Whenever TOP SECRET key is generated using a key variable generator (e.g., KG-83).

(c) Equipment that contains unencrypted TOP SECRET key and, which permits extraction of the key. When installed on the equipment and properly secured, a TPI-approved locking device/ physical barrier satisfies the TPI requirement.

(2) When not in use, material-requiring TPI must be protected by a TPI-approved locking device/physical barrier (in the case of equipment) or locked in a TPI storage container as specified in Article 120.

d. Exceptions to TPI Requirements for COMSEC Key: 

(1) Mobile users (i.e., USMC tactical units, Naval Special Warfare (SPECWAR) units, Naval Construction Battalion units, Explosive Ordnance Disposal (EOD) units, and Mobile Inshore Undersea Warfare units (MIUWUs)) are exempt from COMSEC key TPI requirements only while operating in a tactical exercise or operational field environment.

(2) Aircraft: TPI is not required for FDs during the actual loading process in the aircraft, but TPI is required on loaded FDs, which contain unencrypted TOP SECRET key up to the flight line boundary.

NOTE: 
1. Loaded FDs placed in an Air Crew comm box locked with TPI approved combination locks fulfills TPI requirements. Consequently, one aircrew member may transport the locked comm box up to the flight line boundary.

2. Loaded FDs may be stored onboard the aircraft in a single-lock container while the aircraft is in a flight status.

(3) Crypto Repair Facilities (CRFs), maintenance facilities, laboratory environments are not required to maintain TPI for FDs where operational key is not handled.

(4) Users in a totally Secret and/or Confidential environment or in a totally unclassified environment (e.g., data encryption standard (DES) users) are not required to maintain TPI for FDs.

(5) In facilities/spaces used solely for the storage of 

unkeyed equipment.
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(6) Flag (e.g., FLTCINC) communicators operationally deployed away from their primary headquarters are exempt from TPI requirements.

e. COMSEC Material Completely Exempt From TPI Requirements:

(1) TPI is not required at any level for COMSEC keying material marked SECRET, CONFIDENTIAL, or UNCLASSIFIED, regardless of CRYPTO markings.

(2) KG-83 key variable generators when the “Dutch Doors” are properly secured with TPI locking devices.

f. TPI for Keyed COMSEC Equipment:

(1) TPI is required when unencrypted TOP SECRET keying material marked or designated CRYPTO is inserted into and extracted from COMSEC equipment and when loaded into FDs.

(2) The following methods are authorized to maintain TPI on keyed COMSEC equipment from which classified key marked or designated CRYPTO can be extracted:

(a) The continuous presence of at least two authorized persons, in sight of each other and the keyed equipment.

(b) Use of a metal cage or steel mesh divider secured with two approved locks.

(c) Installation of two approved locks on access doors to spaces where keyed COMSEC equipment is located. Cipher locks are not acceptable for this purpose; cipher locks are for personnel access control only.

(d) Installation of fabricated metal bars to the equipment racks, secured with two approved locks. The bars should traverse the card reader covers in such a manner that the bars must be removed in order to gain access to the keying material. Do not attach the bars to the equipment itself because the alteration will constitute an unauthorized modification.

(e) Installation of a video monitoring/surveillance system in such a manner that the monitoring screen and the equipment/material can be viewed constantly.

(f) Assign additional personnel so that spaces are manned by a minimum of two properly cleared and authorized persons who are in view of each other and the material at all times.
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g. Requirement to Report TPI Violations: Detailed situations, which must be reported as COMSEC incidents are contained in chapter 9 (See “Physical incidents” category).

115. ACCESS TO AND PROTECTION OF SAFE COMBINATIONS

a. Selection of Combinations: Each lock must have a combination composed of randomly selected numbers based on constraints of the manufacturer. The combination must not deliberately duplicate a combination selected for another lock within the command and must not be composed of successive numbers, numbers in a systematic sequence, or predictable sequences (e.g., birth dates, social security numbers, and phone numbers).

b. Requirements for Changing a Combination: Combinations must be changed as follows:

(1) When the lock is initially placed in use. A manufacturer-preset combination may not be used.

(2) When any person having knowledge of the combination no longer requires access (e.g., loss of clearance, transfer) unless other sufficient controls exist to prevent access to the lock.

(3) When the possibility exists that the combination has been subjected to compromise (e.g., a container opened by unauthorized personnel in an emergency situation).

(4) When the combination has been taken out of service.

(5) When any repair work has been performed on the combination lock.

c. Access and Knowledge of Combinations: Only properly cleared and authorized individuals will have knowledge of, and access to combinations protecting COMSEC material. Access and knowledge of these combinations will be restricted as follows:

(1) TPI Safes/Containers: No one person will be allowed access to or knowledge of both combinations to any one TPI container.

(2) Combinations to TPI Containers: No one person may change both combinations used to maintain TPI. Neither should the same authorized individual try or verify (for the purpose of preventing a lockout) both newly changed combinations to a TPI container. A certified locksmith may be used to prepare locks for new combinations, but the actual combination must be installed by an individual authorized access to that combination.
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(3) Requirement to Report Unauthorized Access or Knowledge of Combinations to TPI Containers: If one person gains knowledge of both combinations, except in an emergency, change both combinations, inventory the material, and submit a Loss of TPI Incident Report in accordance with Chapter 9.

(4) Changing Combinations to Containers/Vaults Protecting COMSEC material: Only cleared individuals who have been formally authorized access to keying material by the Commanding Officer shall change combinations. 

d. Classification of Combinations: Lock combinations shall be classified and safeguarded the same as the highest classification of the material being protected by the combination.

e. Records of Combinations: To provide for emergency access, a central record of the lock combinations for all COMSEC material security containers must be maintained in a security container (other than the container where COMSEC material is stored) approved for storage of the highest classification of the material protected by the combination locks.

f. Sealing/Wrapping Combinations: Combinations to COMSEC material security containers must be protected as follows:

(1) Each combination must be recorded and individually wrapped in aluminum foil and protectively packaged in a separate SF-700 combination envelope.

(2) Laminate each envelope in plastic (like an identification card) or seal with plastic tape.

(3) The name(s) and address(es) of the individual(s) authorized access to the combinations must be recorded on the front of the envelope.

(4) Individual protectively wrapped envelopes may be stored in the same single-lock security container.

NOTE: 
Combinations protectively packaged in accordance with the above guidance do not require TPI handling/storage.

(5) Inspect the envelopes monthly to ensure they have not been tampered with.

g. Emergency Access to Containers and Combinations: In an emergency, the Commanding Officer or other designated authority may direct the opening of any COMSEC material security container.
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(1) At least two individuals shall be present to conduct and witness the emergency opening.

(2) After an emergency opening, the official who opened the container will make an after-the-fact report to the person in charge of the container. 

(3) The individual(s) responsible for a container opened in an emergency must immediately conduct a complete inventory of the COMSEC material, and change the combinations as soon as possible.

h. Personal Retention of Combinations: It is specifically prohibited for an individual to record and carry, or store insecurely for personal convenience, the combinations to COMSEC facilities or containers. Also, do not store records of such combinations in electronic form in a computer, calculator, or similar electronic device.

120. STORAGE REQUIREMENTS

a. General:

(1) Store COMSEC material only in containers and spaces approved for their storage. Unless COMSEC material is under the direct control of authorized persons, keep the containers and spaces locked.

(2) Comply with applicable information on supplementary controls (e.g., guards and alarms) for safeguarding classified material in accordance with SECNAVINST 5510.36 (series).

(3) Store COMSEC material separately from other classified material (e.g., in separate containers or in separate drawers). This helps ensure separate control for COMSEC material and expedites emergency destruction/protection.

(4) COMSEC keying material designated for NATO use may be stored together with other COMSEC material.

(5) Unless absolutely necessary, do not place COMSEC material containers in commonly used passageways or other spaces where access cannot be controlled. During non-working hours, security containers should be located in locked areas and not accessible to general traffic. 

(6) COMSEC keying material in electronic form that is stored in the LMD is designated “UNCLASSIFIED CRYPTO” (because it is encrypted).

b. Required Forms for Storage Containers: Storage containers for COMSEC material require the following forms:
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(1) A classified container information form (Standard Form 700 (8-85)) for each lock combination must be placed on the inside of each COMSEC storage container.

(2) A security container open/closure log (Standard Form 702) must be maintained for each lock on a COMSEC storage container. Each opening and closure of the container must be annotated on the accompanying Standard Form 702. If a combination lock meeting FF-L-2740 specifications is used to maintain TPI, a SF 702 will be used for each combination.

(3) A security container is considered restored to its original integrity, if all damaged or altered parts are replaced and permanent records document the replaced part. A Maintenance Record for Security Containers/Vault Doors (optional form 89) must be used as a permanent record and retained for the service life of the security container/vault door.

c. Storing Unclassified Data Encryption Standard (DES) Keying Material Marked or Designated CRYPTO: Unclassified DES COMSEC keying material marked or designated CRYPTO must be stored in the most secure manner available to the user (i.e., approved safes, if available, locked file cabinets, key-locked rooms, containers, etc).

d. Storing Classified COMSEC Keying Material Marked or Designated CRYPTO: Classified COMSEC keying material marked or designated CRYPTO must be stored as indicated below:

(1) Storage at Shore Stations:

(a) Store TOP SECRET keying material in a strongbox or special access control container within a vault or in a GSA approved security container with two combination locks.

(b) Store SECRET keying material in a CMS vault or in any security container approved for storing SECRET or TOP SECRET keying material.

(c) Store CONFIDENTIAL keying material in a file cabinet having a built-in three-position manipulation–resistant dial-type combination lock, or in any storage container approved for storing SECRET or TOP SECRET keying material.

(2) Storage Onboard DON Ships: 

(a) Store TOP SECRET keying material in a GSA approved security container with an electro-mechanical lock meeting Federal Specification FF-L-2740, or in a strong room, or 

in any storage container approved for storing TOP SECRET keying material at shore stations.
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(b) Store SECRET keying material in a steel security filing cabinet having a lock bar secured with an electro-mechanical lock meeting Federal Specification FF-L-2740 procured from the GSA Federal Supply Schedule, or in a strong room, or in any storage container approved for storing SECRET or TOP SECRET keying material at shore stations.

(c) Store CONFIDENTIAL keying material in a file cabinet secured with an electro-mechanical lock meeting Federal Specification FF-L-2740, or in any storage container approved for storing SECRET or TOP SECRET keying material at shore stations.

(3) Storage in Mobile Situations: TOP SECRET, SECRET and/or CONFIDENTIAL keying material may be stored in a standard, approved field safe or in any similar security container secured by an electro-mechanical lock meeting Federal Specification FF-L-2740.

e. Two-Person Integrity Storage Containers:

(1) COMSEC material requiring TPI storage at the LE level must be stored under one of the following options:

(a) Inside a CMS Vault equipped with one manufacturer built-in combination lock on the door, and the TPI material stored in a GSA approved container with a single or dual combination lock.

(b) Inside a CMS Vault, where the vault door is equipped with a combination lock that meets the requirements of Federal Specifications FF-L-2740. If electro-mechanical locks are used, it must be programmed in either the dual combination or supervisory/subordinate mode for access.

(c) In a GSA approved security container meeting Federal Specification AA-F-358G with a dual lock.

(d) In a GSA approved security container with combination lock meeting FF-L-2740.

(e) In a special access control container (SACC) securely welded to the interior of a GSA approved security container drawer.

f. Restriction on Use of Modified GSA Approved Security Containers and Vault Doors:
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(1) NO external modifications are authorized for GSA approved security containers and vault doors after 14 April 1993.

(2) If external modifications are made, the GSA approved security container label and the material must be removed from the container. The container or vault door is no longer authorized for protecting any classified material.

(3) GSA security containers and vault doors externally modified for TPI requirements prior to 14 April 1993 may continue to be used.

(4) The available options for storing TPI material in a GSA container or vault externally modified prior to 14 April 1993 is as follows:

(a) Store COMSEC material requiring TPI in a separate safe within the CMS Vault or in a Special Access Control (SACC) that has been fastened (welded to the interior of one of the drawers of the CMS safe).

(b) Install a combination lock meeting FF-L-2740 and provide dual combination capability on the door of a CMS Vault that has open storage. The following may be used in place of two built-in combination locks:

1. An approved combination padlock meeting FF-P-110 (e.g., Sargent and Greenleaf (S&G) model 8077A/8077AB).  A hardened steel hasp will be electrically welded to the door of the vault.

2. A steel mesh divider, with an approved combination padlock meeting FF-P-110 installed within the CMS Vault.

3. Install two combination locks or use an approved combination padlock meeting FF-P-110 with a hardened steel hasp electrically welded to the COMSEC safe(s) located outside the CMS Vault.

4. Install two approved locks on security containers used to store or hold COMSEC material requiring TPI in the CMS LH/User spaces.

g. Locking Devices: The following locking devices are approved for use in establishing TPI on equipment:

(1) S&G combination padlock, model 8077A/8077AB. 

(2) Standard Navy issue brass key padlocks. 

(a) Each lock must be individually keyed and master 

keys to a series of locks are not permitted.

120

120

(b) All keys used to control access to COMSEC equipment must be strictly controlled as turnover items on a watch-to-watch inventory. Keys cannot be removed from the spaces.

h. Storage and Protection of COMSEC Equipment:

(1) Some COMSEC equipment may, because of its configuration, require special storage facilities and procedures, which are normally addressed in the handling and security doctrine for the specific system. 

(2) In conjunction with any special requirements, the following guidance must be used to store and protect COMSEC equipment:

(a) Store unclassified, unkeyed equipment in a manner sufficient to preclude any reasonable chance of pilferage, theft, sabotage, tampering, or access by unauthorized persons. See article 135 for storage requirements for unkeyed CCI.

(b) Store classified, unkeyed equipment in the same manner as classified material of the same classification. 

NOTE: 
When installed in an operational configuration (e.g., in a ship, aircraft, shelter, vehicle, backpack or building), classified unkeyed COMSEC equipment may be left unattended provided the Commanding Officer or other responsible authority judges it is protected sufficiently to preclude any reasonable chance of pilferage, theft, sabotage, tampering, or access by unauthorized persons.

(c) Protect all keyed equipment based on the classification of the equipment or the keying material, whichever is higher.  Additionally, ensure that procedures are in effect to prevent unauthorized use of the equipment or extraction of its key. When equipment containing encrypted key is located in an unmanned space, the CIK must be removed and protected in another location.

(3) Protect computer systems performing COMSEC functions by hardware and software controls to prevent unauthorized access and penetration. Protect machine-readable copies of COMSEC programs in accordance with their classification.
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i. Storage of Fill Devices (FDs):

(1) FDs will be afforded TPI storage as follows:

(a) LE level storage requirements:

1. While maintained at the LE level (e.g., held by LEs on local custody), FDs loaded with unencrypted TOP SECRET key marked or designated CRYPTO must be provided TPI storage.

2. Unloaded FD in an operational, communications environment containing keyed equipment from which unencrypted TOP SECRET key marked or designated CRYPTO may be extracted must also be provided TPI storage.

125. PREPARING COMSEC MATERIAL FOR SHIPMENT

a. Packaging Materials/Shipment Containers: Materials used for packaging COMSEC material for transportation must be strong enough to protect the material while in transit, prevent items from breaking through the container, and enable detection of any tampering.

b. Wrapping Requirements:

(1) Ensure all status markings are removed from COMSEC material prior to wrapping for physical shipment. Shipment of COMSEC material with status markings intact is a Practice Dangerous to Security (PDS). See chapter 10.

(2) All COMSEC keying material and classified COMSEC material must be double-wrapped (using a non-transparent wrapper) and securely sealed.

(3) Unclassified COMSEC material other than key need only be wrapped once (using a non-transparent wrapper). Wrapper Marking Requirements:

(a) Inner wrapper: The inner wrapper must be marked with the following information:

1. Highest classification of the material. 

2. TO and FROM addressees.

3. COMSEC account number of both the shipping and receiving command.

4. CRYPTO or other special handling markings.

5. Controlled package number or registered mail number.

(b) “TO BE OPENED ONLY BY EKMS MANAGER.”
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(2) Outer wrapper: The outer wrapper must be marked with the following information (applicable for shipments of all COMSEC material):

(a) “TO” and “FROM” addressees.

(b) Any applicable notation to aid delivery of the package.

NOTE: 
The outer wrapper must never reveal whether the package contains classified information or keying material (i.e., the contents of the package are not to be disclosed in any manner on the outer wrapper).

(3) The manner in how the package must be addressed may vary slightly depending on the shipment method used. Use the following guidance as applicable:

(a) When transporting material via DCS, conform to DCS guidance on packaging requirements. Further information on DCS can be obtained by contacting your servicing DCS station.

(b) Material transmitted by State Department diplomatic pouch must indicate that “Courier Accompaniment is Required.”

(c) When using a commercial carrier to transport CCI, a complete address must be used (this includes the street address, building number, and zip code). Some commercial carriers may also require the telephone number of the receiving command to be on the address label of the package.

c. Packaging and Shipping Restrictions:

(1) Package keying material separately from its associated COMSEC equipment unless the application or design of the equipment is such that the corresponding keying material cannot be physically separated from it.

(2) Ship equipment with embedded COMSEC material the same way as keying material is shipped.

(3) Package primary and associated keying material (e.g., KW-46 BAV and UV) in separate packages within a shipment.  Encrypted TEK and its associated KEK must be shipped in separate packages.

(4) COMSEC equipment must not be shipped in a keyed condition unless removal of the keying material is impossible.

(5) Batteries must be removed from COMSEC equipment (including FDs) unless the removal is impossible.
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NOTE: 
For equipment using a crypto-ignition key (CIK), CIKs must be shipped separately unless they are not yet initialized (associated with the equipment) or they are zeroized (disassociated) before shipping.

(6) When shipping keying material marked CRYPTO, packages will contain no more than four editions (for material that is superseded quarterly or more frequently) or two editions if the material is superseded semi-annually or less frequently.

NOTE: 
This restriction does not apply to packaged irregularly superseded keying material and may be waived by DCMS//20// when establishing a new account or in cases where supply is difficult and the number of shipments is limited.

(7) If the quantity of material to be shipped exceeds that in paragraph (6), the material must be split into several packages and entered into DCS in staggered shipments that are not likely to be combined.

(8) There is no restriction on the number of short titles that can be enclosed in each package or the number of copies of an edition.

(9)  Magnetic Media (e.g., floppy disks, tape, etc.) containing encrypted key must be shipped separately from their associated Key Encryption Keys (KEKs). Magnetic media used to transport encrypted key must be marked “SECRET-COMSEC accountable”. Media label must also indicate whether or not content(s) is/are EKMS transactions.

130. TRANSPORTING COMSEC MATERIAL

The provisions of this article apply only to the physical movement between EKMS accounts. Properly cleared and authorized individuals must perform movements within a command. The authorized methods of transporting COMSEC material are as follows:

a. Keying Material:

(1) TOP SECRET and SECRET: All TOP SECRET and SECRET keying material marked or designated CRYPTO and items that embody or describe a cryptographic logic or algorithm must be transported by one of the following methods:

(a) Defense Courier Service (DCS).
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(b) State Department Courier Service (SDCS).

(c) Formally cleared department, agency, or contractor individuals designated as couriers. TOP SECRET keying material must be handled in accordance with TPI standards.

NOTE: 
TPI is not required for TOP SECRET keying material in the custody of the DCS or SDCS.

(2) CONFIDENTIAL: CONFIDENTIAL keying material marked or designated CRYPTO and items that embody or describe a cryptographic logic or algorithm must be transported by one of the following methods:

(a) Any method approved for TOP SECRET or SECRET.

(b) U.S. Postal Service Registered mail provided the material does not pass through a foreign postal system, or any foreign inspection.

NOTE: 
Registered mail sent to FPO AE/FPO AP addresses does not pass out of U.S. control.

(c) Cleared commercial courier using Protective Security Service (PSS). PSS is provided by commercial carriers who employ personnel with security clearances granted by the

a. Defense Investigative Service. These commercial couriers are cleared only to the SECRET level.

(3) UNCLASSIFIED: Unclassified keying material marked or designated CRYPTO must be transported by:

(a) Any method approved for TOP SECRET, SECRET, or CONFIDENTIAL.

(b) Uncleared commercial carrier services provided:

1. The carrier provides electronic tracking of the shipment which is equivalent to the tracking available through the United States Postal Service registered Mail;

2. A distant end receipt signature is provided;

3. The service is limited to shipments within the limits of the United States, its territories and possessions AND

4. The carrier must be a firm incorporated in the United States. 

NOTE: 
1. Under no circumstances will uncleared commercial carrier services be used to ship classified keying material marked or designated CRYPTO.
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2. Never ship any keying material via regular U.S. mail.

b. COMSEC Equipment (less CCI):

(1) TOP SECRET and SECRET:

(a) Any method approved for TOP SECRET or SECRET keying material.

(b) SECRET COMSEC equipment may also be shipped by cleared commercial carrier using PSS.

(2) CONFIDENTIAL (except key production equipment):

(a) Any method approved for TOP SECRET or SECRET.

(b) U.S. Military or military-contract air service (e.g., Air Force Mobility Command (AMC), LOGAIR, QUICKTRANS) provided that a continuous chain of accountability and custody (e.g., signature tally record) is maintained.

(c) U.S. Postal Service, Registered mail, provided the material does not pass through a foreign postal system or any foreign inspection.

(3) UNCLASSIFIED: Unclassified equipment (not designated CCI) may be transported by any method approved for the transportation of valuable government property.

NOTE: 
Methods for shipping CCIs are contained in Article 135.

c. Other COMSEC Material: COMSEC material not covered above may be transported as follows:

(1) DCS, SDCS, or cleared department, agency, or contractor courier must transport TOP SECRET material.

(2) SECRET:

(a) Any method approved for TOP SECRET.

(b) Cleared commercial courier using PSS. PSS is provided by commercial carriers who employ personnel with security clearances granted by the Defense Investigative Service. These employees are cleared only to the Secret level.

(3) CONFIDENTIAL:
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(a) Any method approved for TOP SECRET or SECRET.

(b) U.S. Postal Service Registered mail provided the material does not pass through a foreign postal system or any foreign inspection.

(c) U.S. Military or military-contract air service (e.g., Air Force Mobility Command (AMC), LOGAIR, QUICKTRANS) provided that a continuous chain of accountability and custody (e.g., signature tally record) is maintained.

(4) UNCLASSIFIED: Any means that will reasonably ensure safe and undamaged arrival at its destination. 

NOTE: 
1. Unclassified items may be shipped with classified items when there is an operational need to provide both types together (e.g., elements, subassemblies, and assemblies that function together and are necessary to the operation of a classified COMSEC equipment or system).

2. In the above situation, the material must be shipped in a manner approved for the highest classification of material contained in the package.

d. Commercial Aircraft:

(1) COs, OICs, or SCMSROs are authorized, in cases of operational necessity, to approve the use of commercial aircraft to transport only that quantity of COMSEC material required to fulfill immediate, operational needs, provided:

(a) Departmental and FAA Advisory Circular (AC NO.: 108-3) procedures are followed.

(b) Couriers are briefed on their responsibilities.

(2) Direct flights should be used and unless operationally necessary, do not transport keying material in aircraft over hostile territory.

(3) U.S. flag aircraft can be used to courier COMSEC material within CONUS (includes Alaska, Hawaii, and U.S. territories/possessions).

(4) Transportation of COMSEC material outside of CONUS on a U.S. flag or any foreign-owned, controlled, or chartered aircraft, is strongly discouraged because of the threat by terrorists and the lack of U.S. control.

e. Private Conveyances: Private or corporate-owned conveyances can be used to carry COMSEC material. The recipient organization 
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should be notified of the itinerary and estimated time of arrival, so appropriate steps may be taken if the courier does not arrive on time.

f. Courier Responsibilities: Couriers shall be designated in writing and receive written instructions for safeguarding the material entrusted to them. The following provisions, at a minimum, must be adhered to:

(1) When carrying keying material, couriers must maintain constant personal custody of all keying material.

(2) When carrying COMSEC materials other than keying material, couriers are responsible for ensuring the safety of the material at all times. Couriers may place bulky material in a locked compartment using last in first out procedures. Couriers must ensure the material is given the maximum protection possible during transit and not left unattended on loading docks, in cargo storage areas, baggage areas, etc.

(3) Couriers must ensure all inspections are conducted in their presence and only by authorized personnel. External viewing and standard airport x-raying of equipment and protectively packaged keying material is permitted. In no case will U.S. COMSEC material be entered into foreign distribution channels, unless, the NSA International Relations Office grants authorization.

(4) Couriers need not be armed unless local conditions deem it advisable by the appointing official.

(5) When transporting COMSEC material outside of CONUS, couriers must have the telephone number of the nearest U.S. Embassy or Consulate for every country, which the aircraft is scheduled to fly through/to.

(6) Notify the recipient, in advance, of the flight itinerary and estimated time of arrival so that appropriate steps may be taken if the courier does not arrive within a reasonable amount of time after the flight has arrived.

(7) Be provided specific instructions for emergency situations.

(8) COMSEC material being transported within a command must be restricted to E-4 and above (or equivalent) personnel.

g. Restrictions on DCS Shipments: Under DOD Directive 5200.33 the following types of material may be sent through the DCS:

(1) CLASSIFIED:

(a) COMSEC material.
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(b) Cryptologic material.

(c) Imagery material (Secret or higher)

(2) UNCLASSIFIED:

(a) Keying material marked or designated CRYPTO.

(b) CCI outside the 48 contiguous states when no other means of secure transportation is available. Article 135.k refers. NOTE: If you are uncertain of what qualifies or what is prohibited, contact your servicing DCS station.

h. Airdrop of COMSEC Material: Unless precluded by system doctrine or handling instructions, and when operationally required, COMSEC material may be air-transported and air-dropped provided the following requirements are met:

(1) A properly cleared person controls the material until it leaves the aircraft.

(2) Every reasonable precaution is taken to ensure that authorized persons immediately recover the material.

(3) COMSEC material is not air-transported over hostile territory except in cases of operational necessity.

NOTE: 
Vehicles or shelters in which COMSEC equipment is installed may be transported by helicopters using sling-loaded techniques, but the COMSEC equipment should not be keyed unless there is an operational requirement for the immediate operational use of the equipment upon landing. COMSEC aids may be carried inside the same helicopter, but must not be sling-loaded.

i. Electrical Transmission of Key List Settings:

(1) The CONAUTH of keying material may authorize secure electrical transmission of key list settings to authorized holders who cannot be supplied through normal channels.

(2) In an emergency, the CO of the transmitting station may authorize electrical transmission of key list settings to authorized holders, but must notify the CONAUTH as soon as possible thereafter.

j. Over-the-Air Key Transfer (OTAT): Net Control Stations (NCSs), Circuit Control Offices, and Operational Commanders are authorized to transmit key, which is obtained through normal 

130

130
channels or is locally generated, over-the-air to interconnecting stations or supporting units.

NOTE: 
Only established secure circuits that employ crypto systems designated for OTAT may be used.

k. Over-the-Air Rekeying (OTAR): NCSs and Circuit Control Officers are authorized to conduct OTAR with key that is obtained through normal channels or is locally generated, and rekey remote circuits under their control that employ crypto systems designated for OTAR.

NOTE: 
NAG 16 (series) contains procedures for conducting OTAT/OTAR of COMSEC key needed to support tactical communications.

135. CONTROLLED CRYPTOGRAPHIC ITEM (CCI)

a. Definition: A secure telecommunications or information handling equipment, or associated cryptographic component, which is unclassified but controlled. Designated items will bear the designation Controlled Cryptographic Item or CCI.

b. Accountability: CCI is centrally accountable to DCMS by serial number (AL 1) or quantity (AL 2).

c. General Access Requirements:

(1) A security clearance is not required for access to unkeyed CCI. Normally, access must be restricted to U.S. citizens whose duties require such access.

(2) Unkeyed CCI and/or CCI keyed with unclassified key marked or designated CRYPTO, must be stored in a manner that affords protection against pilferage, theft, sabotage, or tampering, and ensures that access and accounting integrity are maintained.

d. Access Requirements for Resident Aliens: Resident aliens who are U.S. Government employees, U.S. Government contractor employees, or National Guard, active duty, or reserve members of the U.S. Armed Forces may be granted access to CCI provided their duties require access.

e. Access Requirements for Foreign Nationals:  Non-U.S. citizens who are employed by the U.S. Government at foreign locations where there is a significant U.S. military presence (two or more military bases) may handle CCI material in connection with warehouse functions provided they are under the direct 

supervision of an individual who has been granted access to CCI
material.
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(1) Access to Unkeyed CCI: Access may be granted to Foreign Nationals under the following conditions:

(a) In conjunction with building maintenance, custodial duties, or other operational responsibilities that were performed by unescorted personnel in the area prior to the installation of the CCI.

(b) The CCI is installed within a U.S. controlled or combined facility with a permanent U.S. presence, as opposed to a host nation facility.

(c) Command security authority has determined that the risk of tampering with the CCI, which could result in compromise of U.S. classified or sensitive classified information, is acceptable in light of the local threat, perceived vulnerability, and the sensitivity of the information being protected as indicated by its classification, special security control, and intelligence life.

(d) The system doctrine for the CCI does not specifically prohibit such access.

(2) Access to Keyed CCI: The access requirements listed above for unkeyed CCI also apply to keyed CCI with the following additional restrictions:

(a) The non-U.S. citizens are civilian employees of the U.S. Government and are assigned to a combined facility.

(b) The non-U.S. citizens hold a clearance at least equal to the highest level of the keying material or information being processed.

(c) The CCI material remains U.S. property and a U.S. citizen is responsible for it. The presence of such installed CCIs must be verified at least monthly and the verification documented and retained in accordance with local command policy.

(d) The communications to be protected are determined to be essential to the support of a U.S. or combined operation.

(e) U.S. users communicating with such terminals are made aware of the non-U.S. citizen status of the CCI user. 

NOTE: 
1. Waivers to permit unescorted access by non-U.S. citizens to installed CCIs under the conditions listed above must be submitted to DCMS//20//.

2. Non-U.S. citizens in countries listed in the 

Attorney General’s Criteria Country list may not be granted access to installed CCI equipment without approval from DIRNSA//I11//; submit requests via the Chain of Command to DCMS//20//.
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f. Keying CCI:

(1) Only properly cleared and designated U.S. citizens are authorized to key CCI with classified U.S. key. Waivers of this policy must be authorized by DCMS//20//.

(2) Non-U.S. personnel are authorized to key CCI using only Allied key or unclassified U.S. key.

g. Classification of CCI When Keyed: When keyed, CCI assumes the classification of the keying material it contains, and must be handled in accordance with the control and safeguarding requirements for classified keying material described in this manual.

h. Installing CCI in a Foreign Country: When there is an operational necessity to install and operate a CCI in a foreign country at a facility that is either unmanned or manned entirely by non-U.S. citizens, the installation must be approved, in advance, by DCMS//20//.

(1) In addition to the requirements listed above, special security measures will be required (e.g., constructing vault areas, storing CCI material in approved security containers, installing locking bars on equipment racks, installing alarm systems) to prevent unauthorized access to the CCI by non-U.S. citizens.

(2) The installation of the CCI must be accomplished and controlled by U.S. citizens who shall verify the presence of the CCI equipment at regular intervals.

i. Moving CCI to a Sensitive Environment: CCI material should not be moved from an environment where the risk of tampering by foreign nationals is acceptable, to a more sensitive environment where the risk of tampering by foreign nationals is not acceptable.

(1) When operational requirements necessitate moving CCI to a more sensitive environment, the command must send a message to DCMS//20// requesting authorization to move the material.

(2) Before moving the CCI, it must be examined for signs of tampering by qualified COMSEC maintenance personnel.

(3) Report any evidence or suspicion of tampering to DIRNSA//I413// as a COMSEC incident in accordance with Chapter 9. The affected CCI equipment shall be removed from operational use pending disposition instructions from DIRNSA.

j. Transporting Keyed/Unkeyed CCI:
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(1) CCI must not be shipped in a keyed condition unless removing the key is impossible.

(2) Unkeyed CCI may be shipped/transported by any means delineated below.

k. Methods of Shipping CCI: CCI equipment must be shipped only to authorized activities using any of the following methods:

(1) Authorized U.S. Government department, service, or agency courier (e.g., Navy Supply System).

(2) Authorized U.S. Government Contractor/Company or U.S. citizen courier.

(3) U.S. Postal Service Registered mail or express mail, provided the material does not at any time pass out of U.S. postal control, pass through a foreign postal system, pass through any foreign inspection, or otherwise fall under the control of unescorted foreign nationals. When using express mail, the shipper must obtain assurance from U.S. Postal Service authorities that the material will receive continuous electronic or manual tracking to the point of delivery. A recipient’s signature must be obtained. Material must be introduced into the postal system “across-the-counter” at a U.S. Postal Service Facility; postal drop boxes must not be used. 

NOTE: 
1. There are certain restrictions governing the size and weight of packages that can be shipped via registered mail. Prior to shipping the CCI, check with the postal service to determine whether the shipment qualifies.

2. First, fourth, certified, insured, and parcel post are not authorized methods of shipping CCI equipment.

(4) Commercial carriers (non-military aircraft) may be used to transport CCI (includes CCI being transported in conjunction with Foreign Military Sales) within the U.S., its territories, and possessions, providing the carrier warrants in writing the following:

(a) Is a firm incorporated in the U.S. that provides door-to-door service.

(b) Guarantees delivery within a reasonable number of days based on the distance to be traveled. 

(c) Possesses a means of tracking individual packages within its system to the extent that should a package become lost, the carrier can, within 24 hours following notification, provide information regarding the last known location of the package(s).
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(d) Guarantees the integrity of the vehicle’s contents at all times.

(e) Guarantees that the package will be stored in a security cage should it become necessary for the carrier to make a prolonged stop at a carrier terminal.

(f) Utilizes a signature/tally record (e.g., a carrier’s local signature/tally form or the DD Form 1907 or Form AC-10) that accurately reflects a continuous chain of accountability and custody by each individual who assumes responsibility for the shipment while it is in transit; OR

1. Utilizes an electronic tracking system that reflects a chain of accountability and custody similar to that provided by a manually prepared signature/tally record.

2. Ensures positive identification of the actual recipient of the material at the final destination.

3. Uses a hard-copy printout that serves as proof of service; the printout must reflect those points, during transit, where electronic tracking of the package/shipment occurred. 

(5) U.S. military, military-contractor, or private air service (e.g., AMC, LOGAIR, QUICKTRANS), provided the carrier satisfies the requirements identified above for commercial non-aircraft carriers.

(6) U.S. Diplomatic Courier Service.

(7) DCS outside CONUS, when no other methods of secure transportation is available. Prior authorization must be obtained from DCS before any unkeyed CCIs are introduced into the DCS system.

(8) Commercial passenger aircraft may be used within the U. S., its territories, and possessions. Transport of CCI material outside the U.S., its territories, and possessions on a U.S. flag or any foreign-owned, controlled, or chartered aircraft, is strongly discouraged because of the threat of terrorists and the lack of U.S. control.

NOTE: 
Requirements/restrictions for shipping CCI on commercial aircraft are detailed in paragraph l.

(9) Non-U.S. citizens who are employed by the U.S. Government at foreign locations where there is a significant U.S. military presence (two or more military bases) may transport CCI material provided there is a signature record that provides continuous accountability for custody of the shipment from the time of pick-up to arrival at the final destination.
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NOTE: 
A U.S. citizen must accompany the foreign driver carrying the material; or the material must be contained in a closed vehicle or shipping container (e.g., CONEX, DROMEDARY, or similar authorized container) which is locked with a high security lock and contains a shipping seal that will prevent undetected access to the enclosed material.

l. Requirements and Restrictions for Transporting CCI on Commercial Aircraft:

(1) The container(s) and content(s) may be subject to certain security inspections, including x-ray, by airport personnel. Inspections are permissible, but only in the presence of the courier.

(2) Inspection of CCI material must be restricted to exterior examination only and conducted in the presence of the courier. To preclude unnecessary inspections by airport personnel, couriers should carry current orders, letters, and ID cards identifying them as designated couriers.

(3) CCI material must be stored in the cabin of the aircraft where the courier can maintain continuous control of the material.

(4) When the size of the CCI shipment is too large for storage in the cabin of the aircraft, the entire shipment must be packaged in a suitable container, which is secured and sealed in such a manner so that any unauthorized access to the enclosed CCI can be detected by the courier. The CCI shipment may then be shipped as checked baggage, provided the LIFO procedure is coordinated with the carrier.

m. Storage of CCI: Unkeyed CCI and/or CCI keyed with unclassified key marked or designated CRYPTO, must be stored in a manner that affords protection against pilferage, theft, sabotage, or tampering, and ensures that access and accounting integrity are maintained.

n. Packaging CCI: Package unkeyed CCI for shipment in a manner that will allow for tamper detection and prevent damage while in transit. 

(1) In addition to the information required on the packaging label, include the office code or duty position title of the individual who is designated to accept custody of the CCI equipment to ensure proper delivery. Do not use the name of an individual. 

(2) The shipping document must also contain an emergency telephone number(s) for the intended recipient in the event 
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delivery is made after normal working hours. 

o. Notification to Intended Recipient. Regardless of the method used to transport CCI, the transferring command must, within 24 hours of shipping, notify the intended recipient of the method of transportation and a list of CCI(s) that have been shipped.

p. Shipments not Received:

(1) If a shipment of CCI equipment has not been received within five working days after the expected delivery date, contact the originator of the shipment immediately.

(2) If the location of the shipment cannot be determined, tracer action must then be initiated. The material shall be assumed to be lost and the incident must be reported to DIRNSA FT GEORGE G MEADE MD//I413/Y265// in accordance with Chapter 9.

q. Reportable Incidents:

(1) Lost shipments, shipments that show evidence of possible tampering, and unauthorized access to CCI equipment must be reported to DIRNSA//I413/Y265//, info DCMS//20//.

(2) All other incidents involving improper shipping or handling of CCI equipment must be reported to DCMS//20//, info DIRNSA//I413//. If a commercial carrier is involved, include the name(s) of the carrier(s).

140. ROUTINE DESTRUCTION OF COMSEC MATERIAL

a. General: Effective and superseded keying material is extremely sensitive, and if compromised, potentially exposes to compromise all of the information encrypted by it. For this reason, keying material (other than defective or faulty key) must be destroyed as soon as possible after it has been superseded or has otherwise served its intended purpose. COMSEC key is destroyed when it is superseded (usually as a result of regular supersession), when it is expired, or when receipt of specific direction to destroy the key (e.g., emergency supersession) is received.

NOTE: 
Failure to destroy COMSEC material within the timeframes outlined in this article is a locally reportable PDS in accordance with Chapter 10. Do not report late destruction to DCMS.

b. Categories of COMSEC Material: The various categories of COMSEC material that are discussed below are detailed in Article 260 and should be reviewed as often as necessary to ensure 
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compliance with the destruction requirements contained in this chapter.

c. Destruction Personnel: COMSEC material that is authorized for destruction must be destroyed by two properly cleared and authorized personnel, in accordance with this guidance:

(1) Destruction of hard copy or physical COMSEC material:

(a) When unissued (i.e., retained in the account vault or safe of the EKMS Manager or LE (Issuing)), superseded COMSEC material must be destroyed by the Manager or Alternate and a properly cleared witness.

(b) When issued to LEs (Using), superseded COMSEC material must be destroyed by two properly cleared and authorized personnel.

(2) Destruction of electronic COMSEC material outside of LCMS:

(a) Destruction of keys issued to a DTD is accomplished by deletion. DTD audit trail reviews will serve to verify destruction of this key, making documentation unnecessary. These reviews must be accomplished by the EKMS Manager or Alternate or by two authorized LEs.

(b) Destruction of electronic keys in all other devices (e.g., common fill devices (KYK 13, KYX 15)) that do not have the means to automatically document/register destruction or zeroization of keys and generate an audit trail) must be witnessed by two properly cleared and authorized persons.

d. Conditions Affecting Keying Material Destruction: The destruction requirements for keying material will vary depending on several factors; for example:

(1) Whether or not the keying material is marked or designated CRYPTO,

(2) Whether it has been issued to LEs (Using), or,

(3) Whether it remains unissued (i.e., in the EKMS Manager or LE (Issuing) vault or safe, etc.). Accordingly, these factors and how they affect the 12-hour standard are identified in the Routine Destruction and Emergency Supersession exceptions stated in paragraphs e. and f.

e. General Routine Destruction Guidance (both regularly and irregularly superseded). Destroy immediately after use when more than one copy of the key setting is available, or as soon as possible after the crypto period and always within 12 hours 
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after the end of the crypto period. Exceptions to the 12-hour destruction standard are as follows:

(1) In the case of an extended holiday period (over 72 hours) or when special circumstances prevent compliance with the 12-hour standard (e.g., destruction facility or operational space not occupied) destruction may be extended until the next duty day. In such cases, the material must be destroyed as soon as possible after reporting for duty.

(2) Superseded keying material on board an aircraft is exempt from the 12-hour destruction standard. However, superseded keying material must be destroyed as soon as practicable upon completion of airborne operations.

(3) Superseded segments of sealed segmented/ extractable keying material (whether issued or unissued), need not be destroyed until the entire edition is superseded or the keying material is unsealed, whichever occurs first. When retained until the entire edition is superseded, this guidance applies:

(a) Unissued: destroy no later than 5 working days after the month in which supersession occurs.

(b) Issued: destroy no later than 12 hours after the entire edition supersedes.

NOTE: 
“Sealed” keying material is defined as that which either remains unopened in its original protective packaging or which has been resealed in accordance with Article 272. Canister-packaged keying material is 


considered sealed, even after initial use (one or more segments have been removed from the canister for use). Accordingly, superseded segments need not be removed and destroyed until an effective segment is required for use or until the entire edition is superseded, whichever occurs first.

(4) Issued keying material packaged in canisters containing multiple copies of each segment (e.g., 1/01,1/02, 1/03 etc.):

(a) Destroy all copies except the last copy immediately after use.

(b) Retain the last copy of each effective segment until the crypto period expires, then destroy within 12 hours.

(5) Issued codes (e.g., AKAC 874) consisting of sections that are used incrementally (e.g., 6-hour periods). Destruction of each 6-hour section need not be carried out until the entire 
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table or page is superseded. Users then have 12 hours from the time the entire table or page supersedes to complete destruction.

(6) Keying material that supersedes at intervals of less than one month (e.g., 7-, 10-, and 15-day codes):

(a) Unissued: The keying material may be held until the next end of the month destruction, but must be destroyed no later than five working days after the end of the month in which the edition was superseded.

(b) Issued: Do not open security containers for the sole purpose of performing routine destruction. However, if the security containers are opened for any reason and LEs (Using) must unseal the material to remove an effective segment for use, all previously superseded segments must then be destroyed.

(7) Irregularly superseded keying material whose supersession is promulgated by message must be destroyed as follows:

(a) Unissued: The keying material may be held until the end of the month destruction, but must be destroyed no later than five working days after the month in which supersession occurs.

(b) Issued: Destroy as soon as possible after receipt of the supersession message and always within 12 hours of 

receipt of the message.

(8) Superseded COMSEC material received in an ROB shipment must be destroyed as soon as possible but always within 12 hours of opening the shipment. Annotate on the SF 153 destruction document, “SUPERSEDED ON RECEIPT.” No additional reporting is required.

(9) Destroy irregularly superseded training/maintenance keying material when it becomes physically unserviceable.

(10) Destroy on-the-air test key at the end of the testing period as determined by the test director.

(11) If material is involved in an investigation, specific instructions to retain the material beyond its supersession date will be provided by DCMS//20// or DIRNSA//I413//.

(12) To permit processing of message traffic received after the effective crypto period of a key, keying material for all auto manual off-line systems (e.g., KL-42, KL-43, KL-51) may be retained up to, but no longer than, 72 hours after supersession. 

f. Emergency Supersession of Keying Material: When involved in compromise situations, destroy superseded material as soon as 
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possible and always within 12 hours of receipt of emergency supersession notification. The only exceptions to this 12-hour destruction standard are as follows:

(1) In the case of an extended holiday period (over 72 hours) or when special circumstances prevent compliance with the 12-hour standard, destruction may be delayed until the next duty day. In such cases, destruction must be conducted as soon as possible after reporting for duty.

(2) When a segment of issued canister-packaged keying material is emergency superseded before its crypto period, comply with the following:

(a) Do not remove the emergency superseded segment from the canister for destruction until all segments preceding the superseded segment have been used or destroyed.

(b) Until such time as the emergency superseded segment(s) can be removed from the canister for destruction, adhere to the following procedures to prevent accidental use of the superseded segment:

1. Place the affected canister in a ziplock bag along with a copy of the message directing emergency supersession of the segment(s), OR

2. Wrap a copy of the supersession message securely around the canister using a rubber band. 

(c) When a segment of unissued canister-packaged keying material, is emergency superseded before its crypto period, comply with the following:

1. Follow the procedures described above for issued canister-packaged keying material or hold the unissued canister for routine end of the month destruction.

2. When held until the end of the month, the Manager must ensure that the keying material is destroyed no later than five working days after the month in which supersession of the entire edition occurs.

(3) When unissued keying material protectively packaged in other than canisters is emergency superseded, comply with the following:

(a) Destroy superseded segments immediately or hold the unissued keying material edition for routine end of month destruction.

(b) To prevent accidental use of superseded segments, 
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wrap/attach a copy of the supersession message securely (e.g., using a rubber band) around the remainder of the material.

(c) When held until the end of the month, the Manager will ensure that the keying material is destroyed no later than five working days following supersession of the entire edition.

g. Destruction of Maintenance Manuals, Operating Instructions, and General Doctrinal Publications:

(1) Destroy within five working days after the end of the month in which superseded.

(2) Residue of classified and unclassified amendments to these publications must be destroyed as soon as possible, but no later than five working days after entry of the amendment.

h. Destruction of COMSEC Equipment: Unless otherwise directed by DCMS//30//, COMSEC equipment will NOT be destroyed at the local command level, but will be disposed of as directed by DCMS. The following guidance pertains:

(1) When authorization to destroy COMSEC equipment has been received by an account from DCMS//30// and a deadline 

destruction date has not been identified:

(a) Destroy within 90 days of receipt of the destruction authorization. If destruction cannot be accomplished within this specified timeframe, the account must request a waiver from DCMS//20/30// identifying material involved; authorization message date-time-group; circumstances as to why the account cannot comply; and anticipated date of destruction.

(b) Accounts that fail to destroy material within the 90 day timeframe and have not requested a waiver are in violation of CMS policy and must document a “late destruction” PDS in accordance with Chapter 10.

(2) Do not destroy COMSEC equipment that is being used on a particular net until all users are up and operational on the replacement equipment. Therefore, accounts must exercise caution to ensure no degradation in communications occurs when changing from one secure system to another.

(3) COMSEC equipment identified for destruction will remain on an accounts inventory until actual destruction and reporting has been documented.

(4) Questions concerning COMSEC equipment destruction, other than that indicated may be referred to DCMS//30//. 
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i. Reporting Destruction. Report destruction in accordance with the guidance contained in Chapter 7 or as directed by DCMS.

j. Routine Destruction Methods:

(1) Paper COMSEC Material: Destroy paper COMSEC material by burning; crosscut (double-cut) shredding, pulping, chopping or pulverizing.

(a) When burning, the combustion must be complete so all material is reduced to white ash and contained so that no unburned pieces escape. Inspect ashes and break up or reduce to sludge if necessary.

(b) Placing superseded keying material in a burn bag does not constitute a complete destruction. A complete destruction is the actual destruction by burning, shredding, or other authorized means that makes recovery or reproduction impossible.

(c) Do not transport burn bags of unshredded COMSEC keying material to destruction facilities outside the jurisdiction of the command unless controlled by the Custodian and/or Alternate and a qualified witness.

(d) Pulping (wet process) devices, or chopping or pulverizing (dry process) devices must reduce the residue to bits no larger than five millimeters (5mm) in any dimension. A good quality multi-speed household blender may be used.

(e) Crosscut shredders must reduce the residue to shreds no more than 3/64-inch (1.2mm) by ½-inch (13mm) or 1/35- inch (0.73mm) by 7/8-inch (22.2mm).

(f) When destroying small amounts of keying material (i.e., key tape segments or key cards), add an equal amount of other classified or unclassified material of similar composition before shredding.

(g) Normally, strip shredding is not an approved destruction method, but ships and submarines may use strip-shredders that cut the material into strips no wider than 1/32 inch in the following instances.

(1) Ships at sea and surfaced submarines without incinerators may use strip-shredders. Stream the strip-shredded material loosely into the wake of the ship in open water when the CO considers recovery by hostile forces unlikely.

(2) Ships or submarines in port must burn strip-shredded material; however they may temporarily retain strip-shredded material (for no longer than seven days) for streaming in the wake of the ship upon return to sea.

(3) Submerged submarines with hydraulic compactors shall compress the shredded material into a standard disposable 
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perforated metal container; ensure the container weighs at least 30 pounds, seal at both ends, and jettison from the trash disposal unit in at least 1,000 fathoms of water.

NOTE: 
On board ships, submarines, and aircraft superseded keying material may be shredded and kept in secure storage until a facility is reached where complete destruction can be accomplished.

(2) Non-paper COMSEC Material. Destroy by burning, chopping, pulverizing, or chemically altering, until it is decomposed to such a degree that there is no possibility of reconstructing key, keying logic, or classified COMSEC information by physical, electrical, optical or other means. 

(a) Microfiche may be destroyed by burning or by using an NSA-approved COMSEC microfiche and microfilm shredder. Before burning, put each microfiche in a separate paper jacket. If needed, add shredded or crumpled paper before burning.

(b) Use acetone or methylene chloride to destroy microfiche when burning is not feasible. Enclose each microfiche in a separate paper jacket or place in the chemical bath one at a time.

W A R N I N G:
Use acetone carefully; it is volatile, toxic, and flammable. Avoid spark or flame and wear gloves, aprons, and eye protection. Consult the local safety officer for additional precautions.

(1) Submarines in port shall destroy microfiche by one of the approved methods above.

(2) Submarines at sea may destroy microfiche by strip-shredding it and jettisoning the residue with the COMSEC paper residue as stated above, or may retain the microfiche until return to port and then destroy it using an approved method.

(c) Magnetic or electronic storage/recording media are handled on an individual basis. Destroy magnetic tapes by disintegration incineration and magnetic cores by incineration or smelting. Destroy magnetic disks and disc packs that have never been used to store keying material by removing the entire recording surface by means of an emery wheel or sander.

W A R N I N G:
Do NOT burn magnetic tape on aluminum reels in a sodium nitrate fire (this may cause an explosion).
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(d) Burning is the only means currently authorized for destroying magnetic media (e.g., magnetic disks, floppy diskettes) that either are storing or have been used to store keying material. Destruction by shredding is not considered sufficient to ensure complete destruction of diskettes.

NOTE: IF A BURN FACILITY IS NOT AVAILABLE, OR IF THE BURN FACILITY PROHIBITS THE BURNING OF THIS MAGNETIC MEDIA, FORWARD THE MEDIA TO DIRNSA FOR DESTRUCTION. SEE ANNEX S FOR OFFICE CODE/ADDRESS.

(e) Puncture empty key tape canisters on both sides of the canister and dispose of it as unclassified material. Ensure that the canister is empty before disposing of it. 

(f) Equipment must be destroyed as specifically directed by DCMS//30//.

145. COMSEC FACILITIES

a. Introduction. COMSEC facilities include different types of secure telecommunications facilities and other facilities in which classified COMSEC material is contained.

b. Types of COMSEC Facilities:

(1) Fixed.

(2) Special-Purpose which includes:

(a) Unattended fixed secure telecommunications facilities.

(b) Contingency fixed secure telecommunications facilities.

(c) Fixed secure subscriber facilities.

(3) Transportable and Mobile.

(4) DOD Bulk Encryption Facility.

(a) Construction Requirements. The different types of facilities are grouped into categories and their minimum construction requirements are delineated in Annexes O and P. Maximum physical security, however, is achieved when COMSEC facilities are constructed in accordance with the vault-type construction requirements in Annex N.

150. SAFEGUARDING FIXED COMSEC FACILITIES.

a. Location. Locate a fixed COMSEC facility in an area, which 
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provides positive control over access, and as far as possible from areas, which are difficult or impossible to control (e.g., parking lots, ground floor exterior walls, multiple corridors or driveways, or surrounded by other uncontrolled buildings or offices).

b. Construction Requirements. See Annex O.

c. Installation Criteria. Facilities that generate, process, or transfer unencrypted classified information by electrical, electronic, electro-mechanical, or optical means shall conform to the guidance and standards herein and OPNAVINST C5510.93 (series) (Navy Implementation of National Policy on Control of Compromising Emanations).

d. Facility Approvals, Inspections, and Tests:

(1) Approval to hold classified COMSEC material. Each facility must be approved by the responsible department or 

agency (e.g., ISIC) to hold classified COMSEC material prior to its use.

(a) This approval should be based upon a physical security inspection that determines whether or not the facility meets the physical safeguarding standards of this chapter and Annex O.

(b) After initial approval, periodic reinspections will be conducted based on threat, physical modifications, sensitivity of programs and past security performance. Unattended telecommunications facilities should be inspected at approximately 30-day intervals to confirm integrity of the facility; these inspections must be performed by competent U.S. personnel only.

(c) The facility shall also be reinspected, and approval confirmed, when there is evidence of penetration or tampering, after alterations that significantly change the physical characteristics of the facility, when the facility is relocated, or when it is reoccupied after being temporarily abandoned.

NOTE:
1. When needed, consult the Security Manager and/or the EKMS Manager for advice about inspections.


2. Approval to Operate Secure Telecommunications

e. Facilities and Key Distribution Centers:

(a) General COMSEC Inspection. In addition to the physical security inspection above, conduct a general COMSEC inspection prior to initial activation, where practicable, but in no case later than 90 days after activation. Thereafter, 
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facilities must be reinspected based on threat, physical modifications, sensitivity of programs, and past security performances. At a minimum, the inspection must address secure operating procedures and practice handling and storage of COMSEC material and routine and emergency destruction capabilities.

(b) Technical Security Evaluation (TSE). All reasonable countermeasures must be taken to ensure that there are no clandestine surveillance devices in COMSEC facilities. Evaluations for clandestine surveillance devices must be conducted as appropriate to the threat level determined by the cognizant security office. TSEs must be conducted when facilities are initially activated or reactivated after foreign occupation, or when there is known or suspected access by foreign maintenance or construction personnel, or when 

clandestine surveillance or recording devices are suspected in or near a COMSEC facility.

(2) Daily Security Check:

(a) In a continuously manned facility, make a security check at least once every 24 hours to ensure that all classified COMSEC information is properly safeguarded, and that physical security protection system/devices (e.g., door locks and vent covers) are functioning properly.

(b) In a non-continuously manned facility, conduct a security check prior to departure of the last person to ensure the facility entrance door is locked and, where installed, Intrusion Detection Systems (IDS) are activated.

(c) If a facility is in an area posing a high risk of capture by an adversary and the facility will be unmanned for periods greater than 24 hours (e.g., during weekends and holidays), the facility is to be protected by an approved IDS. A check must be conducted at least once every 24 hours to ensure that all doors to the facility are locked, and that there have been no attempts at forceful entry.

(3) Quadrant Inspections. A quadrant inspection is designed to detect attempts at technical exploitation of COMSEC equipment by tampering, bugging, key extraction, or reverse engineering. If any of these conditions are known or believed to have taken place, contact DCMS//20// for additional guidance.

NOTE: 
Document miscellaneous inspections (e.g., daily security checks, security check after reoccupying a building that was abandoned temporarily) locally in accordance with command directives.
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f. Access Restrictions and Controls:

(1) Escorted and Unescorted Access:

(a) Limit unescorted access to individuals whose duties require such access, and who meet the access requirements of Article 105 and 135.

(b) Enter the names of persons having regular duty assignments in the facility on a formal access list.

(c) The responsible authority may grant access to cleared and uncleared visitors, provided they require such access. Uncleared visitors must be continuously escorted by a properly cleared person whose name is on the access list.

NOTE: 
When uncleared repairmen are admitted to perform maintenance on commercially contracted information processing equipment connected to circuits protected by cryptographic equipment, the escort shall be a CRYPTO-repair person or other technically qualified person.

(d) Record all visits in the visitor register and retain the register for at least one year after the date of the last entry. The visitor register, at a minimum, will contain the following:

(1) Date/time of arrival and departure

(2) Printed name and signature of visitor

(3) Purpose of visit

(4) Signature of authorized individual admitting the visitor(s)

(5) No-Lone Zone (NLZ). Facilities that produce or generate key (e.g., key distribution centers) shall employ NLZ restrictions within all areas in which these activities take place.

(e) Facilities charged with providing or supporting essential, critical, intelligence, or command and control activities should also implement NLZ restrictions.

(f) In addition, departments and agencies may require NLZ restrictions in facilities engaged in the design, development, manufacture or maintenance of crypto equipment.

(6) Firearms. The CO or responsible civilian official shall determine the need for firearms to protect a facility as stated in department and agency directives.

f. Storage of COMSEC Material. Store COMSEC material in 
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accordance with Articles 120 and 135.

g. Protection of Unattended COMSEC Equipment:

(1) In a non-continuously manned facility, protect unattended COMSEC equipment in accordance with Article 120 and/or 135 during periods when the facility is not manned.

(2) A facility that meets the construction requirements of Annex O provides sufficient protection, under normal circumstances, for unattended, unkeyed COMSEC equipment 

installed in an operational configuration.

NOTE: 
Requirements for the protection of COMSEC equipment in facilities which normally operate unmanned for extended periods of time are delineated in Article 155.

h. Protection of Lock Combinations. The requirements for protection of lock combinations to security containers in Article 115 apply to all COMSEC facility doors.

i. Standard Operating Procedures (SOPs). Each facility shall have a written SOP. Ensure the SOP contains provisions for securely conducting facility operations and for safeguarding COMSEC material. Additionally, each facility shall have an Emergency Protection Plan in accordance with Annex M.

j. Non-essential Audio/Visual Equipment:

(1) Personally owned receiving, transmitting, recording, amplifying, information-processing, and photographic equipment (e.g., radios, tape records, stereos, televisions, cameras, magnetic tape and film) shall not be permitted in secure telecommunications facilities or key distribution centers.

(2) Government-owned or leased (or company-owned or leased), in the case of contractor-operated facilities, receiving, transmitting, recording, amplifying, video, and photographic equipment (e.g., radios, music systems, TV monitors/cameras, and amplifiers) which are not directly associated with secure telecommunications operations or information processing activities are prohibited in COMSEC facilities unless approved in writing by the Commanding Officer for conduct of official duties, and must meet the requirements of OPNAVINST C5510.93 (series).

NOTE: 
Medically approved health-related equipment (e.g., pacemakers and hearing aids) are exempt from this restriction, upon approval of the CO.
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155. SAFEGUARDING UNATTENDED FIXED SECURE TELECOMMUNICATIONS FACILITIES.

An unattended fixed secure telecommunications facility is an operational facility in which secure telecommunications functions are performed with no operator personnel present. Such a facility normally, but not exclusively, performs a communications relay or other similar switching function. The 

following particulars are applicable: 

a. Location. Locate these facilities in areas firmly under U.S. or Allied control, where sufficient U.S. or Allied military or police forces are located in the vicinity to provide reasonable protection against unauthorized occupation of the site.

b. Construction Requirements. Construct these facilities in accordance with Annex O. Primary entrance doors shall be limited to one. Windows less than 18 feet above the ground, measured from bottom of the window, or are easily accessible by means of objects directly beneath that window will be covered by IDS.

c. Installation Criteria. Comply with guidance in Article 150.c.

d. Facility Approvals, Inspections, and Tests. In addition to the guidance listed in Article 150, inspect unattended facilities at approximately 30-day intervals to confirm the integrity of the facility.

e. Access Restrictions and Controls. Article 150.e. applies. Additionally, all persons who visit the facility, including those on the official access list, shall record each visit in the visitor register.

(1) Protect each facility with approved IDS or protect it with guard(s). The IDS must provide for immediate guard response (i.e., arrival on-the-scene should be within five minutes).

(2) If the guard response to an alarm will be more than 15 minutes, select crypto equipment for use at the facility that employs a system for remote zeroization.

f. Storage and Protection of COMSEC Material:

(1) Only operational crypto equipment and currently effective key held in that equipment shall be permitted at an unattended facility.

(2) Do not store future key (ROB), non-operational or spare crypto equipment, or COMSEC publications (e.g., maintenance manuals or operating instructions).

(3) Install operational crypto equipment in NSA-approved containers, or use supplementary controls (e.g., locking bars to secure the equipment or an approved IDS).
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NOTE: 
DIRNSA-approved security containers for operational crypto equipment only are available. These containers are not approved by GSA, however, because they have holes drilled in them for cabling and ventilation.

g. Protection of Lock Combinations. Protect combinations in accordance with Article 115. Additionally, do not store records of lock combinations at an unattended facility.

h. Firearms. Article 150.e.(3) applies for guards or for other personnel who may visit the facility.

i. SOP. See Article 150.i.

j. Non-essential Audio/Visual Equipment. Comply with Article 150.j.

k. Additional Security Requirements. Personnel who visit an unattended facility to key the equipment or perform maintenance, must inspect the facility for signs of tampering or attempted penetration.

160. SAFEGUARDING CONTINGENCY FIXED SECURE TELECOMMUNICATIONS FACILITIES

a. General:

(1) These facilities contain secure telecommunications equipment in an operational configuration for rapid activation as a fully operational facility should the need arise.

(2) They may be fully equipped, or they may be partially equipped and made ready for secure communications at the time of activation.

(3) They are normally unattended, or are attended only on a part-time basis.

b. Location. Article 150.a. applies. 

c. Construction Requirements. See Annex O.

d. Installation Criteria. Article 150.c. applies.

e. Facility Approvals, Inspections, and Tests. Comply with Article 150. Additionally, inspect these facilities at approximately 30-day intervals to confirm the integrity of the facility and to remove any superseded or extraneous material.

f. Access Restrictions and Controls. Article 150 applies. Additionally, these facilities shall have either an approved IDS or shall be guarded.

g. Storage of COMSEC Material. Store COMSEC material in accordance with Article 120 and/or 135.

h. Protection of COMSEC Equipment. Where the facility is not contained in a vault constructed as specified in Annex N, install all crypto equipment in DIRNSA-approved security 
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containers for storage of operational crypto equipment, or use supplementary controls (e.g., locking bars to secure the equipment or an approved IDS).

i. Protection of Lock Combinations. Protect lock combinations in accordance with Article 115. Additionally, do not store records of lock combinations at unattended contingency facilities.

j. Firearms. See Article 150.e.(3).

k. SOP. See Article 150.i.

l. Non-essential Audio/Visual Equipment. See Article 150.j.

m. Additional Security Requirements. Personnel who visit a contingency facility during periods when it is unattended shall inspect the facility for signs of tampering or attempted penetration.

165. SAFEGUARDING FIXED SECURE SUBSCRIBER TELECOMMUNICATIONS FACILITIES

a. General:

(1) A fixed secure subscriber telecommunications facility is a structure, or area within a structure, in which user-operated secure voice, data, facsimile, or video circuits terminate.

NOTE: 
An office in which a STU-III/STE is installed is not a Secure Subscriber Telecommunications Facility.

(2) Although these facilities are often inherently difficult to control, sufficient controls must be provided to prevent unauthorized persons from using the terminal equipment and to protect the associated crypto equipment and keying material.

b. Location. See Article 150. Additionally, locate the facility within the building proper (i.e., not on balconies, porches, bays, or other architectural projections that are not of substantial construction). Also, locate the terminal equipment in an area away from heavy pedestrian traffic.

c. Construction Requirements. A fixed secure subscriber facility ideally should be located in an area conforming to the construction requirements of Annex O. Where this is not practicable (i.e., general office spaces and residences), rigidly apply the applicable requirements which follow. 

d. Access Restrictions and Controls. Limit unescorted access to the crypto equipment and associated COMSEC material to 
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individuals who require such access and who meet the access requirements of Article 105 and/or 135.

(1) Limit unescorted use of the terminal equipment for secure communications to appropriately cleared individuals.

(2) Uncleared individuals, or persons not appropriately cleared, may use the terminal equipment for secure communications provided they are escorted by an individual who has unescorted access, and the distant end is first notified of the clearance limitations.

(3) In general office environments and in private residences where individuals work, reside, or visit, take precautions to ensure that classified conversations are not overheard by unauthorized persons and that classified messages are not left unattended.

e. Storage of COMSEC Material. Store COMSEC material in accordance with Article 120 and/or 135. Facilities other than those in private residences may hold only the current edition of keying material and operating instructions for the crypto equipment, but no other supporting COMSEC material.

(1) Facilities in private residences may hold no more than a seven-day supply of keying material (except where the key is either packaged in a protective canister or issued to a DTD; then, the current edition may be held).

(2) Facilities in private residences may hold no other supporting COMSEC material.

f. Protection of Unattended COMSEC Equipment. Protect unattended crypto equipment to a degree which, in the judgment of the responsible official, is sufficient to preclude any reasonable chance of pilferage, theft, sabotage, tampering, or access by unauthorized personnel.

(1) When possible, install the crypto equipment in a DIRNSA-approved security container for storage of operational crypto equipment. Alternatively, protect the equipment by an approved IDS, or by a security force.

(2) Whenever the facility is vacated by all appropriately cleared personnel, unkey the equipment and securely store the keying material.

(3) For facilities in private residences and other unprotected areas or facilities (when the user is absent for a period of more than 72 hours), remove and securely store all classified components of the system.
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170. SAFEGUARDING TRANSPORTABLE AND MOBILE COMSEC FACILITIES

a. General. The safeguards contained in this article are primarily applicable to transportable and mobile secure telecommunications facilities, but they also apply to any other transportable or mobile facility that contains classified COMSEC material (e.g., a transportable crypto-maintenance facility or a transportable or mobile key distribution center (KDC)).

b. Location. These facilities may be located wherever operational requirements dictate.

c. Construction Requirements are not prescribed for these facilities because of the many possible operational requirements that such facilities must fulfill.

d. Installation Criteria. Article 150.c. applies.

e. Facility Approvals, Inspections, and Tests:

(1) in Article 150 is generally not required. The only inspection requirement is for a daily security check.

(2) After remaining in a fixed position for a period of three months or longer, transportable or mobile facilities should normally be considered as fixed facilities. Consequently, a facility approval, inspection, and test must be conducted in accordance with Article 150.

(3) Approval as stated If a transportable or mobile facility processes especially sensitive information or frequently operates where a known hostile intelligence threat exists, the requirements for TEMPEST inspections apply.

f. Access Restrictions. Article 105 and/or 135 applies, except on-duty uncleared crewmembers (e.g., in aircraft and tanks) do not require a continuous escort by an individual who has unescorted access.

NOTE: 
Transportable and mobile facilities employed principally to perform a telecommunications or key distribution function (e.g., a communications van or mobile KDC) shall maintain access lists and visitor registers.

g. Storage of COMSEC Material. Store COMSEC material in accordance with Article 120 and/or 135 and comply with the following additional requirements:

(1) Securely affix security containers to the facility with bolts, welds, or other appropriate means.

(2) Limit COMSEC material holdings to those operationally necessary to fulfill mission requirements (i.e., normally a 
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single edition). Do not hold full maintenance manuals.

h. Protection of Unattended Facilities:

(1) Secure and guard facilities whenever they are left unattended. Because of the many structural variations in these facilities (e.g., vans, aircraft, and open vehicles), standardized criteria for securing them cannot reasonably be prescribed.

(a) Where a facility is inside a solid enclosure (e.g., van or equipment shelter), secure all access points (e.g., windows) from inside, and secure the entrance door with a electro-mechanical lock meeting Federal Specification FF-L-270.

(b) Where this is not practicable (e.g., open vehicle or aircraft), use an approved locking bar or other locking device to prevent tampering or removal of the crypto equipment.

(2) Guard unattended transportable and mobile COMSEC facilities as follows:

(a) Use U.S. guards when the facility contains keying material or keyed crypto equipment.

(b) A roving guard(s) making rounds at least every four hours is sufficient protection for facilities located in U.S. or Allied territory.

(c) U.S. guards must be used (and they must be in the immediate area of the facility at all times) for facilities located in non-U.S. or non-Allied territory.

i. Protection of Lock Combinations. Article 115 applies.

j. Firearms. Article 150.e.(3) applies.

k. SOP. Article 150 applies to transportable, but not to mobile COMSEC Facilities.

175. SAFEGUARDING DOD BULK ENCRYPTION FACILITIES

a. General. Bulk encryption facilities operated by or for the DOD, and employ classified crypto equipment to protect multi-channel trunks passing national security-related information. A bulk encryption facility consists of multi-channel terminal(s) and associated crypto equipment.

b. Definitions:

(1) A Space is the area within a structure occupied by a 
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DOD bulk encryption facility. A Space may be integrated into an area containing other communications equipment, or it may be a room or enclosure dedicated to the multi-channel terminal(s) and associated crypto equipment only.

(2) A Site is the structure that contains the Space.

(3) Appropriately Cleared means possessing a CONFIDENTIAL or higher security clearance issued by the U.S. Government, or an equivalent clearance issued by a foreign government or an international organization to which the crypto equipment has been released.

c. Safeguarding Criteria. Because of the unique nature of bulk encryption facilities, they may be operated in many different environments and under varying degrees of security risk. Some requirements are the same as for normal fixed facilities others are not.

d. General Requirements:

(1) Installation Requirements. Whenever possible, installations should conform to the installation RED/BLACK criteria. The appropriate department or agency authority shall determine the requirement for application of this criteria on a case-by-case basis.

(2) Facility Approvals, Inspections, and Tests. The provisions of Article 150.d. are applicable. However, TSCM inspections and instrumented TEMPEST tests are not required.

(3) The protection of lock combinations; a determination for the need of firearms; maintaining an SOP; and, the use of nonessential audio/visual equipment are delineated in Article 150.j.
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CHAPTER 2 - CONTROL AND DOCUMENTATION REQUIREMENTS FOR COMSEC MATERIAL

201. GENERAL

a. The sensitivity of COMSEC material is such that a detailed set of procedures is required to ensure that this material is controlled and properly accounted for at all times.

b. This chapter provides procedures for maintaining the integrity and control of accountable COMSEC material from receipt to disposition (i.e., transfer or destruction).

c. Documentation and reporting requirements for the control of COMSEC material are extensive and require attention to detail. Accuracy in the preparation of accounting documents, especially Electrical Transaction Reports (ETRs) that are rigidly formatted for computer processing, is an extremely important aspect of account management.

d. If, at any time you, as an EKMS Manager or LE of COMSEC material, are unsure of how to handle a particular requirement or situation, you are strongly encouraged to contact your EKMS Manager, CMS A&A Training Team, or DCMS (as appropriate) for assistance. (NOTE: Annex S contains points of contact for DCMS).

e. The following outlines the procedures that are addressed in this chapter:

(1) Required COMSEC account files. 

(2) Handling, storage, retention, and classification of COMSEC account files, records, and logs.

(3) COMSEC material accounting reports (e.g., transfer, destruction, possession, receipt, relief from accountability, inventory, and conversion).

(4) Submitting Receipt and Transfer/Receipt ETRs to DCMS.

(5) Receipting for and conducting pagechecks of COMSEC material.

(6) Inventorying, issuing, and sealing COMSEC material.

(7) Management of COMSEC material in a watch and non-watch station environment.

(8) Reproducing and extracting COMSEC material.

(9) Entering amendments.

(10) Destruction procedures for COMSEC material.

203. REQUIRED COMSEC FILES

Each COMSEC account will establish and maintain the following COMSEC-related files:

a. Chronological File.

203

203

b. Correspondence/Message and Directives File.

c. General Message File.

d. Local Custody File.

NOTE: 
1. If any of the required files are too large for one file or folder, they may be divided into multiple files.

2. LE files will contain copies of reports, messages, and correspondence that the EKMS Manager has determined to be necessary for the effective management of a LE. File requirements specific to the LE are also listed in this chapter.

206. COMSEC CHRONOLOGICAL FILE

a. The Chronological File must be used to maintain the following:

(1) COMSEC material accounting reports (e.g., receipt, transfer, destruction, etc.).

(2) COMSEC Responsibility Acknowledgement Form.

b. Record copies: Record copies in the Chronological File must be original or exact duplicates of the originals and must include dates and signatures.

209. CORRESPONDENCE/MESSAGE, AND DIRECTIVES FILES

a. The Correspondence/Message File must be used to maintain the following:

(1) Appointment correspondence. 

b. The Directives File must contain a copy of each effective directive of the command and higher authority that relates to COMSEC matters (e.g., guidance for LEs, Letters of Agreement (LOA), and waivers of COMSEC policy and procedures).

212. LOCAL CUSTODY FILE. The Local Custody File must contain all effective, signed local custody documents reflecting the issue of COMSEC material.

a. Control of: EKMS Managers and LEs must maintain physical control over their local custody documents. This file contains 

the only documentation of COMSEC material issued locally and access must be controlled appropriately.

b. Completeness of: The Local Custody File must contain a signed 
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document (i.e., SF 153 or locally prepared equivalent form) for each item of COMSEC material charged to the account, which has been issued to authorize LEs.

215. HANDLING, STORAGE, RETENTION, AND CLASSIFICATION OF COMSEC FILES, RECORDS, AND LOGS

a. Handling and storage: COMSEC files, records, and logs must be handled and stored in accordance with their overall classification and, when possible, may be stored electronically. Documents requiring signatures must be in hard copy form. These items are not COMSEC material.

b. Retention periods: Annex T contains the minimum retention periods for COMSEC files, records, and logs.

c. Inactive records: When placed in an inactive status, COMSEC files, records, and logs must be clearly labeled with the appropriate classification and the authorized date of destruction. When practical, all material to be destroyed during the same general timeframe should be grouped together, (e.g., material authorized for destruction based on a retention period of two years from 1999, may be destroyed in January 2002). 

d. Classification guidance:

(1) The following will be classified a minimum of CONFIDENTIAL:

(a) Reports that list two-person-control (TPC) material.

NOTE: 
Reports containing a complete or nearly complete record of an account’s classified keying material holdings were formerly classified CONFIDENTIAL. Effective immediately and providing such reports/records do not list short titles that require a minimum classification of CONFIDENTIAL (e.g., TPC material, key associated with certain satellites, etc.), these reports/records are “UNCLASSIFIED/FOR OFFICIAL USE ONLY.”

(b) Reports which indicate the effective date of classified keying material.

(2) The following additional general guidance is provided:

(a) Although individual reports (e.g., transfer and destruction) are "For Official Use Only" (FOUO), a file holding a classified report must be classified accordingly.
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(b) Any report or file containing classified information will be classified according to the highest classification of the information contained therein. All COMSEC incident messages will be classified at a minimum of CONFIDENTIAL.

(c) Each report or file which contains classified COMSEC or COMSEC-related information will also bear, in addition to the classification, the following statement:

"Derived from: CMS 21A

Declassify on: X1"

(d) Classification is the responsibility of the EKMS Manager and must be determined by evaluating the content of each report or file. If in doubt, consult SECNAVINST 5510.36(series) or contact DCMS //20// for guidance.

218. USE OF FORMS AND MAGNETIC MEDIA

Locally prepared: Forms may be created at the discretion of a command that is not LCMS capable/equipped. All locally prepared forms must contain the same information, including signature data, as the sample forms shown in this manual.

a. Computer-generated: EKMS accounts are required to use LCMS to maintain all COMSEC material held by the account. If additional computer-generated forms are desired by the account, such as might be generated using spreadsheets or DBASE III software, a separate computer must be used.

(1) Commands that maintain computer-generated records should keep an up-to-date back up at all times.

(2) The requirements for signatures, where required, may not be waived. Computer-generated records must allow for signatures on printouts.

(3) Computer-generated forms that would normally have material lined out must either allow for a separate area for lined out items or have an extra column to indicate that the item has been lined out. Items that would normally be lined out must not be deleted until the retention times in Annex T have 

been met.

b. Magnetic media: Any magnetic media (e.g. floppy disk, hard disk, magnetic tape, etc.) can become corrupted by a variety of things such as spikes, static, power surges, magnets, etc. To protect against the potential loss of critical accounting data, commands that maintain their accounting files on floppy 
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diskettes will adhere to these minimum requirements:

(1) Non-mobile commands must use one floppy diskette to back up accounting files.

(2) Mobile commands (including ships) must use two floppy diskettes to back up accounting files.

233. TRANSFER REPORT

a. Defined: A transfer is the movement of COMSEC material, hardcopy or electronic, between two COMSEC accounts. There are two types of transfers:

(1) Account-to-Account (Intra-DON) Transfer: The transfer of COMSEC material between two DON COMSEC accounts. These are accounts with (6) six digit numbers (e.g., 269330)

(2) Transfer Between Services: The transfer of COMSEC material between a DON COMSEC account and the COMSEC account of another service (e.g., Army or Air Force), agency (e.g., NSA, DACAN, SECAN), department (e.g., State Department), nation, or commercial contractor.

NOTE: 
Transfers can only be done by the EKMS Manager/Alternate.  All CCI equipment to be transferred must be brought to the EKMS Manager/Alternate.

236. DESTRUCTION REPORT

a. General:

(1) Except in cases of extreme emergency (e.g., enemy attack, civil uprising, or natural disaster), COMSEC material must always be destroyed by appropriately cleared and authorized persons. See article 140.c. for specific guidance on “who” and how many people must accomplish COMSEC material destruction.

(2) The destruction report must be completed immediately after the material is destroyed.

(3) Document destruction of individual segments (i.e., tape segments, days, pages, etc.) of COMSEC material using the forms and guidance contained in Figure 7-1, 7-2, or 7-3, as appropriate. Destruction of entire editions will be documented on the SF 153 using the guidance contained in Annex V, as appropriate.

(4) Destruction of other hard copy COMSEC and electronic COMSEC material will be completed and documented IAW Article 140.
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(5) Local Destruction Documents:

(a) The destruction of COMSEC material will be documented and retained locally using a SF 153, the LCMS destruction report, or locally prepared equivalent form (e.g., CMS 25). 

(b) Local destruction records must be completed to document the destruction of all TOP SECRET and SECRET material and will be retained locally for two years. See single exception to this documentation policy in article 140.C.(3)(a).

(c) Local destruction records are mandatory for all AL Code 1 and AL Code 2 COMSEC material, regardless of classification.

(d) Local destruction records are optional for AL Code 4 and AL Code 7 COMSEC material classified CONFIDENTIAL and below, regardless of CRYPTO markings.

NOTE: 
When the original copies of required destruction reports originated by LEs (e.g., CMS 25 or equivalent), are forwarded to the EKMS Manager, copies will be retained or disposed of in accordance with local command directives.

251. RECEIVING AND OPENING COMSEC MATERIAL SHIPMENTS

a. Who May Open COMSEC Material Shipments:

(1) All COMSEC keying material shipments must be opened by two persons, one of whom must be the EKMS Manager (or Alternate). The other person may be any properly cleared and authorized witness. The presence of two persons is necessary in the event that TPI is required (i.e., the shipment contains Top Secret hard copy).

NOTE: 
Personnel other than EKMS Managers are authorized to 


assist Managers (or Alternates) in opening and processing material shipments, providing they are properly cleared and are under the direct supervision of an EKMS Manager (or Alternate).

257. CONDUCTING PAGECHECKS AND VERIFYING COMPLETENESS OF COMSEC MATERIAL

a. Purpose of Page checks: Page checks are conducted to ensure the completeness of COMSEC material (except for protectively packaged material) and COMSEC related material.
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(1) Page check unsealed COMSEC keying material upon initial receipt, upon transfer, during all account inventories, during daily watch-to-watch inventory, and prior to destruction.

(2) Unsealed daily changing call signs or code books Communication Electronic Operating Instructions (CEOI) (e.g., AKAI, AKAU, AMSH) are exempt from the requirement to page check each copy upon initial receipt. Recipients need only check one or two copies of each new edition upon receipt to ensure page and print continuity.

(3) Inspect protectively packaged keying material upon receipt in accordance with the applicable Protective Technologies Pamphlet.

b. Procedures: Each item of printed COMSEC material contains a list of effective pages (LOEP), either on a separate page or on the front cover of the material. This list indicates which pages should be in the publication and identifies the status of each page (i.e., an original page or a specific amendment number page). (NOTE: CMS 5 (series) contains listings of components that comprise a complete COMSEC end-item equipment).

(1) To conduct a page check of printed COMSEC material, compare each page in the publication being checked against its LOEP.

(2) Each page listed on the LOEP must be in the publication and each page must reflect the correct status. For example, pages identified on the LOEP as "ORIGINAL", must be ORIGINAL pages. Pages identified on the LOEP as being a specific amendment page (e.g., 1 or AMEND 1), must be that specific amendment page.

c. Verify Mandatory Modifications: Verify the installation of DON and NSA mandatory equipment modifications in accordance with 

Annex Y using CMS 5 (series) and/or the NSA Mandatory Modification Verification Guide (MMVG) as follows:

(1) Should an examination of the equipment indicate a requirement to install a mandatory modification, the EKMS Manager will ensure that the mandatory modification is installed by an appropriately qualified maintenance technician as specified in the instructions accompanying the modification.

(2) Before transferring equipment, the EKMS Manager will also ensure that the modification or MOD Record Plate on COMSEC equipment accurately reflects all installed modifications.

260. APPLYING STATUS INFORMATION TO COMSEC MATERIAL
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(1) Canister-packaged keying material: 

Status will be applied to canister-packaged keying material using a grease pencil, non-permanent ink or marker (i.e., ink markings that can be completely and easily removed for canister inspection), or a zip-lock bag as detailed below:

(a) Grease pencil or non-permanent ink or marker: Only grease pencils or non-permanent ink or marker may be used to apply status directly to the outside of a canister. The use of permanent ink markers/pens for this purpose is prohibited as these markers inhibit proper canister inspection.

(b) Ziplock bag: Apply an adhesive label to the outside of the ziplock bag with the short title of the keymat, edition and the effective and supersession dates annotated on the label. Enclose the associated keying material canister in the ziplock bag.

NOTE: 
When using the ziplock bag, the adhesive label can be color-coded to help distinguish between 1-month and 2-month key. For example, a white label could be used to identify 1-month key, a yellow label (using a yellow highlighter to "paint" a white label) to identify 2-month key.

NOTE: 
Applying tape or other labels directly to the surface of keying material canisters is strictly prohibited. This unauthorized practice can only serve to hide intrusion or penetration efforts and hamper inspection procedures.

(2) Other Protectively Packaged Keying Material:

(a) The status of other protectively packaged keying material sealed in its original packaging must be marked on the plastic wrapper. Do not affix tape or labels to the packaging material. 

(b) Upon opening the keying material for use, transfer the status information to the front cover of the material.

NOTE: 
Status information placed on canisters or other protective packaging must be removed prior to transfer of material to another account.

263. ACCOUNTABLE ITEMS SUMMARY (A/I)
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a. The Accountable Items Summary (A/I) must be maintained by all EKMS accounts and is used to record all AL Code 1, 2, 6, and 7 COMSEC material held by an account. LEs (Using) may use a watch-to-watch inventory to meet this requirement.

b. Annex G contains information on the data elements required for the A/I summary. 

c. A/Is may be manually prepared or computer-generated.

266. EKMS INVENTORIES

a. Inventory Requirements:

(1) Semiannually: COMSEC keying material assigned AL Code 1, 2, 4, 6, and 7 must be inventoried semiannually (twice each calendar year (CY)).

(a) The results of one of the two semi-annual inventories of keying material must be reported to DCMS, once a year, in accordance with Article 266.b.(1).

(b) The results of the two semi-annual inventories of AL Code 4 keying material will be retained at the command in accordance with Annex T.

(2) Annually: AL Code 1, 2, and 4 COMSEC equipment and publications/manuals must be inventoried annually.

(a) The results of the AL Code 1 and 2 equipment and publications/manuals must be reported to DCMS//30//, once a year, in accordance with article 266.b.(1).

(b) Inventory results of AL Code 4 equipment and publications/manuals must be retained at the command in accordance with Annex T.

(3) Inventory of Material Issued on Local Custody:

(a) A Manager may direct LEs to inventory the COMSEC materials for which they have local custody responsibility.

(b) When so directed, the LEs will visually verify the short title, edition, and accounting number of the COMSEC materials they have signed for on local custody. The account Manager is encouraged, however, to conduct the sight inventory of material held on local custody when possible, particularly on the occasion of a SPECIAL inventory.

(c) Results of a LEs inventory must be reported in writing to the Manager. The inventory may be recorded and reported on a SF 153 or another form previously approved by the Manager.
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(d) Local inventories will be retained at the command in accordance with Annex T, and not be forwarded to DCMS.

(4) Material Temporarily held by a CRYPTO Repair Facility (CRF) or Maintenance Pool:

(a) Material temporarily (i.e., less than a year) in the custody of a CRF or a maintenance pool may be inventoried by sighting the local custody document for the material.

(b) If the material has been in the custody of the CRF or maintenance pool for more than 1 year, the CRF or maintenance pool must verify, in writing to the Manager, that the equipment is in their custody, or the Manager must personally sight the equipment.

b. Conducting an Inventory:

(1) Who May Inventory COMSEC Material:

(a) LE Inventories must be conducted by the person having local custody responsible for the material and a qualified witness.

(2) How to Inventory COMSEC Material:

(a) All individuals conducting an inventory must sight the short title, edition suffix, and (if applicable) accounting (serial/register) number of each item of AL Code 1, 

2, or 4 COMSEC material held by the command. 

(b) Unsealed COMSEC materials and the classified components of issued repair or Q-kits must be page checked during an inventory.

(c) Annex Y details page check requirements. 

269. ISSUING COMSEC MATERIAL

a. Responsibility:

(1) Managers are responsible for the proper movement, internally or externally of all COMSEC material held by their account.

(2) Movement of all COMSEC material within and without an EKMS account must be coordinated with the EKMS Manager. 

(3) COMSEC material will be issued for use only after determining that the intended recipient is properly cleared and authorized to hold/use COMSEC material.
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NOTE: 
COMSEC material designated as SCI/SI can be issued to SCI/SI cleared personnel only.

(4) All personnel receiving COMSEC material must be provided written instructions for properly safeguarding, handling, and accounting for COMSEC material.

(5) The issue of COMSEC material must be documented in order to maintain an audit trail for accountability purposes in the event the status of the material changes (e.g., supersession, compromise).

b. Local Custody Defined:

(1) Local custody is the acceptance of responsibility for the proper handling, safeguarding, accounting, and disposition of COMSEC material issued by EKMS Manager and LE personnel.

(2) Every person to whom COMSEC material is issued must complete a COMSEC Responsibility Acknowledgement Form in accordance with Annex K.

c. Local Custody Issue Forms:

(1) A SF 153, CMS 17 card, or a locally prepared equivalent form may be used to properly document the local custody issue of COMSEC material. The minimum information required on locally prepared forms is as follows:

(a) Issued by.

(b) Issued to.

(c) Short title, quantity, accounting (serial/register) number and AL Code(s) of material issued.

(d) Date.

(e) Signature(s).

(2) The issuing Manager must retain the original copy of the signed and dated local custody document and provide a copy to the individual receipting for the material. A signed local custody form indicates assumption of responsibility for the material listed thereon.

d. Local Custody File: All issuing elements (i.e., EKMS Managers or LEs) must maintain a local custody file containing effective, signed local custody documents.

e. Time Periods for Issuing COMSEC Material: 

(1) Equipment, publications, and other material not marked 
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or designated CRYPTO may be issued at any time prior to the effective date of the material.

(2) COMSEC keying material in hard copy form marked or designated CRYPTO, may not be issued any earlier than 30 days prior to the effective period (month) of the material. 

(3) During normal/peacetime operations, issue of key to a DTD may not exceed 30 days before its effective period. See Chapter 5 for maximum amount of keying material that can be issued to a DTD under real world crisis/contingency scenario/combat conditions.

NOTE: 
Authorization to exceed the “30-day issue timeframe” during normal/peacetime operations must be obtained from DCMS//20//.

(4) LEs may be issued one edition of WHENDI (when directed) material.

f. Issue of COMSEC Keying Material In Hard Copy Form to Mobile Users:

(1) Mobile users (i.e., Marine Tactical units, Naval Special Warfare (SPECWAR) units, Naval Construction Battalion units, Mobile Inshore Undersea Warfare units, and Explosive Ordnance Disposal (EOD) units, and all aircraft) are authorized issue of a sufficient quantity of keying material to support mission requirements. (NOTE: Mobile users in this instance do not include U.S. ships). Issue keying material as follows:

(2) Paper Copy Form Under Normal (Peacetime) Conditions:

(a) When possible, issue paper copy key as whole editions in order to preserve the integrity of the protective packaging.

(b) If it is necessary to issue extracts or segments of paper copy key, no more than three segments (effective plus two) of any short title will be issued. The segments will not be removed from the protective packaging until immediately before issue.

(c) If more than three segments of a short title are required to complete a mission, the entire edition will be issued.

(d) During issue, issuing elements and recipients (e.g., LEs) will verify and acknowledge receipt of the segments and then jointly reseal the non-effective segment(s) as outlined in Article 272.

(3) Paper Copy Form Issue Under Combat Conditions:
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(a) In combat operations, key must be issued in electronic form whenever possible, either in the equipment or in a FD.

(b) During combat operations, the issue of an entire canister or edition of key to front-line positions must be avoided (when key is not issued in electronic form).

NOTE: 
See Chapter 5 for the maximum amount of keying material that will be issued in a DTD under real world crisis/contingency scenarios/combat conditions.

(c) In combat operations, up to seven segments of keying material (effective plus six) may be issued to individuals who must be separated from their command or the EKMS issuing point for more than one crypto period (when key is not issued in electronic form).

g. Issue of Keying Material in Electronic Form to LEs:

(1) If keying material is issued via a FD, loading of the FD and issue to the LE will occur just before the planned mission. If the DTD is used, loading of encrypted key may occur 24 hours prior to the planned mission.

(2) Issue/receipt of the loaded FD will be in accordance with the TPI requirements for FDs outlined in Chapter 5.

NOTE: 
1. Issuing elements are authorized to prematurely extract paper key from its protective packaging for the purpose of downloading the key, in electronic form, to a FD.

2. When electronic key converted from key tape is loaded to a FD, the key tape segments can be destroyed unless there is an operational requirement to retain them until superseded. If retained until superseded, they must be stored and accounted for in accordance with article 275e(2).

(3) Electronic key in a FD, which is superseded during a mission, will be zeroized within 12 hours of supersession. Exceptions to the 12-hour destruction standard are in article 140.e.

(4) Upon mission completion, remaining effective key stored in a FD will be zeroized by User personnel before returning the FD to the issuing element (EKMS Manager or LE). The issuing element must ensure that FDs are zeroized immediately upon their return.
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h. Issue and Receipt of Electronic Key in a FD:

(1) When electronic key is issued in a common FD, or from one DTD to another DTD, recipients must acknowledge receipt of the key by signing local custody documents.

(2) Minimum accounting information for the key must include the short title or designator, date of generation and/or loading, number of copies made, date of transfer, identity of issuers and recipient, classification, Controlling Authority of the Key, EKMS ID number, and effective period of the key, serial number of the associated CIKS, and the serial number of the FD.

(3) Each location holding electronic key in a FD must properly safeguard and continuously account for the loaded FD by serial number, until the key is zeroized, overwritten, or otherwise destroyed.

i. Local Custody Issue Limitations:

(1) Issues to a CRF or Other Repair Facility:

(a) COMSEC equipment and related devices issued to a Crypto Repair Facility (CRF), a tender, or a maintenance pool element for repair and return must be issued using local custody procedures.

NOTE: 
When using local custody procedures, the material 202 remains on charge to the "transferring" COMSEC account and must be inventoried during account inventories.

(b) When COMSEC equipment will be repaired by a CRF and local custody procedures will be used, prior to pick-ups/ drop-offs, EKMS Managers must submit a message directly to the CRF. The message must identify command personnel authorized to courier COMSEC equipment to and from the CRF.

(c) Due to the paperwork involved, account-to-account transfer procedures should only be used when it is known that the equipment will be at the repair facility for an extended period of time, or, the equipment has to be shipped to the repair facility because it is located a considerable distance from the account command.

(2) Manuals Required to Study for Advancement: COMSEC accounts are authorized to issue accountable COMSEC or COMSEC-related manuals on local custody to personnel of subordinate or nearby active-duty units in preparation for advancement examinations or for use in taking EKMS/COMSEC correspondence courses. Ensure that personnel are properly cleared and have 
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facilities, if required, for storing classified COMSEC or COMSEC-related manuals.

272. SEALING COMSEC MATERIAL

a. Unsealed COMSEC material, at the EKMS Manager or LE level, after its initial page check, will be sealed or resealed in accordance with the guidance contained in this article.

b. The account Manager will specify in local command instructions who (i.e., Manager or LE) has responsibility for sealing or resealing COMSEC material.

c. Unsealed COMSEC material is sealed or resealed under the following conditions:

(1) To avoid daily page checks and destruction of superseded segments (e.g., if part of an issued effective edition of, extractable keying material (except keying material packaged in canisters) that will not be used for a significant period of time (e.g., two or more days)).

(2) When all segments in a canister are intentionally removed due to a packaging or production defect. 

(3) When the last segment of keying material packaged in a canister (i.e., last segment of single copy key tape (segment 31 

or 62) and the final copy of multiple copy segments (3/03)) is extracted for use and its effective period exceeds 24 hours.

(4) When a segment(s) of keying material is unintentionally removed from its protective packaging before its effective period.

d. The unintentional removal of key from its protective packaging before its effective period must be recorded on the 204 destruction record of the material.

(1) Removal of key is defined as key pulled loose from a keycard book or, in the case of canister-packaged key, segments pulled out of the canister and not detached or segments detached from the canister.

(2) The documentation of unintentional removal must include:

(a) A statement that the material was unintentionally removed.

(b) Date of removal.

(c) Identity of segment(s) actually removed.

(d) Signature(s) of the individual(s) who removed the key.

(3) Key discovered removed from its protective packaging 
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(as described above) before its effective period with no documentation certifying that the removal was unintentional, must be reported as a COMSEC incident in accordance with Chapter 9.

e. Intact or an entire edition of multiple copies of the same short title and same edition may be sealed in the same envelope; however, each serial/register number must be listed on the outside of the envelope when using the alternative sealing procedure in para h. (2) of this article.

f. Sealing loose or segmented keying material of the same days key from multiple copies or short titles in the same container or envelope is prohibited.

g. Only future segments of key may be sealed. All segments superseded prior to the date the material will be sealed, must be destroyed and recorded on the destruction document of the material.

NOTE: 
Do not place a partially completed destruction record for segmented material inside a sealed envelope. Annotate its location on the outside of the envelope 


and store it with the material in a zip-lock bag or other container.

h. Sealing procedures:

(1) Unsealed segmented material may be considered resealed when placed in a container (e.g., zip-lock bag or a binder with plastic document protector pages), which will reasonably prevent the segments from being lost or misused. 

(2) If the following alternative method is used, adhere to the following guidance: Use an opaque (i.e., non-transparent) envelope, record the following information on the outside of the envelope:

(a) Short title.

(b) Edition.

(c) Accounting (serial/register number(s)).

(d) AL Code.

(e) Classification.

(f) Status.

(g) If material to be sealed is segmented, identify the specific segments (e.g., days 7-31, segments 10-62).

NOTE: 
Page check segmented material prior to placing it an envelope.
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i. When material sealed in its original production wrapper or resealed in accordance with this Article is opened, the material must be page checked and all superseded segments must be removed and destroyed immediately, and the destruction recorded on the destruction record of the material. 

j. Keying material packaged in canisters is considered to be protectively packaged and sealed in its original canister. 

275. COMSEC MATERIAL MANAGEMENT IN A WATCH STATION ENVIRONMENT

a. Watch Station Defined: An area which is occupied and operates on a 24-hour, 7-day a week basis; an 8-hour, 5-day a week basis; or any similar basis (e.g., Combat Information Center (CIC), ships bridge) is defined as a watch station.

b. Custody: All COMSEC material held or used at a watch station must be signed for on a local custody document. 

c. Responsibility: While on duty, each watch supervisor is responsible for all COMSEC material listed on the watch-to-watch inventory, regardless of which watch supervisor signed the local 

custody document for the material.

d. Inventory Requirements:

(1) A watch station must maintain a watch-to-watch inventory, which lists all COMSEC material, held (including accountability of resealed segments/material).

(2) The material will be listed by short title, edition, accounting number, and quantity.

(3) All paper keying material will be inventoried by sighting its short title, edition and accounting number. Equipment may be inventoried by quantity only.

NOTE: 
If an equipment-requiring key is operating properly, the keycard/segment may be verified as present in the equipment on that basis.

(4) The inventory must be designed to provide a means of recording dates and initials or signatures to certify that the inventory was conducted.

(5) An inventory of all COMSEC material held by a watch station must be conducted whenever watch personnel change.

(6) The inventory will be conducted by appropriately cleared and authorized personnel as designated by the oncoming watch supervisor. In the case of COMSEC material requiring TPI, the inventory must be signed by the two individuals who completed the inventory.

e. Page check Requirements: All unsealed keying material (except 
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keying material packaged in canisters), publications, and equipment held by the watch station must be page checked/verified in accordance with Article 257 and Annex Y. Unsealed keying material includes:

(1) Key tape segment(s) that may have been unintentionally

removed from its canister before its effective period

and not yet resealed in accordance with Article 272.

NOTE: Ensure that resealed COMSEC material is accounted

for during watch-to-watch inventories.

(2) Key tape segment(s) that cannot be destroyed:

(a) Immediately after use because there is an operational requirement

(b) To retain the key until it is superseded. The still-effective

(c) Segment must remain under TPI if TOP SECRET, be 

resealed,

(d) Properly stored, and accounted for until it is superseded and destroyed.

(3) Superseded extract(s) or segment(s) of keying material, which is awaiting destruction, including extracts, or segments, which have been placed in a SACC securely, welded to the interior of a GSA-approved security container.

(4) The last copy of a multiple-copy key segment which 207 was removed from its canister and is being held until superseded. If the material will not be destroyed within 24 hours, the material must be resealed in accordance with Article 272 and added to the watch-to-watch inventory.

(5) Key in loose-leaf manuals or booklet form (e.g., AKAC 874).

f. Discrepancies: Any inventory discrepancies must be reported immediately to the EKMS Manager or Alternate Manager. If the discrepancy is determined to be a COMSEC incident, it must be reported in accordance with Chapter 9.

g. Status Information: The effective and supersession date for all COMSEC material (less equipment, related components and devices) held by the watch station must be clearly marked on the material in accordance with Article 260.

h. Destruction:

(1) Destruction of superseded material must be accurately documented and conducted within the required timeframe.

(2) Article 290 contains destruction procedures. Chapter 5 delineates personnel, methods, and time periods for destroying 
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COMSEC material.

278. COMSEC MATERIAL MANAGEMENT IN OTHER THAN A WATCH STATION ENVIRONMENT

a. General: Areas where COMSEC material is required to perform a communications function and the area is not a watch station (e.g., mobile users, CRF, and Intermediate Maintenance Facility work-bench areas) will manage COMSEC material in accordance with this article.

NOTE: 
Mobile users are defined as Marine Tactical units, Naval Special Warfare (SPECWAR) units, Naval Construction Battalion units, Mobile Inshore Undersea Warfare units (MIUWUs), Electronic Ordnance Disposal 


(EOD) units, Mobile Self-Contained Command Post (MSQ) units, Mobile Ashore Support Terminal (MAST) units, Mobile Integrated Command Facility Pacific (MICFAC) units, and all aircraft.

b. Custody: All COMSEC material must be issued using a local custody document.

c. Inventory Requirements: A watch-to-watch inventory listing of COMSEC material is not required. The local custody issue document will serve as the record of inventory. Document completion of inventories on the front or reverse side of the local custody document. An inventory will be conducted in accordance with the following guidance:

(1) Mobile Users (less aircraft):

(a) Conduct an inventory of COMSEC material prior to departure and upon return to garrison (or the location where the Custodian issued the material).

(b) An inventory is not required while conducting exercises or actual operations remote from your garrison (or the location where COMSEC material is issued).

(2) CRF and Intermediate Maintenance Facility Work-bench Areas: COMSEC material held in these areas will be inventoried in accordance with Article 266 (i.e., inventory COMSEC equipment and publications annually and keying material semiannually). 

(3) LEs (when access to COMSEC material is not required on a daily basis; e.g., material accessed once a week for key/rekey purposes):
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(a) Material need not be inventoried daily provided:

(1) TPI access and handling rules are strictly enforced.

(2) EKMS Manager is confident that proper control can be maintained for material without a daily inventory and accompanying written record.

(b) LEs (Using) need not open security containers for the sole purpose of conducting an inventory. However, if the security container is opened for any reason and LEs (Using) have access to the material, an inventory will be conducted at that time along with the destruction of superseded material. Les (Issuing) will comply with the destruction guidance of Article 140.

d. Page check Requirements: Page check COMSEC material in accordance with Article 257 and/or any local instructions provided by the issuing Manager. 

e. Destruction: Conduct destruction in accordance with this manual or, in the case of mobile users, the instructions provided by the issuing Manager.

284. PREPARING EXTRACTS FROM COMSEC PUBLICATIONS AND KEYING MATERIAL

a. Definition:

(1) An extract is defined as a portion or segment of a COMSEC publication or keying material.

(2) An extracted portion or segment is physically separate from the material from which it is prepared, either as a result of physical removal, manual reproduction (i.e., writing, typing, or Xeroxing).

(3) References to, or statements revealing the gist or main point of a paragraph, an article, or a section of a publication are not extracts, nor are brief quotations used in correspondence or messages.

(4) Extracts may be issued on a local custody document to another COMSEC account only when they are authorized to hold the material or when required for use within the command extracting the material.

b. Authority to Prepare Extracts:

(1) Emergency situation: To satisfy an emergent operational requirement, the CO may authorize the preparation of extracts from any COMSEC material authorized to be held by the 
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account.

NOTE: 
This authorization is applicable to both unclassified and classified material and takes precedence over any restrictions or prohibitions against extracting material, which may be contained in the Handling Instructions (HI) or Letter of Promulgation (LOP), of the material involved.

(2) Classified Extracts in a Non-emergency situation: During non-emergency situations, the following sources constitute authorization for preparing classified extracts:

(a) LOP, HI, forward page, or text of the publication.

(b) Separately promulgated directive affecting a series of publications.

(c) Controlling authority of the material when the above sources do not address extraction.

(3) Unclassified Extracts in a Non-emergency situation: During a non-emergency situation, this article, in the absence of specific directives to the contrary, constitutes authorization to prepare extracts of unclassified material regardless of the overall classification of the publication.

(4) Special Authorization for Training and School Commands:

(a) Service schools and training commands are authorized to make extracts of classified information from any COMSEC material authorized to be held by the command for training purposes only.

(b) Extracts may not be removed from the school or training command, and shall be accounted for and destroyed locally.

c. Controlling Classified Extracts: The CO of the command with local custody responsibility for the extracts is responsible for controlling classified COMSEC extracts.

d. Classification of Extracts: Extracts from classified COMSEC material will be classified and assigned any applicable special markings (e.g., CRYPTO, NOFORN) in accordance with the following procedures:

(1) If individual paragraphs or other subdivisions of a classified publication are not assigned a classification and special markings, and if no classification guidance is included 
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in the publication itself, the extract shall be assigned the same classification and special marking as that of the overall publication.

(2) If individual paragraphs or other subdivisions of a classified publication are assigned a classification and special markings, the extracts shall be assigned the classification and special markings as the paragraph or section from which the extracts are made.

e. Disassembling COMSEC Publications:

(1) To permit wider dissemination only within a command, the CO may authorize the EKMS Manager or LE, to make a temporary subdivision of an unclassified COMSEC publication.

(2) Classified COMSEC publications may not be disassembled for dissemination within or outside the command.

f. Local Custody Requirements:

(1) Extracts of COMSEC keying material marked CRYPTO will be documented on local custody forms in accordance with Article 269.

(2) Extracts of other COMSEC material (including keying material not marked CRYPTO) do not have to be documented on local custody forms. This material must be handled and accounted for based on its assigned classification in accordance with SECNAVINST 5510.36.

g. Return of Defective Extracts to NSA:

(1) If specifically authorized by NSA, defective extracts will be forwarded to NSA on a SF 153 as a local custody issue.

(2) Do not assign a TN to the SF 153 and do not send a copy of the SF 153 to DCMS.

(3) Retain your copy of the SF 153 for accountability documentation.

h. Destroying and Documenting Destruction of Extracts:

(1) Extracts of COMSEC keying material marked CRYPTO shall be destroyed in accordance with Chapter 5.

(2) Extracts from other COMSEC material shall be destroyed based on their assigned classification in accordance with SECNAVINST 5510.36.

(3) Destruction of COMSEC material extracts will be recorded on local destruction documents in accordance with Article 236.
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(4) Use a local custody document to account for defective extract(s) of COMSEC material returned to NSA.

(5) Attach a copy of the local custody document to the local destruction record to account for an extract(s) returned to NSA when completing the destruction document for the entire edition.

287. ENTERING AMENDMENTS AND CORRECTIONS TO COMSEC PUBLICATIONS

a. General:

(1) Amendments and corrections are permanent changes to COMSEC and COMSEC-related publications (hereinafter referred to as publications), which incorporate up-to-date information. Amendments and corrections to publications contained on CD-ROM will be issued in paper-based form and must be stored/retained with the CD.

(2) Actions based on outdated or incorrect information have the potential to adversely impact operational missions and administrative procedures. Therefore, amendments and corrections to publications must be entered only by properly trained and authorized personnel.

(3) The EKMS Manager must ensure that written guidance, based on the procedures detailed in this article, is provided to all personnel entering amendments and corrections to publications.

(4) Changing a publication on the basis of an apparent discrepancy is not authorized. Changes to publications may be entered only as authorized by the publication's originator.

(5) Figure 7-4 is a check-off list, which may be reproduced for use in entering changes to COMSEC material, and COMSEC-related publications and Figure 7-5 is an example Certification of Amendment Entry form.

b. Types of Amendments:

(1) Printed Amendments:

(a) Printed amendments may consist of replacement pages, cutout inserts, pen-and-ink changes, or any combination thereof.

(b) Printed amendments are, normally, distributed via the CMIO or directly from DCMS.

(2) Message Amendments:

287
287
(a) Message amendments normally consist only of pen-and-ink changes.

(1) Corrections to Amendments:

(a) Corrections to amendments are permanent alterations to printed or message amendments.

(b) Corrections may be printed or they may be issued 

as a message. Normally, the next printed amendment or message amendment will incorporate the information issued in a correction.

c. Numbering of Amendments and Corrections:

(1) All amendments to a basic publication are numbered consecutively while corrections to amendments are not numbered.

(2) Amendments and corrections to amendments must be recorded on the Record of Amendments (ROA) page of the publication. For example, the record of amendments and corrections to amendments entered in a specific publication could appear as follows: (printed) Amendment 1, (printed) Amendment 2, (message) Amendment 3, (Printed) Correction to Amendment 3. 

(3) Amendments must be entered sequentially. For example, Amendment 4 may not be entered before Amendment 3 has been entered. In the event more than one correction to the same amendment is received, the corrections should be entered according to the date of promulgation. 

d. EKMS Manager Actions:

(1) Upon receipt, promptly review amendments and corrections and promulgate any significant information to appropriate command personnel.

(2) Next, the amendments and corrections will be entered as directed by originator.

(3) EKMS Managers who transfer AL 4 publications to another COMSEC account must forward all amendments or corrections to the command(s) holding the basic publication for a period not to exceed 90 days. Thereafter, the recipient must coordinate with the CONAUTH to ensure receipt of future amendments.

e. Supply of Amendments:

(1) DCMS and the servicing VDLS component are responsible for supplying the command with printed amendments and 
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corrections. However, the EKMS Manager is responsible for ensuring that a publication contains the most current amendment. Status documents (e.g., CMSR) are the most up-to-date sources for determining the latest amendment to a COMSEC publication.

(2) Request disposition instructions from the originator for excess or unneeded copies of classified, accountable printed 

amendments and corrections. Ensure that the authorization for destruction and/or transfer is annotated on the SF 153 Transfer Report.

(3) Excess or unneeded copies of unclassified, non-accountable amendments and corrections may be destroyed at the discretion of the Manager.

f. Local Custody: Local custody issue of AL 1 or and AL 2 printed amendments and corrections must be documented on an appropriate local custody document.
g. Entering Amendments:

(1) Instructions:

(a) Each amendment provides instructions on the status or effective date of the amendment and step-by-step procedures for entering the amendment (e.g., specifically identifying which pages are to be removed from the basic publication and which pages from the amendment are to be added, and/or pen-and-ink corrections).

NOTE: Amendment instructions must be read and clearly understood prior to entering an amendment.

(b) Pen-and-Ink Changes:

1. Only black or blue/black ink will be used to make pen-and-ink corrections. No other color of ink may be used.

2. Pen-and-ink corrections must be identified, in the margin, opposite their entry (e.g., Amend 5, Correction to Amend 5).

(c) Printed Changes:

1. Effective amendments must be promptly entered and verified as soon as possible after receipt.

2. An amendment effective in the future should be entered as close to its effective date as possible. If an amendment is entered substantially before its effective date, annotate "Effective (date)" in the margin of each replacement page and opposite each pen-and-ink change.
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(b) Recording the Entry:

1. The individual entering the amendment must sign and date the ROA Page of the publication certifying that he/she entered the change.

2. The identity of the change (e.g., Amendment 1 or Correction to Amend 1) and, if applicable, the ALCOM number and/or DTG of the message, must be recorded on the ROA Page in order to properly identify the change.

(3) Entering Amendments in Sealed Publications: If a sealed publication is opened to enter an amendment or a correction, the publication should be resealed after verification of the change and page checking the publication (if required).

(4) Page check of Publication and Amendment Residue: Conduct a page check of publications and amendment residue in accordance with Article 257 and Annex Y. Ensure that the publication's Record of Page checks (ROP) Page is annotated.

(5) Verifying Proper Entry of an Amendment:

(a) A second individual must always verify the entry of amendments. Any properly cleared and authorized person (other than the individual who entered the amendment) may verify an amendment entry.

(b) The person verifying an amendment entry must certify, by placing their initials in the margin alongside the amendment entry on the ROA Page, that it was entered correctly and that the signature, date, and amendment identification have been entered on the ROA Page of the basic publication.

NOTE: 
Initialing the ROA Page entry is sufficient for verifying an amendment entry. A separate entry is not appropriate since the verifying individual did not actually enter the amendment.

(c) As a part of the verification process, the person verifying entry of an amendment must conduct a second page check of the basic publication and amendment residue if the amendment removed, substituted, or added pages. This second page check of the basic publication must be recorded (i.e., signature and date) as a separate entry on the ROP Page.

NOTE: 
The list of amendment residue, normally found at the end of the amendment instructions, must be used in page checking the amendment residue. The verifying individual must indicate this second page check of the 
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residue by initialing and dating the front page of the amendment residue.

h. Destruction of Amendment Residue: Destruction of amendment residue may be verified in one of two ways at the option of the EKMS Manager.

(6) The LE who signed the local custody document for the amendment can furnish the EKMS Manager with a local destruction record and certification of proper entry and verification (see last page of this chapter); OR

(7) The EKMS Manager can personally verify the entry by the LE, destroy the residue, and return the basic publication to the LE.

NOTE: 
Classified and unclassified amendment residue must be destroyed as soon as possible but no later than five working days after an amendment entry.


i. Recording Destruction of Amendment Residue:

(1) Document destruction locally and maintain required records in accordance with Article 236.

(2) The destruction of unaccountable, classified amendment residue will be conducted in accordance with SECNAVINST

5510.36. Do not report destruction to DCMS.

290. PROCEDURES FOR DESTROYING COMSEC MATERIAL IN PAPER FORM

a. General:

(1) EKMS Managers must ensure that all personnel who destroy COMSEC material follow the destruction criteria, reporting and documentation requirements, methods, and procedures in this manual.

(2) Attention to detail when destroying COMSEC material cannot be overstressed. Failure to follow proper procedures is one of the principle causes of COMSEC incidents and practices dangerous to security.

(3) Keying material marked or designated CRYPTO is the most sensitive item of COMSEC material. Therefore, the immediate, complete, and proper destruction of superseded keying material is of the highest importance.

(4) Prior to destroying any COMSEC material, verify, validate, and sight each item of material to be destroyed.

(5) The two individuals destroying COMSEC material are equally responsible for the timely and proper destruction of the 
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material and the accuracy of the destruction document(s).

(6) Destruction criteria (i.e., timeframes and authorized methods) are contained in Chapter 5. Reporting and documentation requirements are detailed in Article 236. The information below details the steps to be followed by all personnel when destroying COMSEC material.

b. Verifying Status Information:

(1) The individuals conducting destruction of COMSEC material must ensure that the material to be destroyed is in fact superseded and/or authorized for destruction prior to actually destroying the material.

(2) EKMS Managers are responsible for ensuring that the correct (i.e., most up-to-date) status information for COMSEC material is provided to all personnel destroying COMSEC material.

c. Verifying Short Title and Accounting Data:

(1) To verify accurately the material being destroyed against the destruction document, the individual responsible for destruction must read the short title(s) and accounting data of the material being destroyed to the witness.

(2) The witness must verify the accuracy and completeness of the entries on the destruction document.

(3) The witness must then read the short title(s) and accounting data of the material being destroyed to the individual responsible for destruction who then verifies the accuracy and completeness of the entries on the destruction document.

d. Timeliness of Destruction:

(1) The two individuals destroying COMSEC material must ensure the complete physical destruction of the material being destroyed within the timeframes specified in Chapter 5.

e. Security Safeguards: The two individuals responsible for destroying COMSEC material must strictly observe the following security safeguards when the use of burn bags or other containers is required due to a large quantity of material being destroyed.

f. Sealing and Marking Destruction Containers:
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(1) After verifying the material to be destroyed against the destruction record, place the material in burn bags or other destruction containers, seal them securely, and mark the containers to identify them as containing COMSEC material. In addition, the containers must be numbered to reflect the total number of containers (e.g., 1 of 3, 2 of 3, 3 of 3).

(1) Separation and Control of Destruction Containers:

(a) Keep all destruction containers, which contain unshredded COMSEC material separate from all destruction containers containing non-COMSEC material. Until they are physically destroyed by an authorized method, destruction containers containing unshredded COMSEC material must be afforded the security and storage protection required for the COMSEC material.

(b) Destruction containers containing strip-shredded COMSEC material must be protected based on the highest classification of the shredded material contained therein.

(c) Destruction containers containing crosscut shredded paper COMSEC material may be treated as unclassified material.

(d) Destruction containers containing crosscut shredded microfiche material must be protected based on the highest classification of the material.

NOTE: 
Depositing superseded COMSEC keying material segments or extracts into a burn bag, a SACC or other locked container does not constitute physical destruction. If a SACC is used, all deposited superseded keying material must be destroyed within the timeframes specified in Chapter 5.

(2) Transportation of Containers: Transport destruction containers directly from the secure area to the area in which physical destruction will take place. Attending to other business or to personal matters while enroute to the destruction site is strictly prohibited.

h. Witnessing Destruction:

(1) The two individuals conducting destruction of COMSEC material must not complete (i.e., sign and date) destruction documents until after the material has actually been destroyed. 

Therefore, the two individuals conducting the destruction must personally witness the complete destruction of the material.

(2) In the case of large destruction facilities (e.g., 

290
290
disintegrators), operated for the benefit of commands in the area, the destruction containers may be given to the individual(s) who are operating the destruction facility. However, the two persons responsible for the destruction must physically sight the destruction container(s) being placed in the device by the operators.

NOTE: 
If a discrepancy in a COMSEC material destruction container is noted prior to the physical destruction of the container (e.g., inaccurately numbered or missing container, broken container) and if the nature of the container discrepancy causes any doubt whatsoever about the accuracy of the corresponding destruction document(s), then the contents of all containers involved must be removed and re-verified.

i. Inspecting Destruction Devices and Destroyed Material:

(1) When an incinerator is used for destruction, ensure that the flues are properly screened and secured to prevent the escape of partially burned material.

(2) The two individuals conducting destruction must monitor the entire destruction process and inspect the destruction device and the surrounding area afterward to ensure that destruction was complete and that no material escaped during the destruction process. These procedures apply to all destruction devices discussed in Chapter 5.

(3) The residue from destroyed material must be inspected to ensure that the destruction was complete (i.e., no unburned and readable bits of material remain).

(a) In the case of shredders, choppers, and pulverizes (dry process), and pulpers and disintegrators (wet process), only a representative sample of the residue needs to be examined to ensure that the device was working properly.

(b) In the case of ash residue from an incinerator or other method of burning, the ashes must be inspected and, if necessary, broken up by carefully stirring or sifting, or be reduced to sludge with water.
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CHAPTER 3 - PRACTICES DANGEROUS TO SECURITY (PDSs)

301. GENERAL

a. PDSs, while not reportable to the national level (NSA), are practices, which have the potential to jeopardize the security of COMSEC material, if allowed to perpetuate.

b. All COMSEC accounts must conduct annual PDS familiarization training that will, at a minimum, include a review and discussion of this chapter. Document training locally in accordance with command directives.

305. IDENTIFICATION OF PDSs

a. The following is a list of NON-reportable PDSs:

(1) Improperly completed accounting reports (i.e., unauthorized signatures, missing signatures or required accounting information, incomplete short title information).

(2) Physical COMSEC keying material transferred with status markings still intact.

(3) Mailing of SF 153 Forms with status dates annotated for material listed.

(4) COMSEC material not listed on account, local element (LE), or user inventory documents when documentation exists to indicate that the material is charged to the account.

(5) Issue of keying material in hardcopy form marked/designated CRYPTO, without authorization, to a LE more than 30 days before its effective period.

(6) Late destruction (includes key in a fill device) of COMSEC material (i.e., destruction not completed within the timeframes in this manual), except where a waiver has been granted.

NOTE: 
Superseded material received in a ROB shipment must be destroyed within 12 hours of opening the shipment. Annotate on the SF 153, “SUPERSEDED UPON RECEIPT.” No additional reporting is required.

(7) Removing keying material from its protective packaging prior to issue for use, or removing the protective packaging without authorization, as long as the removal was documented and there was no reason to suspect espionage.

(8) Receipt of a package with a damaged outer wrapper, but an intact inner wrapper.

(9) Activation of the anti-tamper mechanism on, or unexplained zeroization of, COMSEC equipment, as long as no 
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other indications of unauthorized access or penetration were present.

(10) Failure to maintain OTAR/OTAT logs.

NOTE: 
Refer to CMS-6 for incidents and PDS’s associated with STU-IIIs.

b. The following PDS must be reported OUTSIDE the command as indicated in Article 310:

(1) Premature or out-of-sequence use of keying material before its effective date, as long as the material was not reused.

NOTE: Premature use is defined as an on-the-air attempt to establish communications/transmit data. If material prematurely used is reused without consent of the CONAUTH, report as a CRYPTOGRAPHIC incident in accordance with Chapter 9.

(2) Inadvertent (i.e., early) destruction of COMSEC material, or destruction without authorization of the controlling authority (CONAUTH), as long as the destruction was properly documented.

NOTE: 
Whenever this occurs, annotate the destruction record of the material as follows: “Material destruction was not authorized, but was properly destroyed and witnessed.” See Article 310 if resupply of destroyed material is required.

310. REPORTING AND DOCUMENTATION REQUIREMENTS

a. Except for the reporting requirements cited in this article, all other PDS’s are reportable only to the CO of the account.

b. PDS documentation and report retention requirements (if any), for other than the two PDS’s identified in paragraph a. and b., shall be determined by the CO of the CMS account.

315. REPORTING THE LOSS OR FINDING OF UNCLASSIFIED COMSEC MATERIAL

a. The loss or finding of the following is not considered a PDS or COMSEC incident:

(1) Unclassified COMSEC equipment and/or related devices not designated CCI.

(2) Unclassified COMSEC-related information such as 
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publications, maintenance manuals, or operating instructions.

(3) Unclassified keying material not marked or designated CRYPTO.

b. The loss or finding of the items in paragraph a. must be reported to DCMS to effect replacement of a missing item or to obtain disposition instructions for a found item. 

c. Submit a facsimile, letter, or message as follows:
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CHAPTER 4 - MANAGEMENT OF ELECTRONIC KEY

401. INTRODUCTION

a. The procedures described in this chapter and in NAG 16 (series) 1 , Field Generation and Over-the-Air Distribution of COMSEC Key in Support of Tactical Operations and Exercises, describe a joint standard for conducting over-the-air distribution (OTAD). These techniques and methods are consistent with allied procedures contained in ACP 132 (series) and will effectively support combine as well as joint operations.

b. When implemented, OTAD procedures will improve operational key management flexibility, improve security through greater use of locally generated key, and reduce reliance on logistically unsupportable paper-based systems. Use of OTAD will also increase personnel awareness in proper handling and safeguarding techniques for electronic key.

402. PURPOSE

a. This chapter describes the policies and procedures for generating, handling, safeguarding, and distributing 128-bit electronic COMSEC key.

b. NAG 16 (series) is prescribed as the standard user's manual for planning and conducting electronic key generation, over-the-air rekeying (OTAR), and over-the-air key transfer (OTAT).

c. Procedures detailed in this chapter:

(1) Supplement those contained in NAG 16 (series).

(2) Address requirements that are DON unique

(3) Provide a basis for standardization within DON

d. Some of the basic doctrine for OTAR/OTAT in NAG 16 (series) is repeated in this chapter for ease of use.

e. See Article 484 for information not addressed in this chapter, yet contained in NAG 16 (series). 1 NAG 16 is held by tactical forces of all U.S. services and its combined equivalent, ACP-132, is held by tactical military forces of Australia, Canada, New Zealand, the United Kingdom, and by some U.S. tactical forces.

NOTE: 
1. Because NAG 16 (series) is not accountable in the CMCS, copies may be reproduced locally. Account commands that were not issued copies of NAG 16 (series) may request them from CMIO Norfolk. NAG 16 


(series) is available to Marine Corps units through the Marine Corps Publication Distribution System 
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(MCPDS). 

2. Foreign release of NAG 16 (E) must be preapproved by DIRNSA (Code I1).

405. SCOPE

a. Military commanders at all levels are authorized to direct field generation and distribution of electronic COMSEC key to support operations or exercises and are encouraged to do so.

b. While procedures herein primarily address DON requirements, utilization of electronic key procedures are applicable to U.S. joint and intra-service operations and exercises, and can also be used with allied units 2 that have OTAR/OTAT capable crypto-equipment.

c. Procedures in this chapter apply to fleet broadcasts, point-to-point circuits, and multi-station nets.

d. Electronic key may be converted from key tape or generated by certified KG-83/KGX-93/93A key variable generators, by KY-57/58/67 (VINSON/BANCROFT), and KYV-5/KY-99/99A (ANDVT) equipment and the KOK 22/22A (Key Processor (KP)).

e. Electronic key may be distributed electronically, via OTAR or OTAT, or physically in a fill device (FD).

410. LIMITATIONS

a. Detailed policies/procedures for Joint Tactical Communications System (TRI-TAC) and Mobile Subscriber Equipment (MSE) secure communication systems are not contained in this chapter. See NAG 16 (series) for more detailed guidance. 2 Allied units that use OTAR-capable, "S" nomenclatured (special purpose), COMSEC equipment may receive traffic encryption key (TEK) via OTAR, but are not authorized to serve as net control stations (NCSs) for combined nets and circuits that distribute electronic key via OTAR. NAG-22, Over-the-Air Rekeying of Combined Tactical Nets, was produced to explain OTAR and OTAT to these allies. U.S. tactical forces and allied tactical forces that hold ACP-132 do not need NAG-22.

b. Procedures herein address routine operational practices, but exceptions are authorized under COMSEC emergencies (i.e., the only viable alternative being plain text communications) as determined by the CO/on-scene commander. Implementation of other than prescribed procedures must be in support of an urgent and unforeseen operational requirement and not become routine 

practices.

415. RESPONSIBILITIES
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a. Field generation and electronic distribution are the preferred means for providing electronic key to DON tactical forces. Commanders responsible for key provisioning to such forces should endeavor to produce locally the tactical 128-bit key they require and distribute it via over-the-air key distribution (OTAD). Specifically, commands authorized a KG-83 or KP are expected to employ locally generated key to support limited scale operations. Holders ashore will generate TEK for point-to-point circuits as well as KEK where the electronic KEK can be physically transferred in a FD to authorized recipients. Additional guidance follows:

(1) Carrier battle group and amphibious ready group commanders should establish OTAR-capable, intra-force and embarked amphibious force nets/circuits using a start-up KEK, should generate group required OTAR TEKs with the KG-83 or KP allocated to their flagships, and should OTAR the generated key to ships in company.

(2) Marine forces should generate OTAR TEK for their KY-57/58/67 and KYV-5/KY-99/99A secured nets/circuits at the NCSs and distributes them via OTAR and should generate other 128-bit tactical key in KGX-93/93A TRI-TAC key variable generators (KVGs), if available.

(3) The commander who directs field generation of electronic key becomes its CONAUTH; see Annex C of this manual. Electronic key converted from tape key remains under the purview of the designated CONAUTH.

(4) Submarine commanders and any commander who regularly holds material in excess of normal reserve on board (ROB) should employ OTAD to reduce holdings of material, which historically have been used sparsely.

b. EKMS Manager personnel are not required to supervise or witness the generation, relay, transfer, receipt, or destruction of locally generated electronic key. These actions may be executed by any personnel who are fully qualified and authorized access to COMSEC keying material.

c. EKMS personnel are responsible for overseeing the implementation of and compliance with this chapter (e.g., a periodic review of local logs, adherence to TPI requirements).

420. DEFINITIONS

Definitions and commonly used abbreviations/acronyms in this chapter are contained in Annexes A and B, respectively.
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425. CRYPTO-EQUIPMENT CAPABILITIES

U.S. crypto-equipment capable of field generating electronic key and/or distributing it over the air is identified in NAG 16 (series).

430. TYPES OF KEY

The principal types of key covered in this chapter are as follows:

a. Key Encryption Key (KEK): Key that encrypts or decrypts other key for transmission or storage.

b. Start-Up KEK: Key encryption key held in common by a group of potential communicating entities and used to establish ad hoc tactical nets.

c. Traffic Encryption Key (TEK): Key used to encrypt plain text or to super encrypt previously encrypted text and/or to decrypt cipher text.

435. TWO-PERSON INTEGRITY (TPI) REQUIREMENTS (GENERAL)

a. TPI requirements are addressed in detail in Article 110. Requirements stated in this chapter are repeated for emphasis and are applicable for key and equipment associated with OTAR/OTAT operations.

b. Unencrypted TOP SECRET key marked CRYPTO and its electronic equivalents in common fill devices (FDs) must be provided TPI handing and storage. Authorized exceptions to this rule are outlined in Article 110.

NOTE: 
TPI requirements for TOP SECRET key stored in Data Transfer Devices (DTDs (AN/CYZ-10s)) are in Chapter 5. 

c. TOP SECRET electronic key requires TPI handling whenever it is generated, distributed electronically or received via OTAT. There are no TPI requirements for recipients of key received via OTAR under conditions where no FD is required at the receiving terminal (i.e., key is received directly into its associated equipment).

d. When KG-83s are not being used to transfer generated key into a FD, their "Dutch doors" must be double-locked with TPI-approved combination locks.

440. SAFEGUARDING REQUIREMENTS FOR KEYED CRYPTO-EQUIPMENT

440
440
a. TPI safeguards are not required for TOP SECRET keyed COMSEC equipment located in spaces that are continuously occupied by appropriately cleared persons who are in sight of each other and the keyed equipment.

b. Keyed COMSEC equipment used to terminate part-time nets/circuits may be left in unattended spaces, provided the equipment has been rekeyed by OTAR or updating with the next future TEK immediately before terminal close-down. Reasonable security measures must be taken (e.g., locking a door and controlling access) to prevent theft, tampering, or unauthorized operation of a keyed terminal when unattended.

c. Keyed COMSEC equipment used to terminate full-time nets/circuits may be left in unattended spaces only if such spaces meet DON criteria for open storage of information classified at the level of the TEK used.

445. CERTIFYING AND HANDLING KEY VARIABLE GENERATORS (KVGs)

NOTE: 
See article 1185 for KP certification requirements.

a. KG-83s have been distributed to afloat and shore commands in accordance with the KG-83 Master Plan. KG-83 KVGs are used by Navy and Coast Guard to generate OTAR TEK for use with KG-84A/84C secured nets and circuits. KGX-93/93A KVGs are used by the Marine Corps to generate key for TRITAC switches.

b. KG-83 and KGX-93/93A KVGs used to produce operational key must be certified prior to initial use, at least every two years thereafter, following maintenance, and whenever security control is lost (e.g., KVG is found outside of proper storage and unattended). This certification process provides the necessary assurance that the equipment is functioning according to design specifications. 

NOTE:
There are no certification requirements for KY-57/58/67 and KYV-5/KY-99/99A equipments.

c. Certification must be performed by one qualified technician using NSA-prescribed routines and KT-83 test equipment.

d. All KG-83 and KGX-93/93A KVGs will be certified to the SECRET 

level and all certified KVGs having all tamper detection labels intact are authorized to generate 128-bit keys for any purpose, at all classification levels. KPs are authorized to generate 128-bit key for any purpose, up to the classification level to which they have been certified/privileged.

e. Marine Corps elements are responsible for certifying their own KGX-93/93As. Marine Corps KGX-93/93As are certified and repaired by Electronic Maintenance Companies (ELMACO), 

445

445
Communications Battalions (Comm Bn's), Communications Squadrons (Comm Sq's), and Communications Companies (Comm Co's).

f. NCCOSC RDTE DIV CRF San Diego is the primary location for recertification of KG-83s. SPAWARSYSCEN Charleston has been tasked to manage the certification of KG-83 devices. This includes maintenance of a database containing all KG-83 devices within DON, serial numbers, holder, and recertification dates. The database program automatically identifies those KG-83 devices requiring recertification.

(1) Due to a two-month certification pipeline, all KG-83s will enter the certification process two months prior to expiration. NCCOSC RDTE DIV CRF San Diego will notify the holder by message that a replacement KG-83 has been forwarded. Upon receipt of the new KG-83, the holder will remove the old KG-83 from service and pack and ship the old KG-83.

(2) If a KG-83's certification is scheduled to expire within 30 days and a replacement KG-83 has not been received, the using command must notify by message SPAWARSYSCEN CHARLESTON SC//722//, Info DCMS WASHINGTON DC//30//, the using command's ISIC and operational commander).

(3) If a KVG's certificate expires while its user is awaiting delivery of a certified replacement, the user may continue to use the affected KVG and should not report the situation as a COMSEC incident. 

g. If a KG-83 or KGX-93/93A fails, the using command must

NOTE: 
Each carrier battle group and amphibious ready group flagship holds a KG-83, and approximately 13 Marine Corps tactical commands hold KGX-93/93As.

(1) Continue OTARing by implementing contingency, one-copy OTAR TEK tape keys, if held.

NOTE: 
Shore command KG-83 users must hold enough contingency OTAR TEK to support OTAR operations for a month if 


their KVGs fail, but tactical KG-83 and KGX-93/93A users are not required to hold back-up key.

(2) Temporarily revert to traditional keying, by shifting affected OTAR KEKs to non-OTAR TEKs having monthly crypto periods and updates each working day. When a certified KVG again becomes available, this temporary arrangement must be terminated, with the affected non-OTAR TEKs reverting to OTAR KEKs with 3-month crypto periods.
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i. After each KG-83 or KGX-93/93A certification or recertification, certifying personnel must apply NSA-furnished tamper detection labels, in accordance with NSA instructions. Certifying activities must record the serial numbers of the labels they apply to each KVG so that this information may be provided to investigating elements if tampering is ever suspected. Recorded label serial numbers must also be compared with those removed from each KVG at recertification. Any unexplained differences must be reported as a COMSEC incident.

j. Certified KG-83s and certified KGX-93/93As will always be classified as Secret. Each certified KG-83 or KGX-93/93A must be tagged on a handle to show its classification, "CRYPTO" status, date of certification, command that performed certification, and name and rank of certifying technicians. Such tags are to be prepared locally at certification sites and are to be tied securely to one of the KVG handles.

k. Users of KG-83s and KGX-93s must examine applied tamper detection labels immediately before each KG-83 or KGX-93/93A activation. Detection of a damaged label invalidates a KVG's certification and must be reported as a COMSEC incident (see Chapter 9). The affected KVG must then be recertified.

l. Certified KG-83s must be stored as Secret COMSEC material under no-lone zone (NLZ) at repair sites. When installed in operational communications environments, certified KG-83s need not be afforded TPI or NLZ protection, provided their "dutch doors" are double-locked with TPI-approved combination locks.

m. Certified KGX-93/93As must be stored as Secret COMSEC material at recertification sites.

n. Certified KG-83s and KGX-93/93As must be shipped using any of the methods approved in Article 130 for Secret COMSEC equipment.

o. When installed in TRI-TAC switches, two authorized persons using the two-person access lock must lock certified KGX-93s, to which tamper detection labels have been applied, into place. Providing this is accomplished, certified KGX-93s need not be removed when their locked shelters are left unmanned.

p. Decertified KG-83s and KGX-93/93As, including those being returned for certification, must be handled as Confidential COMSEC material and may be shipped via U.S. registered mail (provided it does not pass through a foreign postal system or foreign inspection), Defense Courier Service (DCS), Cleared Commercial Carriers using Protective Security Service, or U.S. military contract service (e.g., AMC, LOGAIR, QUICKTRANS).

NOTE: 
l. Registered mail sent to FPO AE/AP addresses does NOT pass out of U.S. control.

2. In COMSEC emergencies, a KVG with an expired certification may be used, pending its recertification 
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or replacement with a certified equipment.

450. SOURCES OF ELECTRONIC KEY

NOTE: 
The types and sources of key associated with OTAD are fully detailed in NAG 16 (series) Abbreviated information on these keys is provided here for ease of use.

a. KEK:

(1) Normally produced in tape form and held at using locations. However, when all users are located close enough to the producer/source it may be field-generated and delivered in FDs.

(2) In COMSEC emergencies, any uncompromised, classified key that is held in common by affected commands and that is not used for any other purpose may serve temporarily as KG-84A/84C/KIV-7, KY-57/58/67, or KYV-5/KY-99/99A KEK, until properly classified KEK can be provided.

b. TEK:

(1) Generated electronically by an authorized KVG 3 , converted from tape key, or held in tape form. KVGs may generate 128-bit TEK for any of the COMSEC systems listed in NAG 16.

(2) In COMSEC emergencies, any uncompromised, classified key that is controlled by the using NCS and that is not used for any other purpose may be used as OTAR TEK.

NOTE: 
Except in COMSEC emergencies, TEK generated by KY-57/58/67 and KYV-5/KY-99/99A equipment is restricted to use in their respective cryptosystem families.

c. Start-up KEK:

(1) Normally produced in tape form or converted from tape to electronic form and delivered physically in FDs.

(2) In COMSEC emergencies, individual segments of start-up KEK may be distributed via OTAT.

NOTE: 
KEK, TEK, and start-up KEK are used in cryptonets operating with KG-84A/84C/KIV-7, KY-57/58/67, and KYV-5/KY-99/99A equipments only.

d. KW-46 Key: The KW-46 uses three types of key:
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(1) Broadcast Area Variable (BAV) produced in tape form and delivered to users encrypted in that unit's unique variable.

(2) Unique Variable (UV) produced in tape form, and

(3) Community Variable (CV) produced in tape form, but may also be generated by certified KG-83/KGX-93/93A KVGs or onverted from tape key and distributed in a FD or electronically via OTAR/OTAT. 3 To the maximum extent possible, military commanders should field-generate the TEK needed to support their operations and exercises.

NOTE: 
See NAG 16 for additional information on the use of KW-46 keys and for KW-46 OTAR/OTAT communications procedures.

d. General Guidance:

(1) Marine forces should generate OTAR TEK for their KY-57/58/67 and KYV-5/KY-99/99A secured nets and circuits at the respective NCSs and distribute them via OTAR.

(2) Navy and Coast Guard broadcast stations should generate and distribute via OTAT the key required by ships and afloat commanders they support.

453. GENERATION OF KEY BY FIELD SITES

a. KG-83 and KGX-93/93A KVGs: KG-83/KGX-93/93A KVGs are authorized to generate 128- bit key up to the TOP SECRET level. Key generated by these equipments are authorized for use with any crypto-equipment that uses 128-bit key.

NOTE: 
SCI/SI cleared personnel may use KG-83/KGX-93/

KGX-93A equipment located in GENSER spaces to generate 

128-bit key for use on SCI/SI protected circuits.

b. KY-57/58/67 and KYV-5/KY-99/99A: Except in COMSEC emergencies, key generated by these equipments is restricted to use in their respective families.

455. CLASSIFICATION OF ELECTRONIC KEY

a. Field-generated electronic key, while not physically marked with a classification, must be handled/stored based on the highest classification of information to be protected or the TEK being passed. 

b. Electronic key converted from tape key must be handled/stored at the same level of classification as the tape key from which it was converted.
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c. In COMSEC emergencies, classified electronic key may be used to secure information classified one level higher than its classification.

460. ALLOCATION OF ELECTRONIC KEY

a. OTAR KEK must be allocated as follows:

(1) Point-to-Point (PTP) circuits:

(a) Each PTP circuit that is secured by KG-84A/ 84C/KIV-7s, KY-57/58/67s, or KYV-5/KY-99/99A must use a unique short title of KEK.

NOTE: 
For security reasons, it is important that multiple KG-84A/84C/KIV-7 secured PTP circuits that terminate in the same NCS be keyed with separate OTAR TEK and not with a common OTAT TEK, as would be appropriate for multiple-station radio nets in tactical environments.

(b) For parallel KG-84A/KG-84C/KIV-7 secured circuits terminating in the same space at both terminals, the same short title may be used with the parallel circuits, but separate tape segments must be used for each circuit.

NOTE: 
In COMSEC emergencies, common KEK may be used for all PTP circuits controlled by a NCS, until separate, two-copy KEK can be provided for use with each out station (OS).

(2) Multi-station nets:

(a) The NCS for each multi-station net that distributes TEK via OTAR must specify whether OTAR will be accomplished sequentially (i.e., one OS at a time) or simultaneously for all net OSs (see NAG 16 (series)).

(b) If a NCS uses the sequential method, each OS must have a unique KEK short title.

(c) All net OSs must hold a common KEK (or start-up KEK) when the simultaneous method is used.

NOTE: 
Creation of a net with start-up KEK automatically provides common KEK for all net OSs and mandates simultaneous OTAR.
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b. OTAR/OTAT TEK must be allocated as follows: A unique segment of OTAR TEK or a unique, field-generated OTAR TEK must be used on each KY-57/58/67, KG-84A/84C/KIV-7, or KYV-5/KY-99/99A secured net/circuit.

c. Start-up KEK must be allocated as follows:

(2) Each edition of start-up KEK is produced in the "VA" format (62 segments, daily crypto period) and is effective for two months.

(3) Segment use is based on a predictable day/date relationship (e.g., segment 5B may be used only on the fifth day of the second month that an edition is effective). Segments 1A -31A are used during the first month, and segments 1B - 31B are for use during the second month.

(4) Each segment of start-up KEK is effective for only one radio day. During that day, any tactical commander who holds a KYX-15 or DTD (AN/CYZ-10) may use the effective segment to activate any number of OTAR-capable nets or circuits (see NAG 16 (series)).

NOTE: 
Use of start-up KEK is limited to tactical forces requiring the establishment of temporary circuits/nets in support of temporary operations/exercises.

465. DISTRIBUTION OF 128-BIT ELECTRONIC KEY

a. KEK:

(1) Distribute physically in tape form or by FD after electronic conversion/generation or via OTAT using DTDs on a STU 

III or STE-secured circuit. (See Article 465e for details.)

(2) In shore establishment environments where the same COMSEC account distributes OTAR KEK to all members of a complex of KG-84A/84C/KIV-7 secured PTP circuits (e.g., an NAS supporting aircraft squadrons), it is not necessary to procure tape OTAR KEK to link each OS with the NCS. A unique OTAR KEK for each link can be extracted from a certified KVG and delivered quarterly to each OS in a FD or a unique segment of the NCS's OTAR TEK can be allocated to serve as the KEK for each link and be delivered quarterly to each OS.

(3) In COMSEC emergencies, KEK (and individual segments of start-up KEK) may be passed via OTAT, until physical distribution in tape form can be arranged. (See article 465e for sole method approved for OTAT of KEK during non-emergencies.)

b. TEK:
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(1) To maximum extent possible, distribute TEK electronically, via OTAR or OTAT.

(2) If KEK of proper classification is used, any 128- bit tactical TEK may be distributed via OTAT, using STU-III/DTD terminals 4, KW-46 secured broadcasts, KG-84A/84C/KIV-7, KY-57/58/67, or KYV-5/KY-99/99A secured nets/circuits.

c. Distribution via KW-46:

(1) The GENSER broadcast channels are limited to distribution of key protecting GENSER circuits only. 

(2) OPINTEL broadcast channels are authorized to distribute key for both GENSER and SCI/SI circuits.

(3) The four Naval Computer and Telecommunications Area Master Stations (NCTAMS) are authorized to generate and distribute by OTAR and/or OTAT the KW-46 CVs that are required to support the U.S. surface broadcast channels they originate. However, worldwide back-up CVs (one each for GENSER and SCI/SI) will be retained in contingency status for use in the event of some unforeseen requirement.

(4) KW-46 CVs that are field-generated or converted from tape may be distributed on KW-46 secured broadcasts via OTAT, for extraction via a FD, or via OTAR, for use in the receiving KWR-46.

NOTE: 
Extraction of key from a KW-46 receive terminal is restricted to authorized recipients only. All broadcast subscribers must zeroize their KW-46 


extraction registers immediately after completion of key transfer. Key that is received via OTAT in the UVRQ/Rekey register that is not intended for use by a command may be zeroized by a single operator.

d. SCI/SI Key restrictions: Any tactical TEK may be transmitted via OTAT using the secure mode of STU-III secured telephone circuits having DTDs (AN/CYZ-10s) attached.

(1) Except when specifically authorized by the CONAUTH, OTAT of SCI/SI TEK is restricted to transmission via circuitry protected by SCI/SI key.

(2) Procedures established by the CONAUTH for passing SCI/SI key in other than SCI/SI protected circuits, must be strictly followed to preclude the possible compromise of SCI/SI information.

e. OTAT of Key via STU-III/STE:
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(1) When connected to a DTD (AN/CYZ-10), a STU-III/STE terminal may be used to transfer unencrypted (red) strategic key and tactical key of all classifications and categories, and their associated key tags, to a distant STU-III/STE so configured.

(2) Each of the communicating STU-IIIs/STEs must meet the following requirements:

(a) Be in the secure data mode that is equal or higher than the classification level of key being transferred.

(b) A NSA-approved connector cable and cable adapter must be used between the terminal and the DTD.

(c) The DTD must use NSA's standard STU-III/STE compatible fill application software package.

(d) Have a unit-specific department/agency/organization (DAO) description on the second line of their non-scrolling STU-III display.

(e) Article 465a (and NAG 16 (series)), which prohibits OTAT of KEK, does not apply when a KEK is passed between DTDs on a STU-III or STE-secured circuit.

NOTE: 
An example of a unit-specific DAO description is "USS WEST VIRGINIA." To prepare for OTAT, units that do not have unit-specific DAO descriptions should order new STU-III/STE key associated with such descriptions. For more information on DAO descriptions, see CMS 6 and 


EKMS 702.01.

(3) See NAG 16 (series), for the procedures for transferring key and tag from one DTD to another via STU-III/STE.

466. TIMING OF OTAT KEY DISTRIBUTION

Key may be distributed via OTAT at any time during its effective crypto period, and the crypto period immediately preceding that in which it is to become effective (e.g., weekly crypto period KG-84C TEK that is generated by a field station may be passed anytime during the week preceding its intended implementation).

470. NOTIFICATION OF IMPENDING KEY TRANSFER (OTAT)

A transmitting station must notify all recipients of key to be passed via OTAT prior to the actual transmission of key.

a. The notification must include the following:
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(1) Time key will be transmitted.

(2) Identity of the circuit on which key will be sent.

(3) Destination instructions for recipients (i.e., device/circuit for which the key is intended).

(4) Identification of the key to be transmitted, to include short title, classification, effective period, and Controlling Authority.

475. TAGGING/IDENTIFICATION OF OTAT KEY

a. Electronically generated key for transmission via OTAT must be tagged/marked to allow immediate recognition of the key. A tag or designator will be assigned to key by the generating station. LMD/KP generated key will be tagged by the LMD.

(1) Tagging field-generated key: The generator of the key will tag the key by using three fields of information. Each field and its description will be as follows:

(a) Field 1: A two-digit number, which represents the number of electronic keys produced by the generating station. It is assigned in a one-up sequence and will restart daily at 0001Z.

(b) Field 2: This field will identify the CONAUTH.

(c) Field 3: The Julian date the key was generated.

EXAMPLE: 
"01C7FLT365" - 01 represents the first key generated. C7FLT represents COMSEVENTHFLT, and 365 represents the Julian date the key was generated.

NOTE: 
Key tags should not exceed ten characters (i.e., 
letters/numbers).

(2) Tagging key converted from tape key: Electronic key converted from tape key will be tagged by using four fields of information. Each field and its description will be as follows:

(a) Field 1: Identification of key as either Allied (A) or U.S. (U).

(b) Field 2: Identification of the four to six digits of the short title.

(c) Field 3: One or two-letter identification of the edition.

(d) Field 4: Two-digit identification of the segment number.

EXAMPLE: "U1019BC07" - U for USKAT, short title 1019, edition BC, segment 07.
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b. Additional identification requirements:

(1) In addition to the tagging of electronic key, the transmitting station must notify all recipients in advance of transmitting the key and provide the information contained in Article 470.

(2) All commands that handle electronic key will, as required, maintain local accounting records and clearly label the identity of key contained in FDs. Article 482 contains procedures for maintaining local accounting records.

476. HANDLING OF KEK AND TEK

a. KEK: Each tape segment and/or its electronic equivalent, held in a FD, may be used only on its designated circuit and must be destroyed no later than 12 hours after the end of its crypto period.

b. TEK: Each tape segment and/or its electronic equivalent, held in a FD (including the DTD when used as a common FD) must be destroyed/zeroized after completing an operation successfully in accordance with the following:

(1) Relay stations must zeroize their FDs immediately 

after confirming successful relay of OTAT key.

(2) End users of key, except for NCSs and NCTAMs in KG-84A/84C/KIV-7, KY-57/58/67, or KYV-5/KY-99/99A nets, should normally destroy their TEK held in FDs immediately after establishing communications, but are authorized to retain TEK held in FDs throughout the effective period of the key (if required for operational purposes). The TEK must be destroyed no later than 12 hours after the end of its crypto period.

(3) NCSs and NCTAMs for KG-84A/84C/KIV-7, KY-57/58/67, or KYV-5/KY-99/99A nets are authorized to retain OTAT TEK in tape form (when electronic key is converted from tape key) and its electronic equivalent in a FD, throughout its effective crypto period. The key, all forms, must be destroyed no later than 12 hours after the end of its crypto period.

477. ELECTRONIC KEY STORAGE

a. Generally, key may be stored as follows:

(1) In the LMD in encrypted form until operationally required or superseded.

(2) Recipients of physical transfers of key loaded in a FD (passed from one person to another) are authorized to store key in their FDs until operationally required.
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(3) Recipients, less relay stations, of key passed via OTAT are authorized to store key in their FDs until operationally required.

(4) Relay stations must destroy/delete key in their fill devices within 12 hours after confirming a successful OTAT relay. 

(5) NCSs and NCTAMs for KG-84A/84C/KIV-7, KY-57/58/67,

b. Or KYV-5/KY-99/99A/KY-75 nets are authorized to retain TEK (tape and/or electronic) throughout its effective crypto period.

c. TEK and KEK may be used/stored in the same FD.

d. Unencrypted Top Secret key stored in a common FD must be afforded TPI handling/storage as required by Article 435. The key will be destroyed/deleted no later than 12 hours after the end of its crypto period.

NOTE: 
Exceptions to the 12-hour destruction requirement Are in Article 140.

478. CRYPTOPERIODS FOR KEK AND TEK 

a. KEK: The maximum crypto period for each segment of KG-84A/84C/KIV-7, KY-57/58/67, or KYV-5/KY-99/99A KEK (except for start-up KEK) is three months. CONAUTHs may extend crypto periods for up to seven days without report. Longer extensions must have prior NSA approval or be reported as a COMSEC incident.

NOTE: 
Each segment of KG-84A/84C/KIV-7 KEK has a maximum crypto period of three months, even if it is drawn from an edition that is then routinely superseded. Unless the affected KEK has been compromised, continued use of such key throughout its 3-month crypto period is authorized.

b. TEK: One month is the normal crypto period for KG-84A/ 84C, KY-57/58/67, and KYV-5/KY-99/99A TEK used on tactical nets/circuits that operate continuously while they are active (i.e., that do not close down for specified periods).

NOTE: See NAG 16 (series) for additional information on TEK crypto periods.

480. PHYSICAL TRANSFER OF ELECTRONIC KEY IN A FD

a. The physical transfer of electronic key refers to the exchange of key in a FD from one person to another for use at another location at the same command or a different command. 

480

480

Transfer of key in this manner is authorized provided that the recipients are properly cleared and authorized to hold the key.

NOTE: 
The transfer of key to a non-authorized holder must be approved by the CONAUTH of the key.

b. Recipients of electronic key in a FD must acknowledge receipt of the key by signing a local custody document. See Article 269.h.(1) for single exception.

(1) Thereafter, each location holding the key must properly safeguard and continuously account for the loaded FD, by serial number, until the key is zeroized, overwritten, or otherwise destroyed.

(2) Minimum accounting information for the key must include the short title or designator of the key, date of generation/loading, number of copies made, date of transfer, identity of generator and recipient, classification, CONAUTH, and effective period of the key.

481. INVENTORY REQUIREMENT FOR ELECTRONIC KEY

NOTE: 
This does not apply to electronic key generated/stored in the LMD/KP, nor key transferred from the LMD/KP to a FD.

a. There is no inventory requirement for electronic key (whether field-generated or converted from paper tape key). Accountability and control must be maintained by the application of TPI, if applicable, for FDs and crypto-equipment that permit generation or extraction of key, and local accounting records (e.g., OTAR/OTAT logs).

b. Inventory of tape key is, however, required in accordance with Chapter 7 of this manual.

482. ACCOUNTABILITY AND REPORTING REQUIREMENTS

a. There is no requirement to report field generated electronic key to the COR.

b. Commands converting tape key to electronic form are not required to report distribution of this key to an authorized holder.

c. Distribution of key to an unauthorized holder must be authorized by the CONAUTH of the key. CONAUTHs must ensure that the COR is notified of key distributed to other than an authorized holder. This action is necessary to ensure that all holders are notified in the event that emergency supersession of
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a key is required.

d. Except for recipients of key received via OTAR, all commands that generate, transmit, relay, or receive electronic key are required to maintain local accounting records.

NOTE: 
There are no accounting requirements for recipients of key received via OTAR.

(1) Key generation: Commands that generate electronic key for OTAR/OTAT must retain local accounting records for a minimum of 60 days following the date of the last entry on the key generation log. Retention of local records applies to both field-generated key and key converted from tape key.

(2) Key receipt/relay: Commands relaying or receiving electronic key, except for recipients of OTAR key, must retain local accounting records until the key has been superseded.

NOTE: 
Commands converting tape key to electronic form for 


transmission via OTAR/OTAT must account for the tape key in accordance with its assigned AL Code.

e. Copies of local accounting records for a generating station (OTAR/OTAT) and relaying/receiving stations (OTAT) are included in Annexes Q and R, respectively. Commands will fill in appropriate columns of the accounting records based on the action taken.

f. Recordkeeping/accounting requirements matrix:

	OTAT
	OTAR

	FLD GEN KEY
	TAPE KEY
	FLD GEN KEY
	TAPE KEY

	GL RL
	GC RL
	GL RN
	GC RN


LEGEND: FLD GEN KEY: Field-generated keying material


GC:
Key-generating station must account for tape key to DCMS in accordance with its assigned AL code. After conversion to electronic form for OTAR/OTAT, "GL" applies. Fill in all columns on the generating station log.


GL:
Key-generating station must account for key locally. Fill in all columns on the generating station log.


RL:
Receiving or relay stations must account for key locally. Fill in applicable columns on the "Receiving/Relay" log.


RN:
No accounting is required for recipients.

g. Incomplete Local Accounting Records/Logs: Failure to properly maintain local accounting records/logs as detailed in this 
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article is a Practice Dangerous to Security (PDS) and is not reported outside of the command. Document such PDS’s locally in accordance with local command directives.

483. REPORTING OF COMSEC INCIDENTS FOR ELECTRONIC KEY

a. Use of an unauthorized procedure under COMSEC emergencies, as determined by CO/on-scene commander, is not a reportable incident.

b. Detailed guidance for the reporting of COMSEC incidents and PDS’s are contained in Chapters 9 and 10, respectively.

c. NAG 16 (series) Commands must refer to NAG 16 for detailed information on the following: 

(1) Specific OTAR/OTAT communications procedures (e.g., KW-46)

(2) Allied OTAR doctrine

(3) Use of ICP Generic Key as OTAR/OTAT KEK

(4) Procedures for distributing key via DSN/GENSER message system, STU-III/STE, TRI-TAC, and MSE

(5) Unsuccessful OTAR situations

(6) Late joiners to nets

(7) Key tape ordering guidance

(8) List of all 128-bit crypto-equipment

(9) Procedures for transferring key and tag from one DTD (AN/CYZ-10) to another via STU-III/STE.
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Chapter 5

AN/CYZ-10 OR DATA TRANSFER DEVICE (DTD)

PART I

a. Purpose:  To prescribe the minimum policies and procedures for the handling, safeguarding, and accounting of DTDs and related materials. These procedures are intended to provide maximum flexibility, yet ensure that proper security and accounting controls are in effect to preclude the loss of this material and the compromise of the information it protects. The DTD is an integral component of the EKMS. It is used to securely distribute key generated by the LMD/KP to consumers. The consumers are either an end cryptographic unit (ECU) or another DTD. The DTD is also able to replace current common fill devices (FDs). The DTD has a host side and a COMSEC side. The host side is a small computer used to control the functions of the DTD or run User Application Software (UAS) for special functions. The COMSEC side performs the cryptographic functions. This Annex is divided into two parts: Part I contains the safeguarding and handling policy for the DTD and provides limited guidance on DTD repair. Part II provides definitions of unique terms used in Part I (unique terms are italicized where they first appear in Part I). Procedures for operation of the DTD are contained in the DTD User's Manual (ON477340) and DoN AN/CYZ-10 (V)3 DTD Operator’s Manuel (PMW161-DTD-OM-1), dated December 1996.

b. References

(1) Data Transfer Device (DTD) User's Manual (0N477340)

(2) DoN AN/CYZ-10 (V)3 DTD Operators Manual (PMW161-DTD-OM-1) (Dec 1996)

(3) Field Generation & Over-the-Air Distribution of COMSEC Key in Support of Tactical Operations and Exercises (NAG 16 Series) 

c. DTD Description

(1) The DTD is a small, lightweight, electronically programmable fill device in a ruggedized case. The DTD has a keyboard for input of commands and an alphanumeric screen to display the status of the unit and operator instructions. The AN/CYZ-10 is the full keyboard version and the AN/CYZ-10A is the limited keyboard version of the DTD. For compatibility with existing equipment, the DTD has a 6-pin Input/Output connector and will operate according to DS-101, DS-102, RS-232, and MIL-STD-188-114 interface specifications. A fill device application program is provided with the DTD to perform functions comparable to those currently performed by the KYK-13, KYX-15A, and KOI-18. This software also allows the DTD to handle keys with lengths other than 128 bits. The DTD is powered by three 3V lithium batteries (Duracell Type DL123A NSN 6135-01-351-1131). Use only the fused battery holder (ON 4767435-2). This fused battery holder requires replacement in the event of a blown fuse. A standard 9V Duracell battery may be used if Type DL123A battery is not available.

d. WARNING:
The following battery types will not be used in the DTD: Mercury batteries designated BA 1372/U and lithium batteries designated BA 5372/U. Use of these batteries has proven extremely hazardous and has resulted in combustion.

e. DTD Capabilities

(1) The DTD provides cryptographic security for the storage and transfer of all types of key and protective storage for related data (key tags, audit data, and application software). The DTD is approved for processing all classification levels of key and data. The functionality of the DTD is dependent on the application software, which resides in it.

f. Crypto Ignition Key (CIK) Description
(1) The DTD uses a CIK to control access to the cryptographic capabilities of the device. The CIK is black in color, circular, and approximately ¾” in diameter and ½” long. At the top of the CIK are two protrusions to secure the CIK in the DTD. There is also a metal halyard ring that is used to attach the identification label. In general, when a CIK is inserted in the DTD and the DTD is powered on, the cryptographic capabilities of the DTD are unlocked to allow the input/output and handling of key and other information. There are two types of CIKs: User and Supervisory. User CIKs allow the DTD operator to perform all the basic handling and distribution functions of the DTD. The Supervisory CIK has all the privileges of the User CIK and additionally allows the Supervisory User access to all the DTD's functions, including the Utilities and Setup default applications. In addition to controlling access based on supervisory versus user privileges, the DTD's CIKs can also be used to control access to key stored in the DTD's key storage database. The DTD's key storage database can be divided into compartments with access to the key in the different compartments granted only to users with specific CIKs.

g. DTD Keying
(1) Types of Key. The DTD handles two types of key: DTD key and User key. DTD key is needed for the DTD's own internal use. The User key is key, which is stored and transferred by the DTD for use by other cryptographic devices, equipment, and systems.
(2) DTD Key (or Internal Use Key):

(a) Storage Key Encryption Key (SKEK)1 is used to store keys in the DTD's storage database in encrypted form to prevent exposure to the keys when the associated CIK is removed. SKEK is generated by the DTD when the DTD is initialized with the CIK. It is split and inaccessible when the CIK is removed, but recombined and accessible when the CIK is again inserted. When the DTD's key storage database is compartmented, there is a unique SKEK per compartment.

NOTE: Before reinitializing a CIK to create its new SKEK,  ensure that the DTD is not storing keys protected by the CIK's current SKEK. Once the CIK is reinitialized, such keys cannot be recovered.

(3) Transfer Key Encryption Key (TrKEK) may be used in the DTD to output previously encrypted user key (key loaded into the DTD as encrypted key) in unencrypted form. The TrKEK will usually be filled into the DTD via the KP (KOK-22A), but may be filled into the DTD via hardcopy punched tape and loaded into the DTD via KOI-18, or it may be filled into the DTD from another DTD.

NOTE: 
1. When TrKEK is loaded into a DTD storing keys encrypted with that TrKEK, the keys are considered unencrypted when the CIK is inserted (see paragraph 8 for effect on overall DTD classification). To minimize DTD handling and safeguarding requirements, do not load TrKEK into the DTD until the keys need to be decrypted for use.

_______________________________________

1 Also known as Local Key Encryption Key (LKEK).

2. To the extent possible, TrKEK should be prepositioned or sent to the destination in a separate path from the DTD. See paragraph 24 for OTAT of new or replacement DTD TrKEK between communicating DTDs secured by STU-III/STE.

(4) Crypto periods.

(a) DTD-generated SKEK has a one-year crypto period.

(b) Transfer Key Encryption Key (TrKEK)

1. Three-month crypto periods should be used for most data transfer device (DTD) TrKEK’s. CONAUTHs may assign a one-year crypto period to TrKEK used for point-to-point circuits and small crypto nets.

2. When operationally required, DTD TrKEK’s may be stored in DTD’s for up to nine months before their effective dates.

(5) Classification and AL Code.

(a) SKEK is classified according to the highest classification of key it secures in the DTD. DTD-generated SKEKs do not have an AL Code since they are never handled outside the DTD.

(b) TrKEK is classified according to the highest classification of material it secures and is designated CRYPTO. It is assigned AL Code.

h. DTD & CIK Accounting Requirements & CIK Serial Number Assignment

(1) The DTD is accountable to the COR as AL Code 1 material.

(2) The CIK is locally accountable to the EKMS Manager by assigned serial number. The policy for CIK serial number assignment follows.

(3) The CIK serial number will be composed of the last four digits of the associated DTD serial number, followed by '01' for the EKMS Manager’s Supervisory CIK, '02' for the Supervisory User's CIK, or '03' through '08' for the User CIKs. 

i. DTD Classification & Handling

(1) The DTD is unclassified CCI until:

(a) The DTD contains classified data on the host side (whether or not CIK is inserted), 2 

j. Or

(a) An associated CIK is inserted that can output classified (unencrypted) key from the DTD.

(2) When only (1) is true, DTD assumes classification of data.

(3) When only (2) is true, DTD assumes classification of key.

(4) When both (1) and (2) are true, the DTD assumes the higher classification.

(5) When the DTD contains key previously encrypted in a TrKEK (loaded into the DTD as encrypted key), and users are denied access to that TrKEK, DTD is UNCLAS CCI (whether or not CIK is inserted) or DTD assumes classification of host side data, whichever is higher.

(6) A classification tag must be attached to the DTD via the lanyard ring to indicate the handling required for the DTD when the CIK is not inserted.
k. CIK Classification & Handling

(1) The CIK is classified to the highest level of unencrypted key it can output from the DTD. The CIK will retain that classification until the key is zeroized from the DTD.

(2) A CIK that can output only encrypted key from the DTD is unclassified, providing the TrKEK used to pre-encrypt the key is inaccessible to users.

(3) A tag must be attached to the CIK (e.g., via chain) to identify the CIK's classification and serial number.

(4) If a CIK fails to work, check the update count. If the update count in the DTD is higher than on the CIK, it means an unauthorized copy of the CIK has been used in the DTD and the key should be considered compromised. See paragraph 26 (Reportable COMSEC Incidents).

l. TPI Requirements

(1) CIKs that allow output of unencrypted TOP SECRET key designated CRYPTO require TPI handling and storage.

(2) When authorized users will not be present, a TOP SECRETCIK must be removed from the DTD and returned to TPI storage. Otherwise, both the CIK and DTD must be continually safeguarded according to TPI rules.

m. _______________________                 

n. 2 The CIK does not control access to the data on the host side of the DTD. That data can be viewed without the CIK being inserted.

(1) When TPI storage is limited, and it is necessary to store more than one TOP SECRET CIK in a single TPI container, each CIK shall be individually sealed in its own envelope, the signatures of two individual(s) authorized access recorded along the seams, and the seams taped shut with cellophane tape. Additionally, the CIK's classification and serial number shall be recorded on the outside of each envelope.

(2) Exceptions to TPI Requirements:

(a) Mobile Users (e.g., USMC tactical units, Naval Special Warfare (SPECWAR) units, Naval Construction Battalion units, Explosive Ordnance Disposal (EOD) units, and Mobile Inshore Undersea Warfare Units (MIUWUs)) are exempt from TPI requirements only while operating in a tactical exercise or operational field environment.

(b) Aircraft: TPI is not required during the actual loading process in the aircraft, but TPI is required up to the flight line boundary (assuming DTD and TOP SECRET CIK are being hand-carried simultaneously).

o. NOTE: 
1. TOP SECRET CIK(s) placed in an Air Crew comm box locked with TPI-approved combination locks fulfills TPI requirements. Consequently, one aircrew member may transport the locked comm box up to the flight line boundary.

1. TOP SECRET CIK(s) may be stored onboard the aircraft in a single-lock container while the aircraft is in a flight status.

(2) Flag (e.g., FLTCINC) communicators operationally deployed away from their primary headquarters are exempt from TPI requirements.

p. DTD/CIK Clearance & Access Requirements

(1) A clearance is not required to externally view a CIK (Supervisory or User, classified or unclassified) or a DTD that contains no key or data. Neither is a clearance required to externally view an unkeyed DTD containing classified key designated CRYPTO or data.

(2) Unrestricted access to a DTD or to a CIK associated with a DTD containing the keying material requires a clearance equal to the level of handling required in paragraphs 8 and 9, respectively.

(3) Unrestricted access to a DTD keyed with a classified CIK or to a classified CIK also requires written access authorization per Chapter 5.

(4) Unrestricted access to Supervisory CIKs must be limited to those who are authorized to perform all of the privileges allowed by the Supervisory CIK.

q. Storage of Key in the DTD

(1) There is no limitation on the length of time that user key may be stored in the DTD. However, superseded key must be destroyed in accordance with paragraph 15 guidance.

(2) Key must not be stored on the DTD host side. Report any known violations of this rule in accordance with paragraph 26.

r. Issue and Receipt of Key in DTD

(1) Segments and/or entire editions of key of all classification levels may be issued in a DTD for further issue or use.

s. NOTE: 
When electronic key converted from key tape is loaded into the DTD, the key tape segments can be destroyed unless there is an operational requirement to retain them until superseded. If retained until superseded, they must be stored and accounted for in accordance with Article 275e.

(1) Operational requirements and logistical constraints will dictate how much key may be issued to users in a DTD. However, the amount issued must be kept to the minimum required to support operations so as to minimize the effects of a compromise. General guidelines for issue follow:

(a) Tactical units deploying in other than crisis/contingency situations should limit the number of segments loaded into the DTD to those required for the mission. Loading the DTD with key converted from keytape should be limited to those segments required while the unit is absent from COMSEC support. The exposed and/or prematurely extracted hard copy key segment(s) should be destroyed immediately after loading into the DTD, unless there is an operational requirement to retain them. If retained until superseded, they must be stored and accounted for in accordance with article 275e.

(2) Units deploying under real world crisis/contingency scenarios may download the current edition plus the minimum amount of keying material necessary for the crisis scenario, up to a maximum of 120 days keying material, into a DTD. Common FDs (i.e., KYK-13 and KYK-15) may not be used for this purpose. Requests for extensions in excess of 120 days must be forwarded to DCMS WASHINGTON DC//20// (information copy to DIRNSA FT GEORGE G MEADE MD//I412//).

(3) Recipients of key issued in a DTD from any source other than the LMD/KP will acknowledge receipt of the key by signing local custody documents. Minimum accounting information for the key will include:

(a) Short title(s) or designator(s)

(b) Classification

(c) Date of generation and/or loading

(d) Date of issue or transfer

(e) Identity of issuers and recipient(s),

(f) Controlling authority of key

(g) Effective period of key

(h) Serial numbers of DTD and associated CIK(s).

t. Local Inventory Requirements

(1) For Other Than Watch Station Environment:

(a) Supervisory and User CIKs must be inventoried whenever the account conducts fixed-cycle or combined inventories. The EKMS Manager or Supervisory User may direct more frequent inventories. The window display of each DTD will also be verified to ensure that all CIKs (Supervisory and User) associated with each key in the DTD are visually verified.

(b) The EKMS Manager (or Alternate) must inventory Supervisory CIKs. The EKMS Manager may delegate the responsibility for inventorying User CIKs to the Supervisory User.

(c) The results of local inventories are reportable to the EKMS Manager.

(2) For Watch Station Environment:

(a) The serial numbers of Supervisory CIKs, User CIKs, and DTDs will be visually verified whenever watch personnel change. The watch-to-watch inventory will serve as the record of inventory. There is no requirement to verify the presence of stored keys (using the DTD window display).

(b) The oncoming watch supervisor and a witness will inventory all Supervisory CIKs. The oncoming watch supervisor will designate appropriately cleared and authorized personnel to inventory User CIKs and DTDs.

(c) Inventory discrepancies will be reported immediately to the Supervisory User and the EKMS Manager (or Alternate).

u. Destruction of Key in DTD

(1) Emergency Supersession Guidance for EKMS Managers and DTD Users. Destroy/delete emergency superseded key as soon as possible and always within 12 hours of receipt of emergency supersession notification.3
(2) Routine Destruction Guidance for DTD Users.

(a) Regularly superseded key: Destroy/delete superseded key as soon as possible after the end of the crypto period and always within 12 hours after the end of the crypto period. The only authorized exceptions to this 12-hour destruction standard follow:

1. Users need not remove classified CIKs from secure storage for the sole purpose of performing routine destruction of superseded segments. Users may postpone destruction of superseded segments until the entire edition is superseded or until the next use of the DTD, whichever occurs first. If superseded segments are retained until the edition is superseded, they must be destroyed no later than 12 hours after the entire edition is superseded.

2. In the case of an extended holiday period (over 72 hours) or when special circumstances prevent compliance with the 12-hour standard (i.e., operational space not occupied), destruction may be postponed until the next duty day. In such cases, the material must be destroyed as soon as possible after reporting for duty.

3. Superseded keying material on board an aircraft is exempt from the 12-hour destruction standard. However, superseded keying material must be destroyed as soon as practicable upon completion of airborne operations.

(b) Irregularly superseded key whose supersession is promulgated by message: Destroy as soon as possible after receipt of supersession message and always within 12 hours of receipt.4
(c) Destroy on-the-air test key at the end of the testing period as determined by the test director.

v. 3 The only authorized exceptions to this 12-hour destruction standard are in paragraphs 15b(1)(b) and 15b(1)(c).

w. 4 The only authorized exceptions to this 12-hour destruction standard are in paragraphs 15b(1)(b) and 15b(1)(c).

(1) Routine Destruction Guidance for EKMS Managers.

(a) Regularly superseded key: EKMS Managers storing key in DTDs are authorized to postpone routine destruction of superseded segments until the entire edition is superseded, or until end of month destruction. If held until end of month destruction, destroy material no later than five working days after the end of the month in which the edition is superseded.5
(b) Irregularly superseded key whose supersession is promulgated by message: EKMS Managers may retain superseded key until end of month destruction. If held until end of month destruction, destroy material no later than five working days after the month in which supersession occurred.6
(2) Documentation Requirements. There is no requirement to document destruction of key in a DTD. DTD Audit trail reviews will serve to verify deletion/destruction of key. See paragraph 17 for audit trail review requirements.

x. Transportation Guidance
(1) Shipping the DTD

(a) The DTD must always be shipped separately from its associated CIK(s) once the CIK(s) are initialized, whether or not the DTD contains keying material or host side data.

(b) When the DTD contains no keying material and no classified host side data, transport using any of the means approved for UNCLAS CCI in article 135k.

(c) When the DTD contains only keying material (or keying material and unclassified host side data), and providing the corresponding CIK(s) are shipped separately, transport using any of the means approved for UNCLAS CCI in article 135k.

(d) When the DTD contains only classified host side data (or keying material and classified host side data), and providing the corresponding CIK(s) are shipped separately, transport using any of the means approved in article 130c for the classification level of host side data.

(2) Shipping the CIK
y. _____________________

z. 5 The only authorized exception to this destruction standard is in paragraph

aa. 15b(1)(b).

ab. 6 The only authorized exception to this destruction standard is in paragraph

ac. 15b(1)(b).

(a) The CIK must be shipped separately from its associated DTD, using any of the means approved in article 130 for keying material of its classification. (See paragraph 9 of this Annex for CIK classification guidance).

(2) Hand Carrying the DTD and CIK(s) 

(a) Personnel authorized unrestricted access to a DTD and its corresponding CIK may be authorized to hand carry the DTD and CIK, as necessary. The DTD and corresponding CIK must be appropriately packaged and protected separately from each other (e.g., in a separate container or on the local command courier's person). TPI handling of the CIK will be required as follows:

(b) When the same local command couriers will be simultaneously hand carrying the DTD and TOP SECRET CIK, 

(c) or

(d) When the local command couriers will be simultaneously hand carrying the DTD and CIK and the TrKEK used to pre-encrypt the TOP SECRET key (designated CRYPTO) in the DTD.

ad. Audit Trail Record Review Requirements:

(1) General. The DTD automatically records audit information on the actions performed by the DTD operators. Audit data can be reviewed in either the DTD itself, or by uploading and reviewing on a computer. The audit trail uploads must be done when the Audit Icon illuminates. At this point, the audit trail is at least 80 percent full. When the audit trail becomes full, the DTD will display an Audit Trail Full error message, and no further data can be written to the audit trail. Once the audit data has been properly reviewed, uploaded, the DTD audit trail must be reset.

(2) Who Should Review. The audit trail of each DTD storing keys must be reviewed by the Supervisory User (or other person designated by the local commander/officer-in-charge) using the Supervisory CIK. The audit trail reviewer should not be a primary user of the DTD, but should have enough knowledge of the authorized user(s) of that DTD and the keying material which the user handles to be able to detect anomalies in the audit trail.

ae. Example anomaly: 
DTD audit trail reflects a key issue at 0300 when DTD is maintained in a comms facility operated part-time (i.e., from 0800 to 1600).

(1) Frequency of Review. The audit trail must be reviewed at least once per month, although more frequent reviews are encouraged.

(2) Logging Reviews. The designated reviewer will keep a log of all audit trails reviewed and indicate the following: DTD serial number, date, whether or not any anomalies were detected and name of auditor. These logs will assist the reviewer in tracking any trends or changes in audit information and alert the reviewer to potential security problems. Any potential security problems must be investigated to determine cause.

(3) Classification of Audit Trail Records. DTD audit trail information in and of itself is unclassified, but is subject to AIS interface flow rules (i.e., whenever audit data is uploaded to a SECRET AIS (e.g., LMD/KP) and/or saved to removable media (e.g., a floppy disk) for later review by supervisory personnel, the data, and any removable media it may be stored on, must be classified SECRET.

(4) Retention of Audit Trail Records and Audit Review Logs.

(a) There is no requirement to retain audit trail records that have been reviewed and found free of anomalies. This applies to current audit trail data stored in the DTD and audit trail data uploaded to a computer and/or stored to disk.

(b) Audit review logs will be retained for at least two years.

af. DTD Interface Flows

(1) DTD as a common fill device: Interface flows involving key/key tag and application software flows are not subject to computer security (system-high) rules. These flows are trusted to occur at their actual intended classification level. The fill device application program provided with the DTD is unclassified. The audit trail records created by the fill device application program are also unclassified until uploaded to a computer and/or stored.

(2) DTD use with an Automated Information System (AIS) (e.g., LMD/KP): Interface flows between the DTD and AIS's are not subject to computer security (system-high) rules. This includes any User Application Software (UAS) and audit data either uploaded or downloaded from a classified computer (e.g., LMD). For example, if UAS is downloaded from a LMD (Secret-high AIS) to the host side of a DTD, the DTD will not be classified on the basis of that connection/interface flow. 

ag. DTD Zeroization & Sanitization

(1) When activated, the DTD's zeroization function will sanitize all data, destroy all stored key, and delete all CIKs from the DTD. (The zero function will not delete application software from the DTD, nor will it delete audit records from the DTD).

(2) Regardless of its handling requirement before zeroization, once the zeroization function is successfully completed, the DTD is UNCLASSIFIED CCI. The operator can only treat the DTD as zeroized if the display shows the "zeroization complete" message. If this message does not appear, a depleted battery may be the cause. Install a fresh battery and press the [ZERO] key the correct number of times to verify that the display message "zeroization complete" appears. If the message still does not appear, then it must be assumed that zeroization is not possible due to a malfunction. The battery must be removed from the DTD and the DTD must be protected according to its classification (see paragraph 8 for classification guidance) until it can be turned-in to a depot and repaired.

ah. NOTE: 
There is a selective delete function on the DTD Utility menu which may be used for maintaining the accountability of the key. This delete function will not sanitize the DTD or reduce handling requirements of the CIK.

ai. Supervisory User Responsibilities
(1) Create CIKs and ensure that the number of CIKs created are kept to the minimum required to satisfy local operational requirements.

(2) Ensure each CIK has a serial number to support its accountability in DTD audit trail records. The serial number will be created and assigned by the Supervisory User in strict accordance with paragraph 7c. When creating CIK serial numbers, the Supervisory User will ensure that the CIK serial number is unique from those for all other DTD CIKs associated with the AIS or LMD which reviews his/her DTD's audit trail.

(3) Establish procedures that ensure that an accurate determination can be made regarding which individual user(s) had access to a CIK at any given time.

(4) Re-initialize CIKs at least annually and whenever key compromises occur.

(5) Always store Supervisory CIKs separately from associated DTDs.

(6) Ensure DTDs are examined for breaches in housing at least weekly.

(7) If designated by local commander/officer-in-charge to be audit trail reviewer, review audit trail records as required by this document.

(8) Promptly delete CIKs from DTDs that are suspected of having been copied (i.e., when CIK update count check reveals disparity between update count on DTD and update count on the CIK) and review audit records to determine whether CIK was copied and what unauthorized actions, if any, were performed with the copied CIK. If review results confirm that CIK was copied, notify EKMS Manager immediately so that a COMSEC incident report may be prepared and forwarded as required by paragraph 26.

(9) Ensure a tag is attached to each CIK (e.g., via a chain) that minimally identifies the CIK's classification and serial number.

(10) Ensure that a tag is attached to each DTD, via the lanyard ring, that indicates the classification of the DTD when its associated CIK is not inserted. Example: If the DTD is storing classified information on the host side, the DTD will be classified even when its associated CIK is not inserted.

aj. Operator Responsibilities

(1) Whenever a CIK fails to work in its intended DTD, promptly notify the Supervisory User/EKMS Manager. He or she will check the update counts of the CIK and DTD to determine whether or not a review of audit trail records is required.

(2) Promptly notify the Supervisory User/EKMS Manager of any DTDs storing key and CIKs that are not tagged as described under Supervisory User Responsibilities.

(3) Examine DTDs for casing damage or cracks at least weekly.

(4) Be familiar with the handling and safeguarding requirements of this doctrine and report all violations of same to the Supervisory User/EKMS Manager.

ak. EKMS Manager Responsibilities for User Application Software

(1) Ensure that only NSA cryptographically signed application software is installed in the DTD.

(2) Maintain records of all UAS installed in each DTD charged to the account. These records will identify the DTD by serial number and the UAS installed in that DTD. In the event a DTD malfunctions, requiring turn-in to a CRF for replacement, these records will ensure that replacement DTDs (swap-out units) arrive with the required UAS installed.

al. Use of the DTD & STU-III/STE for Over-the-Air Key Distribution
(1) Use of the DTD and STU-III/STE is the preferred, authorized method for transferring key for limited duration operations. The DTD and STU-III/STE can be used to rekey units in the field who have telephone access as well as aircraft crews who may have landed at airports other than their own base. This can preclude carrying excessive amounts of paper material, especially if they plan an extensive number of days away from home base. An NSA-approved adaptor/connector must be used to connect the DTD to the STU-III/STE data port for purposes of passing key over STU-III/STE secured point-to-point circuits. Also see Chapter 11, article 465e.

am. OTAT of DTD TrKEK

(1) DTD TrKEK is generated by Electronic Key Management System (EKMS) KPs and is used to encrypt key transfers from a LMD/KP to a DTD. Most TrKEK is loaded into the DTDs of Local Elements (LE) by supporting (parent) LMD/KP accounts. This keying procedure requires the physical return of the DTD to the supporting LMD/KP.

(2) E-Fill software versions later than 409 (e.g., 410, 411, 5.4, etc.) obviate the need for the DTD to be physically returned to the LMD/KP for new TrKEK. These later versions are capable of supporting routine (non-emergency) OTAT of new or replacement DTD TrKEK between communicating DTDs.

(3) Users of E-Fill versions 410 and later will comply with these provisions when OTATing new or replacement DTD TrKEK:

(a) Sending LMD/KP must implement “E-Fill 410/411/5.4” protocol.

(b) Transmission must be secured by STU-III/STE. Routine (non-emergency) OTAT by other OTAT-capable equipment (e.g., KG-84, KI-7, etc.) is not authorized.

(c) Receiving site must have at least two DTDs that hold different TrKEKs. New TrKEKs for one DTD may be transferred via OTAT to the other DTD and vice versa.

(4) LMD/KPs that implement E-Fill 410/411/5.4 protocol may deliver TrKEKs via OTAT on circuits/nets that are secured by DTD TrKEKs or via point-to-point circuits and multi-station nets that are secured by STU-III or STE.

an. Emergency Protection
(1) Follow the provisions of Annex M for the emergency protection of the materials in this document. To destroy the DTD beyond reuse during emergencies (e.g., impending site overrun and capture), where the alternative is possible compromise of the DTD and the key or data it protects, zeroize the DTD and smash with fire ax, hammer, or other heavy object.

ao. Reportable COMSEC Incidents

(1) The following incidents are specific to the DTD and are intended to supplement those general COMSEC incidents and practices dangerous to security (PDS) identified in Chapters 9 and 10:

(a) Loss of a DTD or a CIK (reportable to the CONAUTH for the key).

(b) Unauthorized copying of a valid CIK 7
(c) Unauthorized access to a CIK or DTD.

(d) Storage of key on the host side of DTD.

(e) Loss of TEMPEST integrity because of failure to detect a breach in the DTD's housing.

(2) Follow reporting guidance in Chapter 9.

(3) Compromise Recovery Actions for Lost CIK/Lost DTD.
(a) If a CIK is lost, promptly delete the lost CIK from its associated DTD and report the loss in accordance with Chapter 9. In the report of loss, describe the degree of protection afforded the DTD when the CIK was first discovered missing. If the DTD was not in the protective custody of authorized user(s) when the CIK was lost, all key and host side data must be considered compromised.
(b) If a DTD is lost, promptly zeroize/destroy its associated CIK(s) and report the loss in accordance with Chapter 9. In the report of loss, describe the degree of protection afforded all associated CIKs when the DTD was first discovered missing. If the DTD's associated CIK(s) were not lost/compromised, but remained under the protection required for their classification (e.g., TPI), the user key and TrKEK, which were stored in the lost, or compromised DTD need not be superseded. Any classified host side data stored in the lost or compromised DTD must be considered compromised.

ap. ____________________

aq. 7 Compromise of key as a result of an adversary gaining unaccompanied access to and surreptitiously copying a valid CIK, which can be later used in the associated DTD before the original CIK is used.

ar. DTD Repair & Maintenance

(1) Only limited maintenance may be performed on the DTD by users or other authorized personnel. Limited maintenance, as it applies to the DTD, is defined as hinge cover, keypad, and battery replacement. Personnel replacing these parts are not required to be Qualified Maintenance Technicians.

Definitions Unique to DTD Safeguarding & Handling Policy

Audit Trail Records - Chronological record of system activities to enable the reconstruction and examination of the sequence of events and/or changes in an event.

Classified CIK - A CIK that can be used to output classified (unencrypted) key designated CRYPTO from a DTD.

Crypto Ignition Key (CIK) - The information contained in a key storage device (KSD) that is used to electrically lock and unlock the secure mode of crypto equipment. When the KSD containing a CIK is inserted in the DTD and the DTD is powered on, the cryptographic capabilities of the DTD are unlocked to allow for the input/output and handling of key and other information. There are two types of DTD CIKs: User CIKs and Supervisory CIKs.8
Data Transfer Device (DTD or AN/CYZ-10) - The DTD provides cryptographic security for the storage and transfer of all types of key, and protective storage for related data (e.g., key tags and audit data) and other data depending on the application software in the DTD.

Host Side (with regard to DTD) - Part of the DTD that performs no cryptographic function. The Host Side is used to store and execute application software and store unencrypted data.

Initialized CIK - A CIK that has gone through the randomization process and is now associated with a particular DTD to allow access to that DTD. It has a specific SKEK associated with that CIK, and will only allow specified access to classified key loaded by that CIK.

Interface Flows - The DTD can interface with other equipment for four different purposes: transmit or receive key, receive software, transmit audit records, and transmit or receive host-side data. Each of these is called an "interface flow."

Keyed DTD - DTD, which may or may not contain user key and/or Transfer Key Encryption Key (TrKEK) and has its associated CIK inserted. Also see Unkeyed DTD.

8 In addition to controlling access based on supervisory versus operator privileges, the DTD's CIKs can also be used to control access to key stored in the DTD's key storage database. The DTD's key storage database can be segregated, with access to the key granted only to users with associated CIKs.

Storage Key Encryption Key (SKEK)- 9 Key used internally by the DTD to encrypt keys stored in the DTD's key storage database. Where the DTD's key storage database is compartmented, there is a unique SKEK per compartment. The SKEK generated in the DTD has a one-year crypto period.

Supervisory CIK - Has all the privileges of the User CIK and, in addition, allows the Supervisory User to perform utility functions such as loading application software and uploading and reviewing audit trails. Also see User CIK.

Supervisory User - Individual designated by CO/OIC to create CIKs, assign serial numbers to them, and to fulfill additional responsibilities for their handling and safeguarding (see paragraph 21). The Supervisory User and EKMS Manager/Local Element (Issuing) may be one and the same.

Tactical Key - Traffic encryption key (TEK), key encryption key (KEK), or transmission security key (TSK) intended to secure information or data that is perishable, has low intelligence value (i.e., low national or international sensitivity), and is classified no higher than Secret.

Transfer Key Encryption Key (TrKEK) - Key used in the DTD to decrypt previously encrypted user key (loaded into the DTD as encrypted key) to enable the DTD to output user key in unencrypted form.

Unkeyed DTD - DTD, which may or may not contain user key and/or TrKEK and does not have its associated CIK inserted. Also see Keyed DTD.

User CIK - Allows the DTD operator to perform all the basic key handling and distribution functions of the DTD. Also see Supervisory CIK.

User Key - Key which has been loaded into the DTD for storage and subsequent transfer to other cryptographic devices, equipment, or systems.

9 Also known as Local Key Encryption Key (LKEK).
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