




2000





S-6


14 Oct 99

MEMORANDUM

From:  Maj D. E. Mason, 7th Marines S-6

To:
Enhanced Position Location Reporting System Project Officer, MARCORSYSCOM


Data Automated Communications Terminal Project Officer, MARCORSYSCOM


Unit Operations Center Project Officer, MARCORSYSCOM


Tactical Data Network Project Officer, MARCORSYSCOM


MSBL Project Officer, MARCORSYSCOM

Subj:    AFTER ACTION REPORT ON 7TH MARINES SUMMER 1999 NEW EQUIPMENT        

  

LIMITED USER EVALUATIONS

1. From June -August 1999 7th Marines and other 1st MarDiv units at 29 Palms conducted a series of Limited User Evaluations (LUEs) utilizing prototypes of soon to be fielded communications equipment. This new equipment included the Enhanced Position Location Reporting System (EPLRS), the Data Automated Communications Terminal (DACT), Tactical Data Network (TDN), the Combat Operations Center (COC) prototype of the Unit Operations Center (UOC) program, and by association,  the Command and Control Personal Computer (C2PC) software resident on the intelligence Operations Workstation (IOW). Following 4 LUEs, the Marine Corps Operational Test and Evaluation Activity (MCOTEA), using 7th Marines as the testing unit, executed an Operational Assessment (OA) on EPLRS, DACT, and the COC.

2. Participation in the LUEs included HQCo 7th Marines, 1st Bn 7th Marines, 2nd Bn 7th Marines, 3rd Bn 11th Marines, 1st Tank Bn, and 3d LAR Bn. All of the listed units received some level of training, and were involved in the construction of an EPLRS network using TDN prototypes and IOWs. 2nd Bn 7th Marines and 3rd Bn 11th Marines received the bulk of the DACT training, but due to operational commitments, only 2nd Bn 7th Marines used the DACTs in an LUE. HQCo 7th Marines and 3d LAR Bn each received a COC prototype. Of the participants, HQCo 7th Marines, 2nd Bn 7th Marines and 3d LAR Bn were the most engaged throughout the Summer. The formal OA involved only HQCo 7th Marines and 2nd Bn 7th Marines.

3. The following comments represent a compilation of both my observations as the regimental S-6 and comments made by subordinate units and the regimental staff. The comments are organized by program, with the initial observations including an executive summary and a discussion of overall system integration across these programs.

4. Executive Summary.  Each system generally performed within the performance specifications outlined in their respective Operational Requirements Documents. Taken as a whole, however, it is clear that the programs were not designed to work as an integrated system. If the eventual goal is to automate infantry battalion and regiment COC and FSCC functions, and to provide data communications to infantry battalions, systems must exhibit greater flexibility (the ability to transition from manpack to heli-borne to mechanized), and survivability (the ability to withstand power outages, the environment, and hostile fire). Until technology will support the kind of equipment required at the infantry battalion level, data communications will at best be “as required”  circuitry based on the time and support available for installation. At worst, premature attempts to push data to infantry battalions will result in decreased warfighting ability as battalion staffs attempt to maintain two systems – a manual system to fight with, and an automated system to feed the mouths of higher headquarters. Finally, the Marine Corps needs to take a serious look at the suitability of the Command and Control (C2) PC software, which should be the “glue” which binds the disparate systems together. In actuality, C2PC appears to be the cause of many network problems.

5.  EPLRS.



a.  EPLRS performs as advertised, and is an acceptable gapfiller data radio for the Marine Corps (I assume the gap is until some form of the JTR is developed and fielded). EPLRS benefits from the residual PLRS knowledge retained by most officers above the rank of Captain, and most SNCOs. The physical configuration, including the radio, manpack antenna and URO are very PLRS-like in appearance, and the EPLRS URO commands are recognizable to former PLRS users.



b. For stationary units, the MRC-142 multi-channel (MUX) vehicle is superior to EPLRS as a data radio for use between regiments and battalions. The data rate is higher, and the link can also be used for tactical phones (digital trunk groups or DTGs). EPLRS advantages are that the radio is mobile (for manpack, vehicle, and relay requirements), it can double as a PLI source, multiple links can be installed using only one radio set, and there appears to be no impact on the using unit T/O. The ability of EPLRs to operate on the move will become extremely valuable when the COC program provides the ability to maintain TDBM and Microsoft Exchange functionality in a moving HMMWV shelter, and when the production EPLRS is fielded with its ability to self route for one host (prototype radios used for the LUEs required a router between the radio and a host). Additionally, sniffers placed in the EPLRS network during the LUEs suggest that current data requirements between regiment and battalion rarely exceed 7.2 Kbs (a requirement which will surely grow as units come to rely on the data pipe), which means the EPLRS/C2PC data rate is probably acceptable. That having been said, there would be great advantages to having both EPLRS and MRC-142s at the infantry regiment, if for nothing else than for building alternate data paths, and the ability to push DTGs to the infantry battalions. The regimental requirement for MUX did not go away when MRC-135s (which infantry regiments had) were replaced by MRC-142s (which infantry regiments did not get). Some serious thought should be given to redistributing MRC-142s (from Comm Bns?) to infantry regiments, with appropriate reallocation of operators and maintainers.


c. 2537s and 2531s (Radio Chiefs and radio operators respectively) generally felt that EPLRS was easy to employ if they were given a detailed system diagram, and if each radio went to the field with a small data card which included the radio set (RS) ID, needline numbers, other ancillary information such as whether a high speed wire-line adapter was being used, and a cheat-sheet on the URO messages that the operator would need to send. The EPLRS Operators Pocket Manual is essential even after the operators have been trained. Once the radio's needlines were established (a five minute task), very little manual intervention was necessary to keep the circuit operational, meaning that the inclusion of EPLRS in an operation does not negatively impact the installation of more critical single channel radio circuits, and that the existing T/O was sufficient to support EPLRS employment. The use of the data card is an invaluable SOP. Some thought should be given to a white dataplate permanently affixed to the radio so that the data card is more survivable than the current 3X5 cards.


d. With most T/E communications systems at the regiment and battalion (radio and wire), the S-6 or S-6 chief can provide broad guidance to the section chiefs and allow them to develop an initial employment plan. EPLRS planning is not particularly easy, and for the near future, will most likely require the 0602 communications/information systems officer or 2591 comm chief to conduct required planning. Once the EPLRS architecture is determined, detailed planning must be done on the IP layer and router configurations. 0602s with a 2502 background probably will not initially have the knowledge level to build an IP layer or configure routers. For that matter, the school-trained 0602s also did not have enough knowledge about subjects like subnet masking to develop an IP layer for the network. The result (as will also be seen with TDN and C2PC) is that the 3 or 4 smart 4066s that reside in a unit (and who can create an   IP layer and configure a router after minimal training) become combat essential personnel who cannot easily be replaced without significant training overhead. EPLRS planning becomes easier once unit SOPs are developed - it will quickly be possible at the regimental level to have architectures in place for one battalion, two battalion, or three battalion operations that can be kept on the shelf and dusted off as necessary. Importantly, each infantry regiment will have to include provisions in their architecture for the attachment and detachment of separate Bns, whether in part or whole. For example, 7th Marines must include room in its architecture for 1st Tanks and 3d LAR; if during a Division sized operation 1st Tanks moves out of the 7th Marines network area, or gets chopped in DS of another regiment, that regiment must have pre-planned for the addition of a Tank Bn - EPLRS networks are not amenable to changing "on the fly." Again this issue will be mitigated by SOPs developed over time, but will initially be a planning burden to Division G-6s and Regimental S-6s. Ideally, the final Marine Corps data radio solution needs to be able to plan for itself, i.e. a radio finds its most reliable path(s), and builds its own links at the highest possible data rate.


e. The current EPLRS distribution, coupled with the current EPLRS data rate and needline type limitations imposed by C2PC, may be problematic. Infantry battalions will probably find applications (both data and PLI) for EPLRS from the Bn COC to each rifle company, 81s plt (split section ops), 2 CAAT teams, and the Bn CO's MRC-145. An infantry battalion would also need needlines to the regimental main, the regimental Tac, and its Bn rear (log train). The EPLRS architecture would also benefit from having needline(s) established through adjacent units as alternate comm paths, and the Bn needs to be prepared to relay any of the links that lose line of sight connectivity.  The end result is that an infantry battalion could need as many as 14 radios. C2PC limits EPLRS to High Data Rate (HDR) Duplex point to point needlines, with a maximum data rate of 14.4 Kbs. A single radio can only support one 14.4 Kbs HDR duplex needline and still stay active on the control net, which is necessary for PLI. It is probably realistic that links within a Bn can use 7.2 Kbs needlines, but links to regiment would probably require 14.4 Kbs. Increasing radio density isn't the only answer, another option would be to discontinue use of C2PC in order to facilitate the use of other (potentially very useful) needline types offered by EPLRS. C2PC will be discussed further in paragraph 7. Additionally, the 14.4 Kbs EPLRS needline will not support large file transfer as Microsoft Outlook E-mail attachments. This is not an EPLRS problem, but rather a Microsoft Exchange problem generated by the data overhead needed to transmit files as E-mail attachments. Web pages and FTP proved to be entirely acceptable for data transfer, but FMF units should be warned about E-mail limitations.


f. The EPLRS fielding date is problematic for 1st Marine Division. In order to be properly used, EPLRS requires the functionality found in the soon to be fielded TDN (router, server, hub). EPLRS is due to be fielded to I MEF in April-May of 2000, but TDN will not be fielded until September of 2000. There is the potential that the new equipment training associated with EPLRS will stagnate in the minds of the users prior to TDN being fielded. Division units can get around the server and hub problems by reconfiguring an IOW to be a server at the unit level. Routers, however, may be difficult to source.


g. Probably the single greatest reason that PLRS has languished in the FMF has been the crushing fiscal burden of providing disposable BA-5590s to use the radios in the manpack mode. This problem will resurface with EPLRS. While regimental and Bn COC links can utilize the alternate mobile electric power (MEP) sources normally found at the COC, infantry companies will require disposable batteries. This problem will not be so acute at 29 Palms where most training is conducted in a motorized or mechanized environment, but Camp Pendleton, Camp Lejeune and Okinawa units will feel the pinch. BB-390 rechargeable batteries have been touted as a solution to the BA-5590 problem, but as currently used, they are only a partial solution. BB-390s must initially be purchased by the using unit at over $300 a piece. Once they are purchased, the logistics of charging and distributing batteries quickly overwhelms infantry units, most of which have limited transport and MEP. One solution would be for MARCORSYSCOM to put real money against the problem through the POM process, and to give FSSGs large quantities of rechargeable batteries and chargers. If this were done, batteries could be treated more like chow, water, and ammunition, and could be pushed to resupply points with other classes of supply. Such a solution would admittedly have a negative impact on FSSG lift capability, and would not do any favors to the emerging OMFTS logistics concepts. One other problem with rechargeable batteries is that if they are used successfully, there will be less hits on the supply system, and less stockage at supply points, and potentially less batteries on MPF shipping (once I&L sees the lower usage rate data). This data will be extremely misleading, as disposable batteries will be subject to prolific use in a contingency.


h. Existing PLRS Basic User Units (BUUs) are fully compatible with EPLRS and EPLRS networks. This means that although PLRS BUUs do not have the data capability of EPLRS, they can still be used as PLI devices, and will automatically input tracks into the TCO track database manager (TDBM) (although it should be noted that PLRS BUU battery consumption will continue to inhibit use). Unfortunately, the PLS segment in MSBL 1.0.1 that enabled PLRS and EPLRS tracks to port directly into the TDBM is no longer present in MSBL 1.1. Thus, until DACT or a similar capability is fielded, all friendly tracks will have to be manually entered into the TDBM. The PLS segment was removed because it was not Y2K compliant, and it has not been put back into MSBL because no one has put money against it. The PLRS GPS interface unit (GPSIU) is a great piece of gear, and greatly simplifies the establishment of a reference community for PLI purposes. I would recommend that each infantry regiment HQCo be fielded with 5 GPSIUs, and that each infantry battalion be fielded with at least 9 GPSIUs.


i. EPLRS needs an antenna elevator group that will allowed remoted antennas to be properly installed. Currently, remoted antennas have to be taped to camouflage net poles or OE-254 masts. HQCo infantry regiment and each infantry battalion need 6 to 10 of these antenna elevator kits. The high speed wire line adapter used for remoting has been a point of failure in EPLRS operations. The WLA is fragile, requires power at the remoted termination, and sometimes failed after it had been successfully installed and operated for some period of time. 


j. Example EPLRS planning tabs for Annex Ks should be inserted into the next edition of MCWP 6-22.


k. Constrained by existing field facilities and capabilities at the infantry regiment and infantry battalion (until some type of UOC capability is fielded), EPLRS and associated data networks are not going to be continuous circuits. Rather, installation of  the data network is going to be a continuing action based on the estimated time a COC will be in a location, and the ability of communicators to IOM existing S/C radio assets (which are continuous circuits). Several of the MCOTEA questionnaires during the OA attempted to discern what portions of the EPLRS data network were "critical" for command and control. In point of fact, nothing associated with data at the infantry regiment and battalion is currently "critical," and this will remain the case until TDN and a COC operating facility are fielded, AND until the Marine Corps is able to replace (vice simply repackage) existing manual maps and systems.

6.  Combat Operations Center Operating Facility (UOC program).


a. The COC prototype consisting of a H-HMMWV mounted shelter with associated tentage, power, environmental control, data distribution, intercom, and displays is a 70% solution to the  problems which led to the birth of the program in the first place. The shelter is a walking pre-planned product improvement, and could be immediately used by most units in most environments. Accordingly, I would highly recommend that the prototypes be kept (assembled) in some capacity where they can continue to provide valuable input to the project office. The concern is that the Marine Corps will spend valuable time trying to marginally improve on a 70% solution, when some type of relief is needed now.


b. The program should discard the notion that staff officers will ride in the COC shelter. In order to fit the required number of staff officers, the shelter would have to be mounted on the back of a 5 ton. If the UOC program wants to delve into data and voice communications on the move, it should do so in two ways: providing input to any LVTC-7 upgrades and the AAAV program, and by experimenting with wireless LAN and intercom systems that can be used to connect staff officers riding in HMMWV convoys. The idea should resemble the physical appearance of police cars, with a palmtop computer mounted on a flexible arm in the HMMWV passenger compartment. The palmtops would be connected via wireless LAN over the length of the convoy (1000 meters?), and also connected via wireless LAN with the server in the COC shelter. Staff officers could view the same tactical picture across vehicles, and could talk to each other over a short range wireless intercom. This arrangement capitalizes on current SOPs, and could reasonably be expanded to cover footmobile operations assuming router and server technology eventually becomes miniaturized.


c. If the current shelter and rack mount prototype ends up being part of the UOC solution, some thought should be given to allowing using units some flexibility in managing rack mounted components. During the LUEs, for example, I felt there was some applicability to adding an SB-3865 unit level circuit switch to the COC shelter.


d. Both doctrine and reality tell us that infantry units displace their COCs by echelon. MCWP 6-22 identifies 3 command echelons: the Tactical, Main and Rear. FMF infantry units may use different names (forward, alpha, bravo, log trains, combat trains, etc.), but three echelons is very much standard. The COC program should consider the requirements of all 3 echelons at infantry battalions and regiments. It is entirely possible, for instance, that the terrain and enemy situation would dictate that the only workable site for a H-HMMWV shelter would be in a units Rear echelon, and that limited data connectivity for the Tactical and Main echelons would flow through the Rear.


e. The Marine Corps should not underestimate the importance of tentage to a COC. Tentage drives setup and displacement times, and impacts overall habitability and information flow within the COC. During the LUEs, the DRASH tent was clearly superior to its competitors, although this does not appear to be a permanent lead. For the near future, tentage should have a frame which will support the mapboards and status boards inherent in manual C2 systems.


f. The COC program needs to ensure that scaleability between Divisions, Regiments and Battalions is not a function of the quantity of H-HMMWV shelters. Instead, the program will need to build shelters with different capabilities for different levels of command. 


g. The main drawback of the COC prototype was its lack of flexibility. Infantry battalions need to be able to transition from a footmobile manpack configuration, to a heliborne configuration, to a mechanized configuration, and to a HMMWV configuration. During an amphibious operation, for example, the command element routinely flies in aboard helos, transitions to a footmobile manpack configuration, and then links up with amtracs or HMMWVs. The warfighting necessity of pre-boating trigger pullers almost ensures that the command element will constantly shift its configuration.


h. Existing T/E radio and wire communications assets need to come under UOC umbrella. As has previously been mentioned, the only current “critical” circuits at infantry battalions and regiments are single channel voice circuits. The quick setup and teardown times associated with prototype UOC tentage often means that the radio and wire systems, starting at the antenna farm and working down to the COC, are the time consuming elements for COC installation. Almost every infantry unit has been driven to the “war-wagon” concept, where one or two HMMWVs are locally configured to serve as antenna farm radio vehicles (It should be noted that the war wagon concept has been driven more by disposable battery costs than by good tactics or employment concepts). In incorporating existing T/E communications assets into the program, replacing the locally devised war-wagons with a reliable and standardized solution should be a priority. Infantry units do no need HMMWV shelters on antenna farms, but pre-fabricated boxes that house radios and that can be rapidly shifted between vehicles might be a solution. Since infantry units rarely radiate radio frequencies from their COCs, the whole remoting concept would also be a candidate for inclusion into the program. Combining a remoting system with a voice intercom system might have some serious benefits.


i. The COC program needs some formal links with the LVTC-7, LAV-C and AAAVC programs.


j. With the increasing power requirements of data communications, some serious thought needs to be put into upgrading the MEP assets available to infantry battalions and regiments, and to adding   generator mechanics and operators to unit T/Os. The DRASH trailer provided by the prototype (which included a single trailer with MEP and ECU) is a great concept.


k. The COC program will cause an increase in camouflage net requirements.


l. The UOC program is the first formal attempt to tie together disparate C4I acquisition programs into a coherent product for Division units. The fielded product will provide infrastructure (power, environmental control, housing, etc.) for the multitude of emerging tactical data systems. The act of fielding COCs and Tactical data systems, however, is no guarantee that data systems and data communications will be used, or even that they are suitable for use. The Marine Corps must be able to both replace and improve upon the manual C2 systems currently in use by infantry units before they will become fully viable warfighting tools. I submit that the current systems intrinsically tied to the UOC program neither improve or replace manual systems. Replacement: until the Marine Corps can field electronics that are as reliable as paper maps and status boards, units will be forced to maintain two systems - the electronic system to keep higher headquarters satisfied, and a manual paper system for warfighting. Power outages, software lock-ups, and relatively delicate equipment in a warfighting environment can all have deadly consequences. For instance, infantry battalions need an electronic mapboard that still looks like a mapboard (to include plotted positions and control measures), even if it loses power. The mapboard needs to be durable, and needs to be able to take a round or shrapnel and still operate. Until technology can provide this mapboard, infantry battalions will continue to use a manual system. A C2PC display which contains unit positions, control measures, and embedded documents describing areas of interest and decision points, all operating on COTS monitors and laptops, and reliant on generated power, is not a prudent or viable means to command and control a battalion or regiment.

7.   Data Automated Communications Terminal (DACT).


a. There is definitely a need to replace the 70s technology Digital Communications Terminal (DCT) currently in use by the FMF. What is most urgently needed is a messaging device for artillery and 81mm mortar Forward Observers, Forward Air Controllers and Tactical Air Control Parties, reconnaissance and STA teams. This device should allow users to call for fire, to send 9 line briefs directly into cockpits, and to allow for burst transmission of pre-formatted and free text reporting messages. What IS NOT urgently needed is an electronic Common Tactical Picture for infantry company and platoon commanders. The current DACT can be this device only if something is done about C2PC.  


b. There is nothing special about the Tadiran box which constitutes the DACT prototype hardware. There IS something special about the Tadiran modem, and the embedded GPS receiver. The Marine Corps would probably not be off-base in putting the modem and GPS technology into cards which could be hosted by any commercial palm-top, and putting DACT into the Marine Corps Common Hardware Suite 5 year refresh plan. The idea would be to buy something now that had the modem and GPS, and that supported messaging, while we continue to work on C2 software shortcomings.


c. There is currently no real data requirement at the infantry platoon level, and at best only an emerging requirement at the company level. With good C2 software, DACT could be a good PLI mouthfeeder (both friendly and enemy) at the company level, and with Combined Anti Armor Teams. DACT will not be used on the move while footmobile by infantry company and platoon commanders, but should be designed for access during halts. Such a design will have to put special emphasis on cabling, cable labeling, how the cables attach to the DACT, and the space constraints of a field pack. The DACT can easily be used on the move in vehicles, and will come into its own in this capacity when the production EPLRS is fielded with the capability to self-route for one host.


d. Infantry units cannot afford the disposable battery costs associated the prototype DACT.


e. The Marine Corps needs a bridge between the SINCGARS DACT network and the EPLRS data network. The lack of such a bridge is a showstopper for current concepts of employment.


f. There is great potential in using the DACT at infantry battalion and regiment COCs in concert with a short range (1000m) wireless LAN (see the UOC section for more).

8.   Tactical Data Network (TDN).


a. 7th Marines had 6 "TDNs" for the LUEs - 4 large green transit case TDN prototypes provided by the TDN project office (and capable of operating while transit case mounted), and 2 smaller "flyaway" TDNs provided by the EPLRS project office (router, laptop server and hub with a transit case for transport only). Of the two variants, the smaller "flyaway" TDNs were generally better received by infantry battalions due to its lesser size and weight, although 2/7 preferred the TDN project office prototypes. The large green transit cases, while offering good protection for the equipment, are probably too large for infantry battalions. They are generally constrained to HMMWV platforms (as opposed to LVTC-7s), and take up more space in the COC.


b. Router configuration is the most difficult part of data communications at the infantry battalion. This difficulty is probably due to the fact that infantry battalions have never had routers, and their 4066s have no training or experience in configuration. This problem will be mitigated by standardized router configurations once a unit develops a standardized EPLRS architecture, which means routers will not necessarily have to be reconfigured for each field exercise. Nevertheless, TDN fielding will probably result in initial large-scale dissatisfaction from the FMF due to the difficulties of configuring routers.


c. 7th Marines had some difficulty in building Microsoft Exchange servers and in building web pages for data transfer. One recurring after action comment was that each TDN needed the full complement of original CD-ROM  software at all times. This applies to all applications, especially C2PC. Exchange and web problems were generally the result of training deficiencies, and by the end of the LUEs 7th Marines had 2 or 3 individuals who could perform all required server builds.


d. 7th Marines basically asked for 3 services from the data network - unit track transfer using C2PC and EPLRS, data transfer using a regimental web site, and text-only E-Mail. I don't see these functions changing greatly in the near future.


e. The emerging power requirements for infantry battalions are an issue, but the issue is not as large as many have advertised. Infantry battalions have used T/E generators since Vietnam, including Desert Storm. The main reasons battalions do not take their T/E MEP to the field are: (a) Most exercises are 3 to 5 days in duration, and they can get by without generators, and (b) They have not, until the advent of EPLRS and the IOW, had end items which require power during these 3 to 5 day exercises. When an infantry battalion deploys to the field for an extended period of time, and they take all of their personnel with them (CONAD, S-1, etc.), they need and use their MEP. Most of the current problems stem from a lack of generator operator and maintainer MOSs in infantry regiments, as well as a general lack of knowledge of basic electronics, maintenance (e.g. using engineer record jackets) and combustible engines. This is not to say that the 2 MEP-16Bs that infantry battalions currently rate are sufficient or optimal. Although MEP issues apply to all the programs looked at during the LUEs, and the UOC program is designed to fix some existing problems, the issues will be felt primarily by the TDN program. SYSCOM and MCCDC need to look hard at increasing the MEP T/E at infantry battalions and regiments (2 MEP-16Bs and 2 MEP-803s would be sufficient for a battalion, and 4 MEP-16Bs and 4 MEP-803s would be sufficient for a regiment), as well as providing T/O operators and maintainers.


f. The TDN program needs to ensure it is providing routers with sufficient serial ports for current and planned applications.


g. If and when the full complement of tactical data systems and platforms are fielded to infantry units, it is painfully obvious that each infantry battalion and regiment will require a class C SIPRNET address. There is some breathing space to make the necessary preparations before this requirement fully emerges, but if it is ignored it will be a show-stopper.


h. All programs, but especially TDN and DACT, need to take more care in how required cables are fielded to he FMF. Not only must the cable itself be labeled, but each end of the cable should be labeled according to where on what device it should plug into. This level of detail offends the knowledgeable MOS experts who design the system, but it is a requirement for fleet units with junior Marines and high personnel turnover.


g. Infantry regiments and battalions require redundancy in equipment. This redundancy allows for operations to continue in the face of combat equipment casualties, and it also allows for unit displacement by echelons. If the Marine Corps seriously plans to implement data circuits to infantry battalions, Systems Command will have to provide more than one TDN to each unit. MCWP 6-22 tells me that there are three doctrinal command echelons at Divisions, Regiments and Battalions, yet requirements and acquisition agencies routinely ignore two of the echelons.


h. The bottom line is that TDN works as advertised, but until: it is made smaller, MEP problems are overcome, redundancy is achieved, and some level of manpack mobility is achieved, TDN and data communications will not become a staple of infantry battalion operations (although they will work fine at infantry regiments). In my opinion, the infantry TDN requirement needs to be a mobile (read manpackable), self-configuring, multiple power source capable system (or these capabilities need to be built into the radio). Although it will not be used while moving in a man-pack configuration, it needs to be available during halts and in laager sites. Infantry battalions will not become reliant on equipment that can’t follow them on the battlefield.

9.  Command and Control PC (C2PC).


a. C2PC is not an intuitive software application. Most savvy software users can fire up a Windows application and, without prior training, acquaint themselves with the software within a few hours (think of MS Outlook, or Lotus 1-2-3).  Such is not the case with C2PC. I would challenge any untrained C2PC user to bring up a 29 Palms map in any amount of time, let alone several hours. C2PC is also not user friendly, starting with system install. The application itself is a disk space hog, and failure to load settings (or version for that matter) properly means either a reload, or at least a re-boot. Too much configuration is required at the user level. Why is the Marine Corps out front on a piece of C2 software? I recognize the JMCIS roots of C2PC, but what are the Army and Air Force doing? 


b. C2PC seems to be the biggest impediment to getting a working DACT. As was discussed in the EPLRS section, it is also the biggest impediment to using the full capabilities provided by EPLRS. Not only is there transmission overhead associated with using C2PC on a data network, but from the ground floor the software seems to have been designed to run over an Ethernet LAN, vice radio.


c. There is a popular myth in the Marine Corps that C2PC lives on every CO’s, S-3’s and S-2’s desk in the FMF, and that the software is routinely used for planning. Nothing could be further from the truth. Although I have seen good emphasis put on C2PC employment in the past few months, the truth is that C2PC knowledge is limited to one or two clerks in each staff section. This is not to say that C2PC cannot become the planning tool it was designed to be, but this is to say that there is a huge training curve that must be dealt with. Anyone who thinks that IOW resulted in a C2PC trained FMF is mistaken. 7th Marines and subordinate units received almost 6 weeks of C2PC training during the course of the LUEs, and we are still left with no more than a handful of well trained operators with highly perishable knowledge.


d. The LUEs highlighted some interesting coordination problems with a CTP. For instance, who has the authority to input and delete enemy tracks? If infantry companies from different battalions report the same enemy, but with slightly different descriptions and locations, what mechanisms are in place to ensure that the reports are deconflicted and the real enemy situation is plotted (vice each infantry battalion S-2 plotting the enemy reports, and the resultant CTP beaming instantaneously to every user showing more enemy than actually exists). Similarly, who has authority to delete enemy plots by careful application of BDA?


e. The LUEs also suggested that some aspects of an automated system are detrimental to situational awareness. In the past, when an S-2 clerk received a report of 2 enemy BMPs at a certain grid, certain conscious and unconscious correlation took place. A mental picture of a BMP would appear, and possibly some unconscious mental triggers on what enemy formations and units doctrinally employ BMPs would trip. The clerk also had the ability to think back to other reports of BMPs that same day, and possibly one report of BMPs could fill in the critical missing piece of enemy intentions. Further, when the clerk went to plot the reported position on a map, if the grid provided was obviously wrong (in a lake, on a cliff, or off the map), he would know to slightly shift the location, or contact the originator for clarification. In an automated system, when enemy symbols just show up on the screen, some critical human interaction may not happen. In one actual instance, the CTP was showing a reliable and complete friendly and enemy situation for a long period of time. S-3s and S-2s were actually gravitating to the CTP to fight the battle. At some point, the TDBM stopped updating the picture, but since the display still looked good, and operations had started to slow down, the system failure was not noted for 15-30 minutes.

10.  MAGTF C4I at the Infantry Regiment and Battalion.  Infantry regiments and battalions have traditionally been the home of single channel radio, paper maps, and manual COC systems (status boards, etc). Current attempts to field the Common Tactical Picture (CTP), implement data communications and data transfer, develop automated COC systems,  install large screen displays, and generate PLI down to the platoon level are not supported by current technology. Infantry battalions, and to a lesser extent infantry regiments, need a C4I system that is:


a. Flexible and Mobile: A C4I system must be able to transition from manpack, to heliborne, to HMMWVs, and to mechanized vehicles. As currently envisioned, we will be able to support data and CTP in a HMMWV configuration, and potentially in a mechanized configuration, but little else. The greatest impediment to flexibility is the requirement for a manpackable configuration. Until infantry battalions can carry data communications and the CTP on their back, with reliable bandwidth, they will be unable to become reliant on the capabilities provided. An EPLRS radio with a DACT is only a partial solution.


b. Scaleable: On-hand equipment must be able to support all three doctrinal command echelons at the regiment and battalion (Tactical, Main, Rear: MCWP 6-22 Nov 98), infantry companies, CAAT teams, mortar platoons, FAC teams, TACPs, and FOs. The system needs to be able to support these entities simultaneously, or in part. Proposed acquisition objectives for EPLRS may not support, and AOs for TDN definately do not support, scaleability.


c. Rugged and Survivable: COTS monitors, routers and servers, coupled with harsh field conditions and generated power will not support attempts to move infantry battalions and regiments away from manual systems. The bottom line is that until the Marine Corps can REPLACE manual systems, vice merely repacking them with fragile automated systems, new systems will at best receive limited use, and at worst will create two systems that must be supported by already overtaxed regimental and battalion staffs - a manual system for warfighting, and an automated system to feed the mouths of higher headquarters.

11. I can be reached at DSN 957-5837, COML (760) 830, or at masonde@29palms.usmc.mil.

D. E. MASON

