


CONCEPT OF EMPLOYMENT (COE)


FOR THE


Enhanced POSITION LOCATION REPORTING SYSTEM (EPLRS) 





1.  INTRODUCTION





    a.  Purpose.  To publish a COE for the EPLRS.





    b.  Scope.  EPLRS will provide a reliable, secure data communications backbone to support information exchange requirements between Marine Air Ground Task Force (MAGTF) Command, Control, Communications, Computers, and Intelligence (C4I) users, primarily between regiment and battalion Tactical Data Networks (TDNs) within the Ground Combat Element.  This concept, however, also applies to other elements of the MAGTF.  The extension of the EPLRS network to lower echelons throughout the MAGTF is also required, to enhance situational awareness and increase the commander's ability to control maneuver elements and employ fire support.  Other affected systems such as the current Position Location Reporting System (PLRS), Tactical Combat Operations System (TCO), the Data Automated Communications Terminal (DACT), the Advanced Field Artillery Tactical Data System, and the Single Channel Ground-Air Radio System (SINCGARS) are included.   





2.  MISSION.  The primary mission of EPLRS is to provide a robust, dedicated data communications network for MAGTF C4I users.  





3.  THREAT.  EPLRS is not designed to counter a specific threat. Conventional threats to EPLRS include electronic warfare, stand-off weapons, and direct action.  Additionally, computer systems and their databases, plus the requisite communications equipment to establish connectivity, are particularly vulnerable to Information Attack, which is part of Information Warfare.   Detailed threat information relevant to the Marine Corps is available from the following Defense Intelligence Agency validated publications:





    a.  Marine Corps Mid-Range Threat Estimate 1997-2007: Finding Order in Chaos (U), MCIA-1586-001-97, August 1997, describes the general threat.





    b.  Expeditionary Warfare Threat Environment Projections Volume 1:  C4I, C4I Support and Electronic Warfare (U), MCIA-1527-001-98, May 1998 presents information on the electronic warfare threat to command and control systems.





    c.  Electronic Combat Threat Environment Description, NAIC-1574-0731-98, January 1998, provides a description of the electronic warfare environment encompassing the electromagnetic spectrum which could threaten communications systems.





    d.  Threat Assessment for the Command, Control, and Communications (C3) Systems (U), ONI-TA-009-96, October 1996, provides descriptions of threats to U.S. electronic systems.





    e.  Land Threat Environment Projections Volume 6: Intelligence and Electronic Warfare Systems (U), NGIC-1100-654-97-Vol 6, July 1997 and Land Threat Environment Projections Volume 4A:  Threat to the U.S. Army C3 (U), NGIC-1100-652-96-Vol 4A, April 1996, discuss the threat to U.S. communications systems.  	 





4.  DESCRIPTION





    a.  System Components.  EPLRS will employ radio sets and Net Control Stations-EPLRS (Downsized) (NCS-E(D)s).  The current PLRS will use the same NCS-E(D) to control the position location information (PLI) network.    





        (1) The EPLRS radio sets performs all transceiver and relay functions necessary for all communication operations.  EPLRS radio sets will be mounted in vehicles or other surface platforms, or located in close proximity to a command post sustained by mobile electric power.  Additionally, the capability to dismount the radio sets will be an option.  





	   (2) The NCS-E(D) provides centralized communications network initialization and management, and is required for automatic processing of PLRS PLI. 





        (3) A personal computer (PC)-based capability is being developed for rapid communications network initialization.  This capability will support garrison and field exercises, EPLRS radio set training, host system training, and operational deployments.  This eliminates the requirement for an NCS-E(D) to support limited training environments or smaller operational deployments.  





        (4) The PLRS Basic User Unit (BUU) will continue to serve as the primary source for automated friendly PLI and navigation information for MAGTF C4I users.  Additionally, a Global Positioning System Interface Unit (GPSIU) will be implemented.  This will allow the employment of a mobile, more versatile reference community by “injecting” GPS-based PLI from the Precision Lightweight GPS Receiver (PLGR) into the PLRS network, vice requiring surveyed reference sites. 





    b.  System Relationships and Inter/Intraoperability.  EPLRS employment imposes interoperability requirements on a number of other C4I systems as well as installation and integration requirements on tactical vehicles.          





        (1) EPLRS is capable of exchanging data in unicast (one-to-one) or broadcast/multicast (one-to-many) modes.  TDN and DACT play significant roles in maximizing these capabilities, by providing routing and gateway functions, as required, and inter-network functionality between EPLRS (X.25 protocol) and SINCGARS (Combat Net Radio, MIL-STD-188-220) networks. (Annex A provides an overview of a nominal EPLRS network, though the optimal implementation of this architecture is still evolving.)





        (2) EPLRS will be installed and integrated into tanks, light armored vehicles, amphibious assault vehicles, and High Mobility Multipurpose Wheeled Vehicles (HMMWV).  (PLRS BUU mounts can accommodate EPLRS radio sets.)  





    c.  Equipment Replaced.  A smaller, more mobile NCS-E(D) will replace the existing AN/TSQ-129A, PLRS Master Station (MS).  PLRS BUUs will still be used for PLI, until that functionality is phased out of the NCS-E(D).  (This concept is still under development.  EPLRS will also retain the ability to generate and distribute PLI for the near future, however, the Marine Corps need not implement this capability.)  





    d.  Capability Increases





        (1) Existing communications equipment are subject to limited data rates and ranges, voice-data contention, slow speed of service, and lack of automated relay.  At a minimum, EPLRS will provide a data transmission capability between regiment and battalion TDNs.  Improved speed of service, bandwidth management, and reliability are key aspects of this capability.  At echelons below the battalion, the degree of service required will drive 


employment options.  Employed extensively, EPLRS can provide forward elements of the MAGTF with a dedicated, secure, mobile data communications capability.





        (2) The five-ton truck configuration of the current AN/TSQ-129A PLRS MS does not support the expeditionary nature of Marine Corps combat operations.  The NCS-E(D) improves flexibility, mobility, availability, and maintainability.  





        (3) A PC-based capability to establish a network in the absence of the NCS-E(D) is being developed.  This can increase the flexibility of the overall system, reduce NCS-E(D) life cycle costs, and reduce the number of dedicated personnel to manage the network for data distribution.





5.  ORGANIZATION





    a.  System Location/Distribution.  Annex B is the acquisition objective for EPLRS radio sets.  Because of the dependencies between EPLRS, TCO, DACT, and other MAGTF C4I systems, this distribution will evolve as the MAGTF C4I architecture evolves.  Key portions of this distribution include:





        (1) NCS-E(D) distribution is two per Division plus one for the Marine Corps Communications-Electronics School (MCCES) and one for the Marine Corps Tactical Systems Support Activity (MCTSSA), for a total of 10.





        (2) PLRS distribution remains unchanged.





        (3) GPSIU distribution is 45 per Communications Company, Headquarters Battalion, Marine Division (active forces only), 10 for MCCES, and five for MCTSSA.


 


    b.  Personnel and Organizational Structure Requirements.   A Manpower and Training Analysis (MTA) was conducted in lieu of a Hardware and Manpower Analysis or a Training Planning Process Methodology.  The MTA will be updated periodically throughout the life of this program (e.g., the introduction of an organic, PC-based network initialization capability is likely to change training requirements).  





        (1) The EPLRS Planner conducts network planning, network analysis, communications security planning, database development, and system employment.  System Planners are operational planners: Network Management Officers (Military Occupational Specialty (MOS) 2510), Communications Information Systems Officers (MOS 0602), and Operational Communication Chiefs (MOS 2591).





        (2) The NCS-E(D) will be installed, operated, and maintained in a manner similar to the current PLRS MS.  A “PLRS/EPLRS” platoon will be created from the structure that already exists in the PLRS Platoon, Communications Company, Headquarters Battalion, Marine Division.  Specifically, the NCS-E(D) will be operated and maintained by Computer Technicians (MOS 2821) with additional training as NCS-E(D) Operators (AMOS 2842).





        (3) The EPLRS radio sets and PLRS BUUs will be operated by Field Radio Operators (MOS 2531) and maintained by Field Radio Operators (MOS 2531) (organizational maintenance) and Ground Radio Repairers (MOS 2841) (intermediate maintenance).





        (4) The NCS-E(D) requires a HMMWV, Environmental Control Units (ECUs), and Mobile Electric Power (MEP) generators.  The HMMWV will be maintained by Organizational Automotive Mechanics (MOS 3521) and Intermediate Automotive Mechanics (MOS 3522).  The MEPs and ECUs will be maintained by Electric Equipment Repair Specialists (MOS 1142) and Engineer Equipment Mechanic (MOS 1341), respectively.  





    c.  Maintenance Support.  EPLRS radio sets and the NCS-E(D) will rely on vendor support for maintenance, modifications, and revisions.  However, flexibility for organic support at the organizational and intermediate levels will be maintained to sustain equipment readiness and support operational commitments.  





        (1) Maintenance Concept.  The maintenance concept employs equipment self-testing and logical troubleshooting procedures to identify defective line replaceable units (LRUs).  Ground common LRUs will be maintained and managed at the supporting (maintenance float) reparable issue point.  Low density LRUs will be maintained and managed by the owning unit supporting the NCS-E(D).  Depot support will be provided by the equipment contractor.  





        (2) Organizational Maintenance.  Maintaining a clean, complete, and fully operational system is the equipment operators responsibility.  Preventive maintenance procedures for operators 


include frequent inspection and external cleaning of components and accessories, and verification of proper operation of the system.  Organizational maintenance personnel will use power-on self-tests, system software diagnostics, equipment manuals, general purpose test equipment, and standard troubleshooting procedures to identify an LRU malfunction and exchange them at the supporting (maintenance float) reparable issue point.





        (3) Intermediate Maintenance.  Intermediate maintenance on the NCS-E(D) will be provided by maintenance personnel of the Communications Company of the Marine Division.  Maintenance personnel will use power-on self-tests, system software diagnostics, equipment manuals, general purpose test equipment, special purpose test equipment and standard troubleshooting procedures to identify LRU malfunctions.  These LRUs are then  exchanged at the owning unit’s organic maintenance subfloat account.  Low density items under the Marine Common Hardware Suite of equipment associated with the NCS-E(D) will be repaired by warranty certified Marines.  Intermediate maintenance on ground common items will be provided by the Electronics Maintenance Company of the supporting Force Service Support Group.  Maintenance tasks at this level include:





            (a) Screen and confirm defective LRU faults to the shop replaceable unit (SRU) level.





            (b) Evacuate defective LRU or SRU to equipment 	contractor for repair or exchange.





            (c) Perform piece-part repairs as required. 


                 


        (4) Depot Maintenance.  There will be no organic depot maintenance capability for EPLRS.  The contractor will function as the focal point for material support. 


    


6.  TRAINING





    a.  New Skills/Training Requirements.  The individual  training standards for the MOSs mentioned above are included in Marine Corps Order 1510.XX.  New training standards will be established for the System Planner; existing standards will be modified to account for the NCS-E(D) and the EPLRS radio sets.   





    b.  Training Methods and Location  





        (1) The EPLRS System Planners Course will be conducted at the U.S. Army Signal School, Fort Gordon, Georgia.   





        (2) The NCS-E(D) operator/maintainer will receive initial MOS training at MCCES, Marine Corps Air Ground Combat Center (MCAGCC), Twentynine Palms, California, followed by the NCS-E(D) Operators Course at the U.S. Army Signal School, Fort Gordon, Georgia.





        (3) The EPLRS RS and PLRS BUU operator and maintainer training will be conducted as part of initial MOS training at MCCES, MCAGCC, Twentynine Palms, California.





        (4) Automotive, MEP, and ECU mechanics receive instruction at Marine Corps Service Support Schools, Marine Corps Base, Camp Lejeune, North Carolina.        





7.  OPERATIONAL EMPLOYMENT 





    a.  Methods of Employment  





        (1) During operations ashore, the EPLRS will serve as the primary means for TDN connectivity below the regimental level, as well as provide data communications for task organizations below the battalion level.  Various data rates supporting a variety of broadcast and point-to-point modes are currently available.  The network will be generated and established by an NCS-E(D), dependent upon the particular mission.  When a PC-based capability for rapid communications network initialization is available, it will support garrison and deployed forces below the regimental level, host system training, and EPLRS radio sets training.  Therefore, an NCS-E(D) will not be required unless PLRS BUUs are also employed.





         (2) The NCS-E(D) will also control the PLRS PLI network.  It will be located in the vicinity of the senior headquarters of the MAGTF.  The tactical situation will determine its exact location.  However, in making this determination, the commander should consider the scheme of maneuver, security requirements, EPLRS network requirements, and electromagnetic interference.  PLGRs will inject GPS-based PLI into the PLRS network (for establishing reference units) via the GPSIU.  This allows the employment of a mobile, more versatile reference community by eliminating the requirement for fixed reference units.     





        (3) Platforms equipped with EPLRS to provide “over-the-


horizon” communications can be airborne or terrestrial, dependent upon the mission and platform availability.  In order to capitalize on EPLRS communication and PLRS PLI capabilities, significant coordination and planning must be done in order to establish and manage the data needlines for both Marine and Navy use.  During ship-to-shore movements, the Marine Corps PLRS network can be integrated with the U.S. Navy’s Amphibious Assault Direction System (AN/KSQ-1). (Net Control Stations have been installed on all LHDs as part of this system; installations on LHAs and LPD-17 class ships is anticipated.  The network could also be controlled by a deck-mounted NCS-E(D), though this is not the preferred method.)  The AN/KSQ-1 is designed to monitor and control naval surface landing craft — LCUs and Landing Craft Air Cushions — as well as "inject" PLI generated by these craft into the Joint Maritime Command Information System Track Database Manager for building the common operational picture.


          


    b.  Employment Prerequisites.  Employment prerequisites include trained operators and maintenance personnel, availability of operational radio sets and NCS-E(D)s as applicable, and adequate mobile field power sources (vehicular power, generators or batteries).  





    c.  Mission Planning Factors.  EPLRS employment requires detailed planning so that it can support the operational scheme of maneuver.  All predetermined EPLRS data communications needlines must be planned and established prior to mission execution, as well as intended relays.  Continuous coordination between the Operations Officer and Communication-Electronics Officer of operational headquarters throughout the MAGTF is necessary for effective employment of EPLRS.  Cryptographic key management must also be considered for both EPLRS and PLRS.  For joint operations, coordination with Army EPLRS planners, Air Force Situation Awareness Data Link planners, and Navy KSQ-1 planners will be necessary.


  


    d.  Mission Execution Factors.  Mission duration for EPLRS can vary widely from very short periods of time to long periods of continuous operation in an established network.  Mission execution will consist of installing and operating a data communications network that provides continuous service to the MAGTF.  Organic radio sets, relays and PLGRs (which provide location and timing information for the NCS-E(D) must be operational.  Additionally, the employment of the TDN, DACT, and SINCGARS in the manner depicted in Annex A is critical.





    e.  Frequency Assignment and Use.  PLRS and EPLRS are time division multiple access, spread-spectrum radio systems which operate in the Ultra-High Frequency band between 420 and 450 megahertz.





    f.  Security.  EPLRS requires security at the secret level.   Over-the-air rekeying (OTAR) of the EPLRS radio sets is required.  No BUU OTAR is provided by the NCS-E(D).  Therefore, local dissemination of PLRS cryptographic keys must be considered in network employment planning until such time as PLRS BUU OTAR functionality is provided.  





    g.  Control.  NCS-E(D)s will be installed, operated, and maintained by the EPLRS Platoon of the Communications Company, Headquarters Battalion, Marine Division in support of the division and other MAGTF elements, as directed.  A PC-based network initialization capability, and radio sets themselves will be operated and maintained by using units.  During operations ashore, the NCS-E(D) will be under the operational control of the senior headquarters.  The commander will determine its exact location based on the tactical situation.  





    h.  Mobility and Transportability.  EPLRS radio sets and PLRS BUUs will be transported on host platforms without degradation of host system transportability.  There will be no restrictions for road, rail, sea, or air movement when EPLRS components are configured for movement as specified in technical manuals.  EPLRS components will be assigned to standard organizations and will require no special basing or training locations. 





    i.  Safety.  EPLRS must operate safely during all phases of employment to include training, operations, maintenance, and transportation.  It will comply with all applicable safety regulations established by the Department of Defense and those contained in Marine Corps publications, instructions, and doctrine.  





8.  Mission Effectiveness Criteria.  Mission effectiveness depends on the ability of EPLRS to provide the MAGTF data communications.  At a minimum, EPLRS must meet the following criteria:





    a.  Data communications must be established and maintained between regiment and battalion TDNs.  It must provide the speed of service, bandwidth management, reliability, and range required for effective command and control.





    b.  Data communications must be established and maintained between task organizations below the battalion level using a combination of combat net radios including SINCGARS and EPLRS.  





    c.  Network establishment and management in the absence of an NCS-E(D) must be available.
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