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ANNEX E  

STUDENT HANDOUT
COMM SHIFTS

LEARNING OBJECTIVES:  

        A.   TERMINAL LEARNING OBJECTIVES:  Provided commanders guidance, mission and annex K, which the aid of references, supervise the installation of a tactical communication/message systems which will support the concept of operations per the commander's guidance and the references. (2591.2.1)

        B.    ENABLING LEARNING OBJECTIVES:
 Per the reference (1), the Senior Course

Training Section (SCTS) has recieved permission to omit published ELO"S from its student

handouts. SCTS will continue to follow the ISS process in that the Program of Instruction (POI)

will be used to determine training requirements, and that all tests administered will follow the

ELO's contained within the appropriate POI. All material within the lessons will continue to

support the POI and ITS.

REFERENCES:

1.  NTP-3 Telecommunications Users Manual 

2.  NTP-4 Naval Telecommunications Procedures/Fleet Communications
OUTLINE:




















I.  COMMUNICATION GUARD SHIFTS :

    A.  GENERAL:  A Communications Shift (COMMSHIFT) is necessary whenever an addressable command or detachment shifts its guard from/to a full period termination, broadcast/broadcast channel, or serving communications center.



1.  Precedence:  The nature or requirement for the commshift will dictate the precedence assigned to the message as delineated below:




a.  ROUTINE COMMSHIFT:  During normal operations, transmit commshift messages in time to reach the Common Source Route File (CSRF) update authority (CSRF EASTPAC HONOLULU HI), between 48 and 72 hours prior to the effective time of the shift.  Assign such commshifts Routine precedence only and whenever possible an effective time of 0001Z.




b.  PRIORITY COMMSHIFT:  If a change in communications guard is required within 24 to 48 hours sent the commshift message using Priority precedence and whenever possible an effective time of 0001Z.




c.  IMMEDIATE COMMSHIFT:  Immediate precedence is reserved for commshifts that are effective in less than 24 hours and are dictated by an urgent change in operations or by equipment failure.



2.  Message Addressees:



a.  Address all commshifts action to the gaining and losing communications facility, as well as, CSRF EASTPAC HONOLULU HI.  Include toe Broadcast Keying Station (BKS) if a commshift involves moving to/from a broadcast.




b.  Include COMNAVCOMTELCOM WASHINGTON DC/N31/N32/N3X// as an action addee when shifting to/from an activity not governed by NTP-4 procedures (Army, Air Force or Foreign Communications Facilities).




c.  Include the appropriate NCTAMS as an information addee on commshift messages for the ocean area.





(1)  NAVCOMMSTA STOCKTON CA will be added as an information addee on all shifts involving the Pacific/Indian ocean communications area.





(2)  Marine Corps commshifts shall also include their respective chain of command.



3.  Classification, SSIC and Subject:



a.  The commshift classification is commensurate with the information contained and will contain declassification instructions as appropriate.




b.  There is only one authorized subject for use on a commshift.

EXAMPLE:      SUBJ:  COMMSHIFT


4.  References:



a.  At a minimum, the commshift reference line will reflect:   NTP-4 (_) ANNEX A.




b.  The unit filing the commshift will also list any current and/or future commshifts submitted.




c.  Units should note the new commshift message takes precedence over and automatically cancels any previously submitted message for a duplicate time period.



5.  Message Text:  The commshift text contains information relative to the guard requirements desired.  At a minimum, the commshift will contain lines "ALFA", "BRAVO", "CHARLIE" and "ECHO", when the unit shifting its guard is the host for other embarked, guarded addressable Plain Language Addressees (PLAs).




a.  ALFA - Unit shifting guard or detachments being established (AMPLIFYING INSTRUCTIONS, PARA "B").




b.  BRAVO - Date and Zulu time for commshift.  Commshift will be effective at new radio day (0001Z) unless the commshift qualifies for immediate precedence.




c.  CHARLIE - Broadcast channel designator, serving communications center or ship assuming guard.  Indicate primary type channel shifting to, followed by the common channel, e.g., LMII/LMKK or RULYJFK/LMKK for broadcast shifts.




d.  DELTA - Reason for shift.




e.  ECHO - When the unit in paragraph ALFA is the host unit for other embarked guarded addressable PLAs, they must be identified in this paragraph.




f.  FOXTROT - 

                        (1)  Guard list request authorized on routine commshifts only (AMPLIFYING INSTRUCTIONS, PARA "C").





(2)  List General Messages required and command assuming reroute responsibilities if shifting to a NON-NAVY/USMC/USCG communications facility (AMPLIFYING INSTRUCTIONS, PARA "D").





(3)  Identify the crypto system and keylist for encryption of command assuming classified communications guard if shifting to a foreign communications facility (AMPLIFYING INSTRUCTIONS, PARA "E").


B.  ESTABLISHING DETACHMENTS


1.  Commands establishing a detachment will form the PLA in accordance with NTP-3



2.  All detachments will be listed in one commshift originated by the parent command if more than one detachment is established with the same effective date.



3.  The parent command must submit separate messages if the effective times vary.



4.  Future commshifts, including disestablishing the detachment, are the responsibility of the detachment.


C.  GUARD LIST


1.  Each command is responsible for maintaining an accurate list of all Address Indicating Groups (AIGs), Collective Address Designators (CADs), General Message and Task Organization Assignments required to fulfill its mission.




a.  To supply this guard list to a serving communications center.




b.  The CSRF, Navy's data base at the LDMX/NAVCOMPARS, contains this information based only on official documentation received from cognizant authorities.



2.  When the validity of a locally maintained guard list is in question, the command may request a copy of its CSRF guard list record to compare against the serving communications facility's guard list.  Notify CSRF EASTPAC HONOLULU HI immediately of any discrepancies and send copies of the documentation to support any required changes to the CSRF.



3.  Submit requests for a CSRF guard list to the serving or area LDMX/NAVCOMPARS site using an official message or include request as item "FOXTROT (1)" on routine commshift messages.  Requesting commands should allow 72 hours for retrieval and transmission of the guard list.



4.  Guard list requests do not meet minimize criteria and should not be sent when minimize or any condition of smallpipe other than papa is in effect.  Request received during these times will not be processed unless the guard list can be delivered locally.



5.  Newly activated detachments should wait fourteen days before requesting their CSRF guard list record to compare against the locally maintained list.  This allows cognizant authorities sufficient time to include detachments in appropriate AIGS, CADS, and Task Organizations.

      D.  GENERAL MESSAGE DELIVERY


1.  The General Message categories, listed below, are collectively routed to all USN/USMC/USCG communications facilities through special routing indicators.




a.  ALL COMMUNICATIONS (ALCOM)




b.  ALL MARINES (ALMAR)




c.  ALL NAVY (ALNAV)




d.  ALL NAVAL STATIONS (ALNAVSTA)




e.  NAVAL ACTIVITIES (NAVACT)




f.  NAVAL ADMINISTRATION (NAVADMIN)




g.  NAVAL PLAIN LANGUAGE ADDRESSEES (NAVPLAD)




h.  NAVAL OPERATIONS (NAVOP)




i.  ALL COMMUNICATIONS ATLANTIC (ALCOMLANT) (Area Specific)




j.  ALL COMMUNICATIONS PACIFIC (ALCOMPAC) (Area Specific)




k.  ALL ATLANTIC FLEET (ALLANTFLT) 




l.  ALL PACIFIC FLEET (ALPACFLT)





NOTE:  A command need only request to be placed on local distribution for required General Message categories if served by one of these communications facilities.



2.  Commands requiring service by a non-USN/USMC/USCG facility for 60 or more consecutive days shall request the concurrence of the gaining communications facility to be routed on Navy General Messages.




a.  The command will then notify COMNAVCOMTELCOM WASHINGTON DC/N32// at least ten days prior to the proposed shift.




b.  Include the correct Plain Language Addressee (PLA) and Routing Indicator (RI) for the gaining communications facility in this notification.




c.  COMNAVCOMTELCOM will take the necessary action to reprogram the AUTODIN system to deliver these messages.




d.  The shifting command will request COMNAVCOMTELCOM delete the activity from the collective route for General Messages when delivery for these are no longer required by the NON-USN/USMC/USCG facility.



3.  Commands requiring service by a non-USN/USMC/USCG communications facility for less than 60 days will coordinate with and identify a senior or parent activity to reroute all General Messages required to fulfill the mission of the deployed command using "ZOV" (reroute) procedures and transmission instructions.




a.  Item "FOXTROT (2)" of the deploying command's commshift will reflect the activity performing the reroute service.




b.  The deployed command will request copies of messages not rerouted to complete its General Message files upon returning to its normal communications facility.



E.  COMMSHIFT TO A FOREIGN COMMUNICATIONS CENTER:  Special consideration is necessary to protect the delivery of U.S. classified traffic when a U.S. unit must shift its communications guard to a foreign facility.  Information regarding this unique handling requirement will be reflected in the U.S. unit's commshift as item "FOXTROT (3)" as follows:




1.  The U.S. unit will specify which crypto system and keylist should be used for the encryption of classified messages when off-line capability exists.




2.  The commshift will list the U.S. communications facility that has agreed to be a classified guard facility and accept delivery of the unit's classified traffic if the U.S. unit does not have off-line capability.





a.  The classified guard facility may retransmit to the foreign communications facility only those classified messages which contain proper releasability statements.





b.  The classified guard will file the message and notify the originator of this action if a U.S. classified message cannot be delivered electrically or by some other means (i.e., courier).


F.  MULTIPLE COMMSHIFT:  Multiple COMMSHIFTS are authorized only for submarine use to satisfy communications requirements covering a specific time frame, exercise, or patrol.  Limit use of multiple COMMSHIFTS to instances when such use directly enhances the mission.  All unexecuted portions of the multiple COMMSHIFT are automatically superseded, and a new COMMSHIT must be submitted whenever a change to the operaitonal scenario necessitates submission of a change to a previously submitted multiple COMMSHIFT.  This precludes confusion that develops when COMMSHIFT originators assume unexecuted portions remain valid and shift accordingly, resulting in inordinate delays and non-deliveries.


G.  DUAL ROUTING OF MESSAGE TRAFFIC:


1.  Dual routing delivers message traffic for a specific plain language address (PLA) to two different locations.  This procedure was developed for flag/general rank staffs who, due to operational reasons, require message delivery to the flag officer afloat and the administrative staff ashore.  Requests for dual routing from flag rank staffs may be sent directly to the appropriate NAVCAMS.  Requests for dual routing from afload units that do not meet this criterion must be approved by the appropriate numbered Fleet Commander of CG MEF for Marine Corps units.  Dual routing is not permitted for shore activities or detachments of afloat/mobile units.



2.  The Navy's communications system can dual route traffic under the following two conditions:




a.  Dual routes are added and deleted from the common source route file only at new radio day (0001Z).




b.  Only messages originated at an LDMX/NAVCOMPARS or modified ACP 126 formatted messages sent to an LDMX/MAVCOMPARS can be automatically dual routed.



3.  Requests from flag/general rank staffs for dual routing will be addressed to either NCTAMS LANT NORFOLK or NCTAMS EASTPAC HONOLULU HI as appropriate, and INFO the other.  The appropriate numbered Fleet Commander (CG MEF for Marine Corps Commanders) and any other communications activity involved will also be included as information addees.  Requests for other staffs/commands for dual routing will be addressed to the appropriate numbered Fleet Commander/CG MEF with information addees NCTAMS LANT NORFOLK VA and NCTAMS EASTPAC HONOLULU HI and will contain justification for dual routing, point of contact and phone number, if available.




a.  Dual route requests will be limited to:





(1)  A maximum of 60 days use.





(2)  Stated PLA only, not guard list and/or detachments.




b.  Dual route requests will contain:





(1)  A classification commensurate with the information contained.





(2)  The correct PLA for the command requesting the dual route.





(3)  The primary destination for message delivery.





(4)  The secondary destination for message delivery.





(5)  The duration of the service.



4.  If a dual-routed command has the communications guard for another activity, the guarded activity's traffic will be sent to the primary message delivery destination only.

EXAMPLE OF A DUAL ROUTE REQUEST







261300Z MAR 95








FM COMSECONDFLT








TO NCTAMS LANT NORFOLK VA








NCTAMS EASTPAC HONOLULU HI








INFO CINCLANTFLT NORFOLK VA








USS MOUNT WHITNEY








NTCC HAMPTON ROADS VA








BT








UNCLAS  //N02320//








SUBJ:  DUAL ROUTE REQ








A.  NTP 4 PARA 220








THE FOLLOWING SUBMITTED IAW REF A:








1.  COMSECONDFLT








2.  USS MOUNT WHITNEY








3.  NTCC HAMPTON ROADS VA








4.  010001Z - 260001Z APR 95








BT

G.  COMMSHIFT EXAMPLES:  The following pages are examples of communications guard shifts (commshifts) and explanations of the way they are used.

 
1. Routine commshift: Transferring guard from one USN/USMC/USCG communications center to another, using host unit for other embarked guarded addressable PLAs.




R 252300Z MAR 95



FM CG THIRD MEB//G-6//




TO MTCC CAMP LEJUENE NC//MTCC//




MTCC CAMP PENDLETO CA//MTCC//




CSRF EASTPAC HONOLULU HI//N33//




INFO CG I MEF//G-6//




ZEN/THIRD MEB//OPS//




BT




(CLASSIFICATION AS APPROPRIATE)  //N02325//




MSGID/GENADMIN/CG THIRD MEB//




SUBJ/COMM SHIFT (U)//




REF/A/DOC/NTP 4 (C) ANNEX A//




POC/GYSGT JONES/DSN 952-7014/MCCES/SCTS




ALFA/CG THIRD MEB//




BRAVO/280001Z MAR 95//




CHARLIE/MTCC CAMP LEJUENE NC//




DELTA/-//




ECHO/RLT SEVEN/BLT ONE SEVEN/MAG 





               THIRTY/BSSG THREE/NINTH COMMBN//




FOXTROT/ (1) GUARD LIST REQUESTED//




DECL/ (DECLASSIFICATION INSTRUCTIONS AS 




              APPROPRIATE)//


2.  Priority commshift:  Transferring guard from one USN/USMC/USCG communications center to another.




P 260300Z MAR 95



FM DET FIRST RECONBN//S-3//




TO MTCC CAMP LEJUENE NC//MTCC//




MTCC CAMP PENDLETON CA//MTCC//




CSRF EASTPAC HONOLULU HI//N33//




INFO CG I MEF//G-6//




CG THIRD MEB//G-6//




FIRST RECONBN//S-3//




BT




(CLASSIFICATION AS APPROPRIATE) //N02325//




MSGID/GENADMIN/DET FIRST RECONBN//




SUBJ/COMM SHIFT (U)//




REF/A/DOC/NTP 4 (C) ANNEX A//




POC/GYSGT JONES/DSN952-7014/MCCES/SCTS//




ALFA/DET FIRST RECONBN//




BRAVO/270001Z MAR 95//




CHARLIE/MTCC CAMP LEJUENE NC//




DELTA/DEPLOYMENT HIGH PRIORITY//




ECHO/-//




FOXTROT/-//




DECL (DECLASSIFICATION INSTRUCTIONS AS 



            APPROPRIATE)//



3.  Immediate commshift:  Transferring guard from one USN/USMC/USCG communications center to another, canceling the first with a new comm shift.




O 261200Z MAR 95




FM CG THIRD MEB//G-6//




TO MTCC CAMP LEJUENE NC//MTCC//




MTCC CAMP PENDLETON CA//MTCC//




CSRF EASTPAC HONOLULU HI//N33//




INFO CG I MEF//G-6//




ZEN/CG THIRD MEB//S-3//




BT




(CLASSIFICATION AS APPROPRIATE) //N02325//




MSGID/GENADMIN/CG THIRD MEB//




SUBJ/COMM SHIFT (U)//




REF/A/DOC/NTP 4(C) ANNEX A//




B/CG THIRD MEB/252300Z/MAR/95//




NARR/REF'S (B) AND (C) PRECEDING COMM 



             SHIFTS//




ALFA/CG THIRD MEB//




BRAVO/270001Z MAR 95//




CHARLIE/MTCC CAMP LEJUENE NC//




DELTA/DEPLOYMENT HIGH PRIORITY//




ECHO/RLT SEVEN/BLT ONE SEVEN/MAG 




             THIRTY/BSSG THREE/NINTH




COMMBN/DET FIRST RECONBN//




FOXTROT/-//




DECL/ (DECLASSIFICATION INSTRUCTIONS 



            AS APPROPRIATE)//


4.  Transferring guard to NON-USN/USMC/USCG communications center.



R 281001Z MAR 95


FM CG FIRST MEB//G-6//



TO AFTCC NORTON AFB CA//AFTCC//



MTCC CAMP LEJUENE NC//MTCC//



CSRF EASTPAC HONOLULU HI//N33//


    COMNAVCOMTELCOMWASHINGTONDC//N31/N32/N3X//



INFO CG I MEF//G-6//



FIRST RECONBN//S-3//



ZEN/DET FIRST RECONBN//OPS//



BT



(CLASSIFICATION AS APPROPRIATE)  //N02325//



MSGID/GENADMIN/CG FIRST MEB//



SUBJ/COMM SHIFT (U)//



REF/A/DOC/NTP 4 (C) ANNEX A//

   

REF/B/MSG/DET FIRST RECONBN/260300Z/MAR/95//



REF/C/MSG/CG FIRST MEB/261200Z/MAR/95//



NARR/REF'S (B) AND (C) PRECEDING COMM SHIFTS//



POC/GYSGT JONES/DSN 952-7014/MCCES/SCTS//



ALFA/DET FIRST RECONBN//



BRAVO/300001Z MAR 95//



CHARLIE/AFTCC NORTON AFB CA//



DELTA/-//



ECHO/-//



FOXTROT/ (1) GUARD LIST REQUESTED/ (2) CG FIRST 


             MEB ASSUMES REROUTE RESPONSIBLITY//



DECL/ (DECLASSIFICATION INSTRUCTIONS AS 



            APPROPRIATE)//


5.  Transferring guard to a FOREIGN communications center.



R 031300Z MAR 95


FM DET FIRST RECONBN//OPS//



TO RAF LONDON ENGLLAND//COMM CTR//



AFTCC NORTON AFB CA//AFTCC//



CSRF EASTPAC HONOLULU HI//N33//


    COMNAVCOMTELCOMWASHINGTONDC//N31/N32/N3X//



INFO CG I MEF//G-6//



CG FIRST MEB//G-6//



FIRST RECONBN//S-3//



BT



(CLASSIFICATION AS APPROPRIATE)  //N02325//



MSGID/GENADMIN/DET FIRST RECONBN//



SUBJ/COMM SHIFT (U)//



REF/A/DOC/NTP-4 (C) ANNEX A//



REF/B/MSG/DET FIRST RECONBN/260300Z/MAR/95//



REF/C/MSG/CG FIRST MEB/261200Z/MAR/95//



REF/D/MSG/CG FIRST MEB/281000Z/MAR/95//



NARR/REFS (B) THROUGH (D) PRECEDING COMM 



             SHIFTS//



POC/GYSGT JONES/DSN 952-7014/MCCES/SCTS//



ALFA/DET FIRST RECONBN//



BRAVO/300001Z APR 95//



CHARLIE/RAF LONDON ENGLAND//



DELTA/-//



ECHO/-//



FOXTROT/ (1) GUARD LIST REQUESTED/ (2) CG FIRST 


             MEB ASSUMES



REROUTE RESPONSIBILITY/AMEMBASY ENGLAND 


             ASSUMES CLASSIFIED GUARD//



DECL/ (DECLASSIFICATION INSTRUCTIONS AS 



            APPROPRIATE)//


6.  Establishing a Temporary PLA.




R 201300Z MAR 95



FM CG FIRST MEB//G-6//




TO CSRF EASTPAC HONOLULU HI//N33//




FIRST RECONBN//S-3//




INFO CMC WASHINGTON DC//CCTO//




CG I MEF//G-6//




BT




(CLASSIFICATION AS APPROPRIATE)  //N02325//




MSGID/GENADMIN/CG FIRST MEB//




SUBJ/COMM SHIFT (U)//




REF/A/DOC/NTP 4 (C) ANNEX A//




POC/GYSGT JONES/DSN 952-7014/MCCES/SCTS//




ALFA/DET FIRST RECONBN//




BRAVO/230001Z MAR 95//




CHARLIE/CG MCB CAMP PENDLETON CA//




DELTA/ESTABLISH TEMP PLA//




ECHO/-//




FOXTROT/-//




DECL/ (DECLASSIFICATION AS APPROPRIATE)//

                                                                          1

