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LEARNING OBJECTIVES:





	a.	TERMINAL LEARNING OBJECTIVES:	With the aid of and in accordance with the references, draft an Emergency Action plan for a communication system. (2591.1.2)





	b.	ENABLING LEARNING OBJECTIVES: Per the reference (1), the Senior


Course Training Section (SCTS) has received permission to omit published ELO"S from its


student handouts. SCTS will continue to follow the ISS process in that the Program of


Instruction (POI) will be used to determine training requirements, and that all tests administered


will follow the ELO's contained within the appropriate POI. All material within the lessons will


continue to support the POI and ITS.






































REFERENCES:





	a.  OPNAVINST 5510.1H  W/CH 4


	b.  CMS 1


            c.  Command Training Specialist memorandum 
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OUTLINE





I.	REQUIREMENTS OF AN EMERGENCY ACTION PLAN:	


	


	A.	Commands that holds classified COMSEC or CCl material must prepare emergency plans for safeguarding such material in the event of an emergency.





	B.	Commands located within the continental United States (CONUS), planning need consider only natural disasters (e.g., fire, flood, tornado, and earthquake.)





	C.	Commands located outside of CONUS, planning must consider both natural disasters and hostile actions (e.g., enemy attack, mob action, or civil uprising).





	D.	Natural disasters, planning should be directed toward maintaining security control over the material until order is restored.





	E.	Planning for hostile actions must concentrate on the safe evacuation or secure destruction of the COMSEC material.





	F.	These plans will be incorporated into the overall Emergency Action Plan (LAP) of the command.





	G.	Efficient planning and training which involves every individual who uses COMSEC material increases the probability of preventing its loss or compromise during an emergency.





	H.	The operating routines for COMSEC facilities should be structured so as to minimize the number and complexity of actions which must be taken during emergencies to protect COMSEC material.





II.	guidelines For MINIMIZING Actions:				





	A.	Hold only the minimum amount of COMSEC material at any time (i.e., routine destruction should be conducted frequently and excess COMSEC material disposed of as directed by appropriate authorities).





	B.	Store COMSEC material to facilitate emergency removal or destruction (e.g., separate COMSEC material from other classified material, and segregate COMSEC keying material by status, type and classification).





	C.	As emergency situations develop, initiate precautionary destruction or evacuation of all material not immediately needed for continued operational effectiveness.  After destroying material, notify appropriate authorities so they may begin resupply planning.





		NOTE:	COMSEC material which has been designated for "NATO" 					use is not exclusively NATO material but is in fact COMSEC 					material.  Consequently, this material need not be separated 					from other COMSEC material but must be stored and 						segregated by status and classification.





III.	Planning For Disasters:						





	A.	Planning for disasters must provide for:  	





		1.	Fire reporting and initial fire fighting by assigned personnel.





		2.	Assignment of on-the-scene responsibility for ensuring protection of the COMSEC material held.





		3.	Securing or removing classified COMSEC material and evacuating the area(s).





		4.	Protection of material when admission of outside fire fighters into the secure area(s) is necessary.





		5.	Assessment and reporting of probable exposure of classified COMSEC material to unauthorized persons during the emergency.





		6.	Post-emergency inventory of classified COMSEC and CCl material and reporting any losses or unauthorized exposure to appropriate authorities.





IV.	 Planning For Hostile Actions:					





	A.	Planning for hostile actions must take into account the possible types of situations which may occur (e.g., an ordered withdrawal over a specified period of time, a hostile environment situation where destruction must be carried out in a discrete manner to avoid triggering hostile actions, or fully hostile imminent overrun situations.)  Ensure that the plan provides for the following:





	B.	Assessing the threat of occurrence of the various types of hostile emergencies at the particular activity and of the threat that these potential emergencies pose to the COMSEC material held.





	C.	The availability and adequacy of physical security protection capabilities (e.g., perimeter controls, guard forces, and physical defenses) at the individual buildings and other locations when COMSEC material is held.
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	D.	Facilities for effecting emergency evacuation of COMSEC material under emergency conditions, including an assessment of the probable risks associated with evacuation.





		NOTE	:	Except under extraordinary conditions (e.g., an urgent need to


				restore secure communications after relocation), COMSEC 					keying material should be destroyed rather than evacuated.





	E.	Facilities and procedures for effecting secure emergency destruction of COMSEC material must address:





		(1)	Adequate number of destruction devices,





		(2)	Availability of electrical power,





		(3)	Secure storage facilities nearby,





		(4)	Adequately protected destruction areas,





		(5)	Personnel assignments, and





		(6)	Clear delineation of responsibilities for implementing emergency destruction.





	F.	Precautionary destruction of COMSEC material, particularly maintenance manuals (KAMs) and keying material which is not operationally required to ensure continuity of operations during the emergency





		(1)	In a deteriorating situation all "full" maintenance manuals (i.e., those containing cryptographic logic information) which are not absolutely essential to continued mission accomplishment must be destroyed.





		(2)	When there is insufficient time under emergency conditions to completely destroy such manuals, every reasonable effort must be made to remove and destroy their sensitive pages (i.e., those containing cryptographic logic/classified schematics).





	NOTE:	1.  Sensitive pages in U.S. produced KAMs are listed on fold-out Lists 				of Effective Pages at the rear of other textual portions. 


			2.  Some KAMs further identify their sensitive pages by means of


                                     gray or black diagonal or rectangular markings at the upper


                                    portion of the binding edge.





			(a)	To prepare for possible emergency destruction of sensitive pages


from KAMs in areas or situations where capture by hostile forces is possible, comply with the following guidance:


				(1)	Apply distinctive markings (e.g., red stripes) to the binder edge and covers of all KAMs containing identified sensitive pages.





				(2)	Remove the screw posts or binder rings, or open the multi-ring binder, whichever is applicable.





				(3)	Remove each sensitive page from the KAM and cut off the upper left-hand corner of the page so that the first binder hole is removed.  Care must be taken not to delete any text or diagram.





			(b)	Should it become necessary to implement emergency destruction, the sensitive pages may be removed as follows:





				(1)	Remove the screw posts or binder rings, or open the multi-ring binder and remove all pages from the KAM.





				(2)	Insert a thin metal rod (e.g., wire or screwdriver) through the remaining top left-hand hole of the document.





				(3)	Grasp the rod in both hands and shake the document vigorously.  the sensitive pages should fall out freely.





	G.	Establishment of emergency communications procedures.





		(1)	External communications during emergency situations should be limited to contact with a single remote point.





		(2)	This point will act as a distribution center for outgoing message traffic and a filter for incoming queries and guidance.





		(3)	When there is warning of hostile intent and physical security protection is inadequate to prevent overrun of the facility secure communications should be discontinued in time to allow for thorough destruction of all classified COMSEC and CCl material, including classified and CCl elements of COMSEC equipment.





V.	Preparing The Emergency Plan:					





	A.	The emergency plan should be prepared by the person most aware of the extent  and significance of the COMSEC material on hand.





	B.	The Commanding Officer or other responsible official must be aware of and approve the emergency plan.





	C.	If the plan calls for destroying COMSEC material, all destruction material, devices, and facilities must be readily available and in good working order.


	D.	The plan must be realistic; it must be workable, and it must accomplish the goals for which it is prepared.  Factors which will contribute to this are:





		(1)	All duties under the plan must be clearly and concisely described.





		(2)	All authorized personnel at the command should be aware of the existence of the plan.





			(a)	Each individual assigned duties assigned under the plan must receive detailed instructions on how to carry out those duties when the plan is implemented.





			(b)	All personnel should be familiar with all duties so that changes in assignment may be made, if necessary.  This may be accomplished by periodically rotating the emergency duties of all personnel.





		(3)	Training exercises should be conducted periodically (quarterly exercises are recommended) to ensure that everyone, especially newly assigned personnel who might. have to take part in an actual emergency, will be able to carry out their duties.





		NOTE:	If necessary, the plan should be modified based on the training 				exercise results.





		(4)	The three options available in an emergency are securing the material, removing it from the scene of the emergency, or destroying it.  Planners must consider which of these options may be applicable to their command.





		(5)	For example, if it appears that a civil uprising is to be short lived, and the COMSEC facility is to be only temporarily abandoned, the actions to take could be:





			(a)	Ensure that all superseded keying material has been destroyed.





			(b)	Gather up the current and future keying material and take it along.





			(c)	Remove classified and CCl elements from crypto-equipment and lock them, along with other classified COMSEC material, in approved storage containers.





			(d)	Secure the facility door(s), and leave.





			(e)	Upon return, conduct a complete inventory.





		NOTE:	If  it appears that the facility is likely to be overrun, the 					emergency destruction plan should be put into effect.











VI.	Emergency Destruction Planning:	


			


	A.	Three categories of COMSEC material which may require destruction in 


emergencies are COMSEC keying material, COMSEC-related material (e.g., maintenance manuals, operating instructions, and general doctrinal publications), and equipment.





	B.	Precautionary Destruction: When precautionary destruction is necessary, destroy keying material and non-essential manuals in accordance with this Annex and your





	C.	Complete Destruction: When sufficient personnel and facilities are available, assign different persons to destroy the material in each category by means of separate destruction facilities and follow the priorities listed herein as incorporated into your EAP.





		NOTE:	When personnel and/or destruction facilities are limited, join 					the three categories and destroy the material following the 					priorities listed in Priority List C.





VII.	Emergency Destruction Priorities:	


			


	A.	Precautionary Destruction Priority List A:





		(1)	Superseded keying material and secondary variables.





			(a)	TOP SECRET primary keying material.





			(b)	SECRET, CONFIDENTIAL, and Unclassified primary keying material.





		(2)	Future (reserve on board) keying material for use one or two months in the future.





		(3)	Non-essential classified manuals:





			(a)	maintenance manuals.





			(b)	operating manuals.





			(c)	Administrative manuals.





	B.	Complete Destruction Priority List B: When sufficient personnel and


facilities are available, destroy COMSEC material in the following order:
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		(1)	Keying Material:





			(a)	All superseded keying material designated CRYPTO, except tactical operations and authentication codes classified below SECRET.





			(b)	Currently effective keying material designated CRYPTO (including key stored electrically in crypto equipment and FDs), except unused two-holder keying material and unused one-time pads.





			(c)	TOP SECRET multiholder (i.e., more than two holders) keying material marked CRYPTO which will become effective within the next 30 days.





			(d)	Superseded tactical operations codes classified below SECRET.





			(e)	SECRET and Confidential multiholder keying material marked CRYPTO which will become effective within the next 30 days.





			(f)	All remaining classified keying material, authentication systems, maintenance, and unused one-time pads.





		(2)	COMSEC Aids:





			(a)	Complete COMSEC equipment maintenance manuals or their sensitive pages.  When there is insufficient time to completely destroy these manuals, every reasonable effort must be made to destroy their sensitive pages.





			(b)	National, department, agency, and service general doctrinal guidance publications.





			(c)	Status documents showing the effective dates for COMSEC keying material.





			(d)	Keying material holder lists and directories.





			(e)	Remaining classified pages of maintenance manuals.





			(f)	Classified cryptographic and non-cryptographic operational general publications (e.g., AMSGs and NAGs).





			(g)	Cryptographic Operating Instructions (KAOs).





			(h)	Remaining classified COMSEC documents.





		(3)	Equipment: Make a reasonable effort to evacuate equipment, but the immediate goal is to render them unusable and unrepairable.


		NOTE:	Although it is desirable to destroy jeopardized 							crypto-equipmerrt so thoroughly that logic reconstruction is 					impossible, this cannot be guaranteed in most field 						environments.





			(a)	Zeroize the equipment if the keying element (e.g., key card, permuter plug) cannot be physically withdrawn.





			(b)	Remove and destroy readily removable classified elements (e.g., printed-circuit boards).





			(c)	Destroy remaining classified elements.  (NOTE: Unclassified chassis and unclassified elements need not be destroyed.)





	C.	Complete Destruction Priority List C: In cases where personnel and/or facilities are limited, follow the destruction priority list below:





		(1)	All superseded and currently effective keying material marked CRYPTO


(including key stored electrically in crypto-equipment and fill devices), except tactical operations codes and authentication systems classified below SECRET, unused two-holder keying material, and unused one-time pads.





		(2)	Superseded tactical operations codes classified below SECRET.





		(3)	Complete COMSEC equipment maintenance manuals or their sensitive pages.





		(4)	Classified general COMSEC doctrinal guidance publications.





		(5)	Classified elements of COMSEC equipment.





		(6)	Remaining COMSEC equipment maintenance manuals and classified operating instructions.





		(7)	Remaining classified COMSEC material.





		(8)	Future editions of multiholder (i.e., more than two holders) keying material and current but unused copies of two-holder keying material.





VIII.	Conducting Emergency Destruction:				





	A.	Any of the methods approved for routine destruction of classified COMSEC material may be used for emergency destruction.








	B.	Methods of Destruction:	





		1.	Burning:	Traditional method for destroying classified material because destruction is complete and disposition of the remaining ash is relatively simple.





		2.	Strip shredding:	A strip shredding machine must cut the material to be destroyed into strips no greater than 1/32 inch in width.  Strip shredders purchased prior to the date of  OPNAVINST 5510.1H w/ch4 29 APR 1988 may be used, however, new purchases must be cross cut shredders.





		3.	Crosscut shredding:	A crosscut shredding machine must reduce the material to shreds no greater than 3/64 inch wide by 1/2 inch long.  There are exceptions, Refer to the cms 1, reference (u), for guidance before shredding COMSEC material.





		4.	Pulverizers and disintegrators:		Pulverizers and disintegrators


designed for destroying classified material are usually too noisy and dusty for office use, unless installed in a noise and dust proof enclosure.  Pulverizers and disintegrators for destroying classified material must have a 3/32 inch or smaller security screen.





		5.	Wet process pulpers:	Wet process pulpers with a 1/4 inch or smaller security screen may be used to destroy classified water-soluble material.





		6.	Microfilm:	Microfilm can be totally destroyed by incineration (where permitted by local environmental regulations) or by a shredder approved for the destruction of classified microfilm.





		7.	Clearing and Declassifying ADP media:





			(a)	Magnetic tapes:	Clear by overwriting one time with any one character or declassify by degaussing with equipment approved by the National Security Agency.





			(b)	Disks, disk packs, screens and other rigid magnetic media:	Clear with one overwrite.  Declassify by completely overwriting at least three times, once with the binary digit "l", once with the binary digit "0" and once with any other alphanumeric or special character which will be left on the media. Verify the last overwrite, such as by attempting to read and print all characters other than the character used for the last overwrite. 





			(c)	Magnetic media used to store analog/video/non-digital information:  Use the same procedures described in a and b above, except use analog signals instead of digital.


			(d)	Internal memory buffers, registers and similar storage areas:  Clear by using a hardware clear switch, a power-on reset cycle, or a program designed to overwrite the storage area.





			(e)	Cathode ray tubes (CRT):	Before release or turn-in of a CRT which has been used to display classified information, inspect each screen surface carefully under high intensity internal CRT illumination to detect evidence of burned-in information.





			(f)	Punched card machines (PCM) and auxiliary equipment:  This equipment is capable of retaining classified information if proper operator procedures are not followed.  Clear the equipment by operating it for at least three card cycles with the input hopper empty.


 


	C.	Printed Matter:





		1.	Destroy keying material and other classified COMSEC publications beyond reconstruction.





		2.	Destroy all "full" maintenance manuals (i.e., those containing cryptographic logic inform ation/classified schematics).  When time does not permit, every reasonable effort must be made to remove and destroy their sensitive pages in accordance with paragraph 5. e.





	D.	Classified Crypto-Equipment: Render classified crypto-equipment inoperable (i.e., beyond reuse).





		1.	If time permits, destroy the cryptographic logic of the equipment beyond reconstruction by removing and destroying the classified portions of the equipment, which include certain printed circuit boards and multi-layer boards, and keyed permuting devices.





		2.	If these classified elements are destroyed, it is not necessary to destroy the remainder of the equipment.





	E.	Emergency Destruction in Aircraft: When time or facility limitations preclude complete destruction of COMSEC material aboard aircraft, make all reasonable efforts to prevent the material from falling into unauthorized hands.





		1.	When the aircraft is operating over water and an emergency or forced landing is imminent, zeroize the COMSEC equipment and shred or tear up the keying material and disperse it.  If feasible, remove the classified elements from the equipment and smash and disperse them.





		2.	 If an aircraft is in danger of making an emergency landing in friendly territory, zeroize the equipment and keep all the COMSEC materials in the aircraft.





		3.	If the aircraft is being forced or shot down over hostile territory, first zeroize the equipment, then shred or tear up and disperse the keying material, and make all .


reasonable efforts to remove, smash, and disperse the classified equipment components.





	F.	Emergency Destruction Aboard Ship:





		1.	If the ship is in imminent danger of sinking in a U.S.-controlled area, zeroize the equipment, destroy all COMSEC material as completely as possible in the time available, lock it in security containers and permit it to sink with the ship.





		2.	If the ship is in imminent danger of capture or of sinking in an area where foreign elements would have salvage opportunities, destroy all COMSEC equipment and all keying material.





			(a)	Destroy all COMSEC equipment as completely as time permits, and jettison the undestroyed or partially destroyed COMSEC material overboard.





			(b)	Place paper items and other material that could float in weighted canvas bags before jettisoning.





IX.	Reporting Emergency Destruction:	


					


	A.	Accurate information relative to the extent of an emergency is absolutely essential to the effective evaluation of the COMSEC impact of the occurrence, and is second in importance only to the conduct of thorough destruction.





	B.	The Commanding Officer/OIC or official responsible for safeguarding COMSEC material which has been subjected to emergency destruction, is responsible for reporting the attendant facts to the appropriate seniors in the chain of command by the most expeditious means available.





		1.	Reporting instructions: The senior official shall report the facts surrounding the destruction to CNO//N652//, DCMS//T20//, DIRNSA//X71A//, and both operational and administrative command echelons as soon as possible; if feasible, use a secure means of reporting.





		2.	Required information: State in the report the material destroyed, the method and extent of destruction, and any classified COMSEC material items presumed to have been compromised (e.g., items either not destroyed or not completely destroyed).





		NOTE:	If feasible, follow the reporting procedures for COMSEC 					Incidents as outlined in Chapter 9 of this manual.  Ensure the 					EAP includes guidance for providing the required


                                              information.
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