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STUDENT HANDOUT
MESSAGE ROUTING SYSTEM
LEARNING OBJECTIVES:


a. TERMINAL LEARNING OBJECTIVES:  Provided commander's  guidance, mission and annex K, with the aid of references, supervise the operation of Defense Message Systems (DMS) software and systems. (2591.3.7)


b.  ENABLING LEARNING OBJECTIVES:  Per the reference (1), the Senior Course Training Section (SCTS) has recieved permission to omit published ELO"S from its student handouts. SCTS will continue to follow the ISS process in that the Program of Instruction (POI) will be used to determine training requirements, and that all tests administered will follow the ELO's contained within the appropriate POI. All material within the lessons will continue to support the POI and ITS.

REFERENCES:

1.  Command Training Specialist memorandum dated 18 dec 91

2.  Message Routing System (MRS) End Users Manual dated 30 May

    1993

OUTLINE
I.  GENERAL
    A.  SYSTEM PURPOSE.  The purpose of the MRS is to receive messages from an AUTODIN Gateway Terminal (AGT) or from diskette. This data is in the form of organizational messages, in JANAP-128 format. Once entered, the messages are routed to one or more destinations, including any mix of the following; file servers on Local Area Networks (LANs), Message Dissemination System (MDS), Message Dissemination Utility (MDU), or host computer. The routing is determined by keywords in the data and an addressing table residing in the MRS.

    B.  APPLICATION.  The MRS is a PC based system providing automated routing of organizational messages for delivery to addressed PLAs via computer systems or LAN's. It supports backbone communications through the use of Network Interface Cards (NICs) and supports asynchronous (RS-232C) communications lines. Each asynchronous line may operate at speeds up to 38.4KBps. In addition to entry of messages via diskettes, the MRS can receive organizational message traffic directly from an attached GateGuard or external system.  The MRS incorporates a profiler for 'Profile Directed Dissemination' (routing) of messages to the appropriate LAN, MDU, or external system. The MRS system is separated into 3 processing modules; Routing Information Maintenance, Message Processing, and Distribution.

        1.  The Routing Information Maintenance module includes all the programs that enable users to add, edit, and delete PLAs, LANs, users and profiles. It also enables them to change the parameters used by MRS to customize the Message Processing Module.

        2.  The Message Processing Module includes all the programs that parse the message for PLA, user and profile information.  It also collates sectioned messages so that systems connected to the backside of MRS need not deal with them.  This module also includes the programs for diskette input and for direct output to and from AGT's, LAN's, MDS's, MDU's, etc.

        3.  The Distribution Module includes all the programs that actually send the messages to the appropriate LAN or external system. The message Processing Module is associated with direct electrical reception and transmission.

    C.  PERFORMANCE.  If using a LAN, MRS attempts to connect to all file servers that are in the MRS tables. This is done by issuing the appropriate connection command within the the     MRSLOAD.BAT file. The connection commands will vary depending on the LAN operating system used. There is a limit to the number of file servers that MRS can connect because of the length of the alphabet.  Both "a" and "b" are reserved for floppy downloads which leaves 24 letters for LAN designation. 



**NOTE**  MRS has a limitation of 8 file servers on 




     Novell LAN's.  This means that MRS can only 




     connect to 8 file servers at one time. This 




     is a Novell workstation shell limitation that 



     will be increased in Novell Netware 4.0.

    D.  HARDWARE/SOFTWARE REQUIRED. Following is a list of hardware you will need to operate the Message Routing System:

        1.  Personal Computer IBM PC AT family of products, or   fully-compatible computer (i.e. MS-DOS, with 80286 or later CPU).  To install MRS, the PC needs at least 250K of free Random Access Memory (RAM). To execute the 286 version of MRS, the PC needs approximately 500K of free RAM. To run the 386/486/586 version   (extended), the PC must have over 2MB of extended memory and a compatible memory manager. QEMM and 386MAX are readily compatible. EMM386.EXE, DOS's memory manager, can be made to be compatible using a memory parameter with it (refer to the DOS manual).

        2.  Disk Drives, low or high density.

            - At least one 5 1/4" or 3 1/2" disk drive

- and -

            - Hard drive with at least 10 Mb available

        3.  Monitor and Graphics Adapter

        4.  Monochrome or color monitor

            - VGA, EGA, Hercules or compatible graphics adapter

        5.  Modem. If dialing out to an external system, i.e. 

            MDU, MDS, or a host, a modem is required.

            - Hayes or compatible, 2400 BPS or higher is 

              recommended

        6.  Communications Port 

            - Standard COM1 or COM2 port.

        7.  Modular Phone Jack and Phone Line

            - Tone or pulse phone line (Pulse will click and 

              phone will beep as you dial.)

        8.  Optional Hardware

            (1)  Printer

                 - Parallel printer connected to the port LPT1 or  

                   LPT2

            (2)  Mouse

                 - Serial or bus mouse with appropriate driver.

        9.  Software Required

            DOS - Disk Operating System

            - MS-DOS or PC-DOS, Version 3.21 or higher

            - MRS software diskettes

              5 1/4" requires 5 diskettes

              3 1/2" requires 3 diskettes

    E.  ASSISTANCE AND PROBLEM REPORTING.  During condition of alert, (war time), the MRS administrator should review the profiles set up and remove those which are not essential. It is suggested that a diskette of emergency profiles be available if this situation should occur.  The points of contact for the MRS system are NCTS Washington Code N9111A, Mr. William Nairn, (301) 238-2373, DDN wnairn @nctsemh-wash.navy.mil or Mr. Laurence Miller, (301) 238-2373, DSN 251-2373.

II.  OPERATING THE SYSTEM:

     A.  System Installation.  The computer which operates the   MRS software should be equipped with a Network Interface Card    (NIC) if it is to route messages to a LAN. If MRS is routing to a MDU system a NIC card is not required. Once your computer is in  place and your NIC card is inserted (if required) you can install the MRS software.  The following procedures should be followed:

        1.  Turn on the power to the Computer's Central          Processing Unit (CPU) and Monitor. Boot the system up to the DOS prompt.

        2.  Insert Installation Disk 1 into Drive A <srcdrv>, or the drive from which you intend to install the software.

        3.  At the DOS (A>) prompt, type: INSTALL <srcdrv>       <tardrv> where <srcdrv> is the drive letter of the floppy from which you are installing the MRS software, and the <tardrv> is the drive letter of the hard disk or file server to which you are installing the software.

        4.  Follow the instructions on the screen.

    B.  System Setup. Once all disks are loaded the installation program will exit to DOS. To execute MRS, type MRS at the DOS prompt and press <ENTER>. The MRS logo will flash across the screen (Figure 1).
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(Figure 1)

MRS LOGO

When this is complete the MRS menu will activate, pre-choosing the Work with Messages option (Figure 2).                        
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You are now ready to begin building the MRS address routing tables. The MRS operator must set up the address routing tables. This is the way the MRS software determines where to rout the messages it receives. Below are the step by step procedures and samples of address routing tables:

    C.  Change MRS Parameters.  When MRS is executed for the     first time, the system parameter screen is displayed to the      operator (Figure 3).

[image: image3.wmf]
(Figure 3)

system parameter screen
The following information must exist before execution can continue:

        1.  MRS Root Directory - this is the directory specified when installing MRS. MRS knows the directory it was installed in so this field is not accessible to the user.

        2.  Distribution Criteria - This is the order of

processes of MRS will use to determine distribution. If 0 is used, that item will not be used at all; 1 is the first to be used, 2 is the second to be used.

        3.  MRS Profile Line Count - number of lines that MRS will profile to determine distribution for the message.

        4.  Number of days before forwarding incomplete sections- Number of days that MRS will hold sectional messages so that it can collate complete messages. If a complete message does not come in this time frame, MRS will send each section to every LAN queue in its tables. Section MSG can be held for 3 days only.

        5.  Comm Port for link to GateGuard - this identifies the port on the MRS PC that is connected to GateGuard.  The MRS PC can be up to 150 feet away from the GateGuard PC, anymore and the signal would need to be boosted.

        6.  Stop/Start Time - the clock time directing MRS to    stop distributing the messages. If backups are performed on the LANs that MRS is connected to, it is expedient to stop MRS so that excess open files are not found by the backup system. You should rebuild indexes daily.

    D.  Plain Language Address(PLA)/Routing Indicator (RI) Setup.  To setup PLAs, highlight PLA option under the System Maintenance menu and press <ENTER>. Highlight ADD PLA and press <ENTER> (Figure 4).
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                            (Figure 4)

PLA OPTIONS

An input screen will appear so that a PLA may be entered (Figure 

5). After a PLA is entered, highlight Save and press <ENTER>. The PLA entry screen will appear again. Type in all the PLAs that   will be used in the system. After the last entered PLA has been saved, press <ESC> to return to the PLA submenu.

                            (Figure 5)

    E.  Local Area Network (LAN) Setup.  To setup LANs, highlight LAN Options under the System Maintenance Menu and press <ENTER>. Highlight Add LAN and press <ENTER> (Figure 6).

(Figure 6) 

Local Area Network (LAN) Setup

An input screen will appear so that LAN information may be       entered (Figure 7).     [image: image5.png]MRS LaN Parameters
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FIGURE 7

The LAN information screen will ask for the following:                                                                            

1.  Plain Language Address - PLA that the LAN will be 

Highlight this option and press <Enter>.  A list of available PLAs will appear. Highlight the PLA that the LAN will be grouped with and press <Enter>.  When multiple PLAs are associated with a LAN, new entries will be made on subsequent displays.                                                                             



2.  Drive or COM Port - drive letter or COM port that MRS will deliver messages to, for that LAN

                                                                 

3.  LAN Name - name used to designate the LAN                                                                           

4.  COM Port Speed - baud rate of the communication line (i.e. 2400, 4800, 9600, etc...)                                                                                              

5.  COM Port Address - internal system address used by the PC for the communication board                               



6.  COM Port Address - internal system interrupt used by the PC for the communication board                           

7.  COM Port Parity - parity of the communication line (i.e. (N)one, (O)dd, (Even)                              



8.   Edit Connection Info - a check box used to bring up an input screen for commands used for the MRS                  workstation to connect to LANs                                                                                                   


a. NET USE - LAN Manager                          


b. 3 F Link - 3 Comm Open+                        


c. ATTACH, MAP - Novell                                                                                            

9.   Dial Out - Number used to dial if connection is made via modem. For more information about communications         parameters, consult your modem installation manual or any communication package's configuration manual.  Highlight <Save> and press <Enter>. Repeat above steps until all LANs have been entered. Press <ESC> when complete.                              


F.  User Setup. To setup users, highlight User Options under the System Maintain menu and press <Enter>. Highlight Add User

and press <Enter> (Figure 8).
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                             FIGURE 8

USER OPTIONS

An input screen will appear for user information (Figure 9).[image: image7.png]MRS User Parameters
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                             FIGURE 9

The User information screen will ask for the following:                                                                           

1.   Plain Language Address - PLA that the user will be  associated with. Highlight this option and press <Enter>. A list of available PLAs will appear.  Highlight the PLA that the user will be grouped with and press <Enter>.                                                                                           

2.   Local Area Network - LAN that the user will be    associated with. Highlight this option and press  <ENTER>. A list of available LANs will appear.   Highlight the LAN that the user will be grouped with and press <ENTER>.                                                                                           

3.   User Code - office code of the user. Office codes can use COs "wild cards". If all of the CO's traffic and         his subordinates (00A, 00B, etc...) need to be disseminated to one LAN then only oo* need be entered into the system.  Office codes that do not contain the "wild card" symbol take precedence over office codes that do. This means that 00 traffic can be designated for one LAN while all other codes that contain 00 will go to another LAN.  Highlight <Save> and press <Enter>. Repeat above steps until users have been entered. Press <ESC> when complete.              


G.  Profile Setup.  To setup profile, keywords or phrases found in the message, highlight Profiler Option and press <Enter> Highlight Add Profile and press <Enter> (Figure 10).
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figure 10

PROFILE OPTIONS

An input screen will appear for profile information (Figure 11).[image: image9.wmf]
FIGURE 11

The Profile information screen will ask for the following:                                                                        

1.  Plain Language Address - PLA that the profile will be associated with.  Highlight this option and press             <Enter>.  A list of available PLAs will appear.  Highlight the PLA that the profile will be grouped with and press <Enter>.                                                                      

2.   Profile Name - name used to designate the profile.                                                                   

3.   Special Handling -box used to designate if profile is to be a Special Handling or a Common profile.  Special        Handling profiles limit distribution to LANs for that PLA by stopping distribution processing after one profile is found to be true, then all Common profiles found to be true will have the distribution assigned to it appended to the message.                                                                              

4.   First Word - word or phrase that the profiler will search for in the text of the message.                           



5.   Not - box used to designate whether the first word is supposed to be found in the message for the profile to be found true or whether the first word is not found in the message for the profile to be found true.



6.   AND/OR - conjunction used to join the first word with the second word if it exists.



7.   Second Word - word of phrase that the profiler will search for in the text of the message in conjunction with the first word. 



8.   Not - box used to designate whether the second word is supposed to be found in the message for the profile to be found true or whether the second word is not found in the message for the profile be found true.                                   

Words or phrases must be found in the messages with delimiters   surrounding them. Recognized delimiters are as follows:                                                                           


a. Period                                                                                                          


b. Slash




c. Beginning of Line                                                                                               


d. End of Line 




e. Space                                                                                                             If a delimiter is entered into either word and saved, the system a will transform the entered delimiter into a space so that the profile can process it.  After saving the profile, a list of LAN's assigned to the chosen PLA will appear. Highlight the LANs that should be disseminated to if the profile is found to be true and press <Spacebar> to tag each LAN. Press <Tab> to save the information. Repeat above steps until all profiles are built.                                                           


H.  Generate Startup File. Once the routing tables have been established the MRS operator need not repeat this step except to modify the table. After all the information is entered into the system the MRS operator must choose the Generate Startup File option under the System Maintenance menu.  This will create a MRSLOAD.BAT file. This file contains all the LAN connection information entered into the system under each LAN. This option will need to be executed whenever the connection INFO changes. From this point on, the MRS operator need only initiate a session.


I.  Initiating a Session.  MRS has three modes of operation which are described below. It is your organization who decides which mode is best for you.                                                                           



1.  MODE 1 - MRS is initiated by an operator to route  messages. The operator types: MRSLOAD and presses [ENTER]. Once MRS routes all data, the operator can exit the system by pressing <ESC> to stop routing and then pressing <Alt-E> to exit the system. 



2.  Mode 2 - MRS is automatically run when the operator boots the computer. This can happen if the operator inserts following lines in the AUTOEXEC.BAT file:                                                                                         

     CD/<MRS>/PRG                                                     MRSLOAD                                            

<MRS> is the directory initially chosen when MRS was installed.                                                                   Once this code is placed in the AUTOEXEC.BAT file and saved, every time you boot your computer, MRS will automatically run.                                                                          



3.  MODE 3 - MRS is running without interruption, 24   hours per day. The MRS operator either enters MRSLOAD, or has the commands for MODE 2 built in the AUTOEXEC.BAT file and initiates MRS one time. Then the computer is left on and running, dedicated to MRS. In this mode if for some reason MRS should stop running, the operator needs to reinitiate the command, MRSLOAD or reboot the computer.


J.  Automatically Routing Messages.  If the MRS PC is connected to a GateGuard system, routing messages is done by     selecting Route Messages from the Work with Messages menu.       Selecting this option will cause MRS to initiate a Kermit session with GateGuard so that messages can be transferred.  If messages are present, MRS will start the dissemination process.                                                                            


K.  Manually Routing Messages. If the MRS PC is not connected to a GateGuard system, routing messages is done by selecting Load Message(s) from Diskette(s) from the Work with Messages menu. MRS will ask from what drive to load messages.  It will then copy all files except the DISKETTE.TOC file from the diskette into the MSGIN directory. After this step is taken, choose the Route Messages option explained in paragraph J.  (Kermit will not be initiated if these steps were taken.)                                                                         
L.  Stopping and Suspending Word.  Once MRS has routed all  messages a screen will appear (Figure 12). At this time the     operator can exit the MRS system by pressing <ESC> to stop       routing and then pressing <Alt-E> to exit the system.

FIGURE 12

II.  SYSTEM SPECIFICATION:


A.  CAPACITIES.                                                                                                                        Number of PLAs - unlimited                                        Number of LANs per PLA - unlimited                                Number of users PER PLA - unlimited                               Number of profiles per PLA - unlimited                            Number of messages system able to process - limited by                                                       diskspace                                                                    
B.  Capabilities.  Adding, editing, and deleting PLAs, LANs, Users, and Profiles can be accessed through the use of the pulldown menus.  Reports of various criteria can also be generated in the same manner.


C.  Name Conventions. Database names are derived from their function with the first three or four letters used to designate it.




MSG - message related files                                                                                                         AUDT - audit trail related files



PLA - PLA related files                                                                                                             LAN - Local Area Network related files                                                                                              PROF - common profile related files                                                                                                 SPEC - special handling related profiles                                                                                            DIST - profile distribution related files                                                                                           RTCH - route chain related files                                                                                                    USER - user related files                                                                                               Variable names are as follows :                                                                                                               MG - global variables                                                                                                               ML - local variables                                                                                                     
D.  Processing Procedures.  When MRS is used to route to a LAN, an account needs to be set up for the user on each file server.  Thus when MRS attaches to the LAN to send messages, it has an account to attach with. The LAN administrator needs to set up the user "Messenger".  "Messenger" is a user account set up on each file server. Discuss any possible account restriction with  your LAN administrator for possible access control purposes.                                                                      
E.  Associated Processing Files. MRS builds a message database file as well as queues for all the LANs entered. The file  names for the message database are MSG_MRS.DBF, MSG_MRS.FPT. These files will continue to build as long as there are messages to be disseminated to any LAN.  Once all the queues are empty of messages, these files are reset to a blank state.   


MDI_SECT.CDX, AND MDI_SECT.FPT is a database file that holds sectioned messages until all sections are received by MRS.  When all sections are received, MRS will compile the sections into one message and then looks over the message for PLAs. MRS will hold incomplete sections for the number of days designated in the MRS parameters screen. If all the sections have not arrived within the time frame MRS will distribute the incomplete sections to all LANs for all PLAs. Unless you "Create a profile called manual, it can be under any pla but do not associate it with any other profile, use gibberish as the word and put a "X" in the not box as explained in section II paragraph G8 so any unrouted message traffic will be routed to that profile including incomplete sectionals".


F.  Routing.  When routing a message, MRS looks at the "TO" line, LDMX distribution, and body of the message. The "TO" line is any line in the address block where a valid PLA occurs.  This can be anywhere in format lines 6 (From line), 7 (To line(s)), or 8 (Info line(s)).  MRS checks for valid PLAs in the LDMX       distribution block and it scans the text of the message. If no LAN distribution can be found through the use of profiles or office code distribution criteria, MRS will send the message to every LAN for every LAN for every PLA in the system. In other words, MRS will "SHOTGUN" the message. Unless you have created the manual profile as explained in paragraph E.                  

                                                                 
G.  Incomplete Messages.  If the message is missing the first BT, MRS will "SHOTGUN" to all LANs because the critical information (DTG, ORIGINATOR, PRECEDENCE, etc.) couldn't be found.  If the second BT is missing, MRS will not have a problem, but MDS or MDU may have a problem if it tries to convert the     message, to the MAT format.  If the line "NNNN" is not found in the message, then only profile distribution will occur.  MRS will not be able to determine where the LDMX distribution begins.  Again unless if you have created the manual profile.                                                                              
H.  MRS programs and data files.                                                                                             

Programs Directory:                                                                                                     

MRSLOAD.BAT -
batch file to start MRS running



MRS.EXE     -
standard (286) version of software



MRSX.EXE    -
extended (386/486/586) version



VGARAM.COM  -
utility to allow the use of video 





memory from an EGA/VGA board (note: 





review documentation before using this 




software as there is a $20.00 






registration fee to use this shareware 




program.



MSKERMIT.EXE -
utility to send or receive files using 




the Kermit protocol



MSKERMIT.INI -
initialization file MSKERMIT.EXE 






(receive mode)



SETUPREC.INI -
initialization file for receiving 





messages from a GateGuard or another 





MRS system.



RECNULL.SCR  -
script file for use with a Null modem 





connection.



SETMODEM.INI -
initialization file for file transfer 





over a modem (send modem)



MRSMODEM.SCR -
script file used to initialize modems



MRSDIAL.SCR  -
script file used to send the 






appropriate commands to the modem to 





dial the required phone number



PCKERMIT.BAT -
batch file used to receive messages 





from GateGuard and MRS



FOXSWAP.COM  -
utility that allows swapping out of 





memory to disk to allow bigger 






programs to run from within FOXPRO



PROAPI16.EXE -
utility that allows binary (BIN) files 




to run from within FOXPRO's extended 





version

Data Directory:



COM_MRS.DBF   - communication port information for LANs           COM_MRS.CDX   - index file                                        CRIT_MRS.DBF  - criteria (Office code or Keyword)                 DIST_MRS.DBF  - distribution for profiles                         DIST_MRS.CDX  - index file                                        HOLD_MRS.DBF  - temporary holding database used when                             disseminating                                      HOLD_MRS.CDX  - index file                                        LAN_MRS.DBF   - LAN information                                   LAN_MRS.CDX   - index file                                        LAN_MRS.FPT   - memo file that holds connection                                  information                                        MDI_SECT.DBF  - section message                                   MDI_SECT.CDX  - index file                                        MDI_SECT.FPT  - memo file that holds incomplete                                  sections                                           MSG_MRS.DBF   - message information                               MSG_MRS.CDX   - index file                                        MSG_MRS.FPT   - memo file that holds messages                     PLA_MRS.DBF   - PLA information                                   PLA_MRS.CDX   - index file                                        PROF_MRS.DBF  - profile information                               PROF_MRS.CDX  - index file                                        SPEC_MRS.DBF  - special profile information                       SPEC_MRS.CDX  - index file                                        SYS_MRS.DBF   - system information (profile line count,                           start/stop time, etc)                             USER_MRS.DBF  - user information                                  USER_MRS.CDX  - index file                                                                                              
I.  Related Processes.  MRS used a self-generated batch file to all the LANs that are its tables.  This batch file is called  MRSLOAD.BAT.  This batch file also runs a utility called FOX.EXE. The function of this file is to determine if the processor being used is in the 386/486/586 family and if it is, whether it has over 2 Mb of Random Access Memory (RAM).  If it finds these to be true then batch file will execute MRSX.EXE instead MRS.EXE.   MRSX.EXE is the extended version of MRS which will take advantage of all the expended or extended memory in the PC.


J.  Data Backup.  PLA, LAN, User, and Profile related files should be backed up after the initial setup of the system.  After that, the system need only be backed up when one or more items change.  Data files dealing with messages need not be backed up.  If there is a problem with these files, they can be reinitialized from the compressed file on disk 1.  Any messages not disseminated due to a failure can be reloaded from diskette or recalled from GateGuard.


K.  Recover from Errors and Malfunctions.  Errors occurring while processing messages can be handled without loss of data by taking the following precautions:



1.  Keep an up-to-date backup of the critical data files listed in paragraphs H and J.



2.  Keep a copy of the message database files off-line so that if a corrupt file is found, a new copy can be overwritten to it.  Errors can be averted by keeping the system free of outside influences (i.e. viruses) and keeping the disk clear of "bad spots" (can be accomplished easily by running the DOS utility CHKDSK.COM regularly).                       

