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                                 ANNEX E

HO 5.5            

STUDENT HANDOUT
SYSTEMS AND AGENCIES

Learning Objectives:  


a.  TERMINAL LEARNING OBJECTIVE:  Provided commanders guidance, mission and annex K, with the aid of references, plan for the interface of USMC tactical message systems into the Naval Telecommunications System (NTS).  (2591.1.6)

    b.  ENABLING LEARNING OBJECTIVES: Per the reference(1), the Senior Course Training Section (SCTS) has recieved permission to omit published ELO"S from its student handouts. SCTS will continue to follow the ISS process in that the Program of Instruction (POI) will be used to determine training requirements, and that all tests administered will follow the

ELO's contained within the appropriate POI. All material within the lessons will continue to support the POI and ITS.

REFERENCES:


a.  FMFM 3-30


b.  NTP-4


c.  SPAWAR E2081-BD-OPI-010/U


d.  JANAP 128

      e.  Command Training Specialist memorandum dated 18 Dec 91

OUTLINE
1.  GENERAL

    a.  All communications are done through a network of agencies and systems.


(1)  Communications agency:  a communications agency is an organization that has the personnel and equipment to communicate.  It is also the controlling authority over all the communications within that organization.
          (2)  Communications System:  a communications system is a number of communications facilities which are connected together.
2.    C0MMUNICATIONS AGENCY
     a. The Defense Information Systems Agency (DISA) is the agency which has control over the communication systems of the Armed Forces.  It is an organization of the Department of Defense (DOD), and operationally directs the Defense Communications Systems (DCS).
     b. National Security Agency (NSA).  The NSA provides direction for signals intelligence and communications security for the Government. The Director of the NSA (DIRNSA) is authorized by the Secretary of Defense to prescribe procedures or requirements, in addition to those in the DOD regulations, for communications security (COMSEC) and sensitive compartmented information (SCI).
        1. DIRNSA creates, manufactures, and distributes all crypto gear and codes used. DIRNSA is also responsible for the proper destruction of all cryptographic material returned to it.
3.    COMMUNICATIONS SYSTEMS
     a. Defense Communications System (DCS) is the total srategic, worldwide communication system of the Department of Defense (DOD). Using the Defense Communications System (DCS) as a backbone, the Navy has designed automated systems ashore and afloat to process message traffic with minimal intervention by communications personnel. Figure 2-1 depicts the system flow. This chapter describes these systems, providing information to the communicator to assist in effective management of these systems. The Navy's automated software based communications systems are dynamic. To keep these systems current communicators can propose improvements or report defects in the software systems used by the Navy. 
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Automated Systems Interface

                    (1)    ASHORE SYSTEMS

 AUTOMATIC DIGITAL NETWORK (AUTODIN)-The term  AUTODIN is an acronym derived from automatic digital  network. AUTODIN is a world-wide, Department of Defense (DOD), general purpose communications system which provides for the transmission of narrative and data pattern message traffic on a  store-and-forward (message switching) basis.

     OBJECTIVES:  The objective of AUTODIN is to provide a reliable, secure, and efficient general purpose communication system which incorporates error detection techniques and the highest speed transmission equipment available.

     
COMPOSITION:  AUTODIN is composed of a network of AUTODIN Switching Centers (ASCs) and tributary terminals connected to the ASCs.


1. ASCs  are strategically located world-wide. CONUS (Continental United States) ASCs can handle up to 300 tributary terminals. The ASCs overseas can handle 100 to 200 tributary terminals.  ASCs relay messages to each other and to their tributary terminals and reject messages with format errors.



(a)  There are eight CONUS ASC's:




(1)  ANDREWS AFB, MD




(2)  FT. DETRICK, MD




(3)  SYRACUSE, NY




(4)
ALBANY, GA




(5)
GENTILE AFS, OH




(6)
TINKER AFB, OK




(7)
MCCLELLAN AFB, CA




(8)
WAHIAWA, HI



(b)  There are six Overseas ACS's




(1)  CROUGHTON, ENGLAND




(2) 
PIRMASENS, GERMANY




(3) 
COLTANO, ITALY




(4) 
FINEGAYAN, GUAM




(5) 
CAMP DRAKE, JAPAN




(6) 
TAEGU, KOREA


2.  Tributary terminals are responsible for sending correctly formatted, error-free messages to their ASCs. Another word for a tributary terminal is Communication Center.


3.  AUTODIN components communicate with one another over a variety of media, depending upon specific needs and capabilities. Some of these media include:



a.  Lease telephone lines.



b.  Micro-wave radio stations.



c.  High frequency radios.



d.  Satellite communications.
      MODES AND CODES
      
1.  MODES:  There are five possible modes of operation. These modes fit particular needs and types of equipment. The Marine Corps uses two modes our of the five, therefore will only discuss those two. They are modes I (one and II (two).
           
a.  Mode I (one) uses computer equipment which automatically checks for data errors. It is a full duplex operation allowing independent and simultaneous operation.


     b.  Mode II (two) is a full duplex using high speed computer equipment to transmit the message, but does not check for data errors.  Accountability is maintained by use of Format Line one which is a pilot line.  This pilot line is transparent to the reader of the message, but the computer sees and recognizes it as a message sequence indicator.

    2.  CODES:  There are two character codes commonly used in AUTODIN.


   a.  American Standard Code for Information Interchange (ASCII) uses eight data bits to represent one character.  ASCII is the standard computer code and can be recorded on paper tape as well as magnetic media.


   b.  BAUDOT  uses five data bits to represent one character.  BAUDOT is a standard military communications code and is normally recorded on paper tape.  We see the use of BAUDOT less and less with the eventual complete disappearance of paper tape media.  High speed, flexible, reliable, and easy to install and use computer equipment is making the use of this   code and of paper tape obsolete and virtually useless.
      Defense Information Systems Agency (DISA) has directed moving all data pattern traffic from AUTODIN to the Defense Data Network (DDN). The Navy plans to accomplish this during its transition to the Defense Messaging System (DMS).          



DEFENSE MESSAGE SYSTEM (DMS)-DMS will eventually replace the AUTODIN messaging system. Initial components of DMS were fielded in late 1993 for unclassified-sensitive messages; classified messages are            scheduled to be introduced to DMS beginning in 1995. DMS will be designed    to provide writer-to-reader service, complete with encryption, from one      desktop PC to another, anywhere within DoD or other government agencies.     The backbone communications system will be the Defense Information           Switched Network (DISN). The two types of messages handled by DMS are:       Individual messages and Organizational messages. Desktop PCs will be         differentiated as "User Agents", designed to handle individual messages,     and "Organizational User Agents", designed to receive, transmit, and         distribute organizational messages.DMS will use the International            Standards Organization (ISO) standard X.400 (Message Handling Services)      and X.500 (Directory Services). ACP 123 will promulgate specific message     formats and procedures. ACP 123 is being developed by DISA and other         members of the Allied Message Handling International Subject Matter Expert   committee.

 NAVAL COMMUNICATIONS PROCESSING AND ROUTING SYSTEM (NAVCOMPARS)- NAVCOMPARS is the automated communications system which serves as the interface between AUTODIN or other networks ashore and operational units of the Navy. NAVCOMPARS provides fleet support through broadcast management, Common User Digital Information Exchange System (CUDIXS), Submarine Satellite Information Exchange Sub-System (SSIXS), full period terminations and primary ship/shore circuits (see Figure 2-2). There are four NAVCOMPARS sites: one at each of the four NCTAMS. The capabilities of the NAVCOMPARS also allow units to submit outgoing traffic in modified ACP 126 format, thus relieving these units of the task of maintaining message routing publications and the ACP 117 series. To obtain the full benefit of automated traffic handling, messages must be drafted and transmitted in accordance with NTP 3 and Chapter 4 sections II and VI of this publication. Drafting errors may cause NAVCOMPARS to reject the message to a service desk or message router and therefore increase handling time.
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                  MESSAGE DISTRIBUTION TERMINAL (MDT)- MDT is a Defense Message System (DMS) joint project that uses commercially available software, firmware, and hardware to provide AUTODIN message processing capabilities. The MDT is a low cost solution to replace existing systems, e.g., RIXT, SRT, LDMX. The MDT provides AUTODIN access via direct connection to an ASC or via backside connection to an existing Automated Message Processing Equipment (AMPE), e.g., LDMX.

                 PERSONAL COMPUTER MESSAGE TERMINAL (PCMT)- The PCMT is a low cost microcomputer-based message processing system designed for low-volume TCCs. This store-and-forward processing system is intended to be installed in TCCs and operated by message center or fleet center personnel. PCMT provides exchange of messages between the TCC and user organizations using diskette media or STU-III connectivity. Although the exchange of diskettes requires couriers, the implementation of PCMT eliminates the use of paper and card media and facilitates message handling at the TCC. STU-III connectivity also eliminates the requirement of couriers. PCMT/MARCEMP share/use essentially the same hardware and software.

                 GATEGUARD- The GateGuard serves as the primary AUTODIN interface point for DON organizations. It provides a gateway communication link from the AUTODIN Subscriber Terminal (AST) (i.e., LDMX or PCMT) to an organization's Automated Information System (AIS) or Office Automation System (OAS). GateGuard was the first DON messaging system to fulfill the "idea" of extending messaging services to the user level. Traffic received by the LDMX or PCMT can be transferred electronically to the GateGuard, which will ensure only traffic of a classification level not exceeding that of the OAS communications line is transferred. The GateGuard is capable of processing Unclassified to Top Secret SPECAT A messages. The GateGuard can function as either a dedicated delivery device (paper or diskette) or as a gateway. The GateGuard system is composed of three elements: a Guard Device (for use on dedicated links), an AUTODIN Gateway Terminal (AGT), and a gateway communication link to an arbitrary AIS. The AST communication link uses the old style of LDMX-RIXT communication protocol. GateGuard is also capable of providing a Mode I interface to suitably equipped hosts. To the AST, GateGuard looks like an attached RIXT. To eliminate the need for TCCs manned by specially trained radiomen, the AGT is designed for operation by an organization's administrative personnel. The AGT can provide paper or diskette media for message dissemination within the organization. GateGuard exchanges data with the supporting AST using the communications link or diskette media. However, messages cross the communication link from the GateGuard to the AIS in one direction unless a DMS approved automated message release capability is available on the AIS. The GateGuard performs the following functions:

  -Audit Trail 

  -User Identification

  -Message Storage and Retrieval

  -Format Checking

  -Security Checking

  -Precedence Notification

  -Message Routing

  -AUTODIN Mode I Interface

  If the communications link between GateGuard and the AST is not contained entirely within controlled spaces, it must be covered by approved communication security (COMSEC) equipment.The circuit must be covered even if only UNCLASSIFIED messages are exchanged. The KG-84 may be used to cover a circuit that will carry messages with any classification. Secure Telephone Units (STU) III may be used to cover circuits that pass messages classified up to TOP SECRET.

                 REMOTE CONTROL SYSTEM (RCS)- RCS is computer-based equipment used at communications facilities to remotely tune and control transmitters and receivers. By using digitally tuned transmitters and receivers, RCS is able to decrease the labor intensive requirements of manually tuning equipment.

                NAVY ORDERWIRE (NOW)-NOW is a PC-based system that supports up to four full duplex circuits using Navy Orderwire software in conjunction with two Frontier Communications boards. The system replaces teletype equipment formerly used on four orderwires and has message storage and retrieval capabilities as well as an editor for message preparation. Circuit logs may also be stored and retrieved. An optional printer may be attached for message copies and logs. This circuit is not certified and will not be used to pass traffic except as a last resort.

              COMMON USER DIGITAL INFORMATION EXCHANGE SYSTEM (CUDIXS)-The four NAVCOMPARS sites (all NCTAMS) are equipped with the CUDIXS. Each site has at least three CUDIXS suites and the capability to operate two full and one "mini" configuration simultaneously. CUDIXS provides a 2400 baud full duplex interface, over a satellite link with mobile platforms, for the receipt and transmission of narrative message traffic between the NAVCOMPARS and mobile platforms equipped with afloat automated systems. The CUDIXS system consists of the following hardware: computer (AN/UYK-20), video display unit, printer, magnetic disk, magnetic tape, paper tape unit and computer/satellite interface unit. Up to sixty subscribers per CUDIXS suite have the capability to both send and receive narrative message traffic.Each subscriber can send and receive OTO orderwire type messages in free form and up to eighty characters in length (see Figure2-4.)
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                   (2)  AFLOAT SYSTEMS

                                                NAVAL MODULAR AUTOMATED COMMUNICATIONS SUBSYSTEM               (NAVMACS)-The NAVMACS is designed to increase the speed,efficiency and capacity of naval afloat and ashore communications operations. The NAVMACS modular concept allows the system to be configured according to the particular afloat platforms' requirements.

           Current version of NAVMACS is:

                    NAVMACS (V)2 system provides for up to four channels of fleet broadcast input; subscriber  satellite interface to CUDIXS; and, the capability for on-line message (see Figure 2-6). The (V)2 installation includes: computer (AN/UYK-20),teleprinter, printers, magnetic tape unit, paper tape unit and computer/satellite interface unit.
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                      SUBMARINE SATELLITE INFORMATION EXCHANGE SUB-SYSTEM        (SSIXS)-The SSIXS provides the SSN/SSBN commanding officer with an optional satellite path to complement existing VLF/LF/HF broadcasts. When the position of the submarine permits visibility of a satellite, and where   the tactical situation permits exposure of a submarine mast-mounted          antenna,the sub-system provides rapid exchange of teleprinter information    between SSN/SSBN submarines and shore stations. It also provides access to   the satellite path through a programmable mixture of query-response and      broadcast without query so as to provide maximum operational flexibility     to the submarine commander. All transmissions provide automatic,reliable,    long range, high data rate and cryptographically secure UHF communications   between submarines and shore stations and submarines themselves. SSIXS has   the same equipment configuration as CUDIXS,  except SSIXS uses magnetic      tape for message storage. Additionally, the shipboard version of SSIXS

has an ON-143(V)6 microprocessor for interface via satellite with the        shore SSIXS.

           (3)  SYSTEM MANAGEMENT
               a. The Commander, Naval Computer and Telecommunications         Command (COMNAVCOMTELCOM) is assigned the following mission per OPNAVINST    5450.227:

        (1) Operate and maintain the Naval Computer and telecommunications     System (NCTS), including the Naval Computer and Telecommunications Area      Master Stations (NCTAMS), Naval Computer and Telecommunications Stations     (NAVCOMTELSTAs), Naval Computer and Telecommunications Activities            (NAVCOMTELACTs), Naval Computer and Telecommunications Detachments           (NAVCOMTELDETs), Naval Communications Detachments (NAVCOMM DETs) and Naval

Telecommunications Centers (NTCCs).

       (2) Maintain configuration management and control of the worldwide      NCTS, a complex array of equipments and subsystems located both ashore and   afloat, which provides a telecommunications network for the operations,      command and control, and administration of the Navy.

       (3) Serve as the operations and maintenance manager of those elements   assigned under the Defense Communication System (DCS).

       (4) Serve as Central Design Agency for telecommunications in the        Department of the Navy (DON) and perform life cycle management of Navy       standard communications software components.

       (5) Perform such other functions and tasks as may be directed by        higher authority.

    b. The Fleet Operational Telecommunications Program (FOTP)and Fleet        Telecommunications Procedures (FTP) publications describe the NCTC           organization, management concept and reporting requirements.

    c. Figure 1-1 reflects the operational and administrative

  chains of command.

[image: image5.png]NAVMAGS (V)2 CAPABILITIES

o)

Figure 2-6.



      Figure 1-1. Naval Computer and Telecommunications Organization
              4. NCTAMS/NAVCOMTELSTA/NAVCOMTEL DET/NAVCOMM DET/NAVCOMTELACT

                 a. Each NCTAMS administers one of the four naval       communications areas (NAVCOMMAREAs) as depicted in Figure 1-2. Fleet 

  Commanders in Chief provide authoritative direction to the cognizant         NCTAMS concerning coordinating and controlling the fleet broadcast,          ship/shore, air/ground and other naval-related communications circuits       within the area.
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                  b. Each NCTAMS provides operational guidance to area

  NAVCOMTELSTAs as listed in Figure 1-3. NAVCOMTELSTA Washington, NARDAC San Francisco CA, DCMS Washington DC, NAVSTRATCOMMU Oklahoma City OK, and        Navy-Marine CORPS MARS Radio Stations are the only small stations authorized to report to COMNAVCOMTELCOM directly. In the event of a          catastrophe, the surviving NCTAMS or it's alternate station, with         direction from the cognizant FLTCINC, will allocate remaining                telecommunications resources among the surviving communications stations.
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                c. Figures 1-4a and 1-4b illustrate the typical organization   of a NCTAMS and NAVCOMTELSTA.
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                   d. The composition of an organization depends on its

  specific mission and tasking and may consist of a combination of           functional components and activities. These include the fleet center, data   processing center/installation, technical control facility, SATCOM,          receiver/transmitter sites, Activity Providing Telephone Service (APTS),     and an NTCC. The functions of some of these individual components and        activities are described in the following paragraphs. 

                 TECHNICAL CONTROL FACILITY- Technical control, the hub of     the communications station, establishes, activates, deactivates,             rearranges and terminates all circuits associated with the activity.         Through testing facilities, this division monitors the quality of all        circuits that pass through the communications station. In the event of       equipment failure, it can isolate hardware troubles and initiate             corrective action, including equipment, circuit, and/or channel              substitution. The technical control coordinates frequency changes at the     receiver or transmitter sites and uplink/downlink assignments with           satellite earth terminals. The majority of on-line station cryptographic     gear is operated from this facility. Because the responsibilities of the     technical control facility are so broad and varied, it is extremely          important that all required logs be kept accurate and complete.

                 FLEET CENTER - The fleet center provides an interface         between shore and afloat communications systems. Typical systems and         circuitry located in a fleet center are fleet broadcasts, full period        ship/shore terminations and point-to-point coordination circuits. Primary    ship/shore circuits may be located in the fleet center or at a receiver

site.

                 RECEIVER SITE - A receiver site is equipped with the          facilities necessary to receive RF (radio frequency) energy and convert      the energy into audio or DC signals. The received signals are normally       passed to the technical control facility for further processing. The basic   functions at a receiver site include receiver tuning, equipment patching,    quality monitoring of received signals, switching or directional control     of antennas, primary ship shore circuit operations, and the submission of    required reports.

                 TRANSMITTER SITE - A transmitter site is equipped with        facilities necessary to radiate RF energy to distant stations. The           information to be transmitted is normally received from the technical        control facility in audio or DC form. Basic functions include transmitter    tuning, equipment patching, quality monitoring of radiated signals,          directional control of antennas or antenna switching to achieve maximum

  readable transmissions to desired destination(s), maintenance, and the       submission of required reports.
                 DEFENSE SATELLITE COMMUNICATIONS SYSTEM (DSCS-SHF) EARTH                     TERMINAL - The DSCS-SHF earth terminal provides transmit and receive capabilities between satellite users and other satellite systems. Typical functions include satellite transmissions, receiving, multiplexing, coding, and antenna orientation (azimuth and elevation).  Area NCTAMS and the Defense Information Systems Agency (DISA) provide operational direction for DSCS-SHF earth terminals.
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