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DEVELOPMENT
Terminal Learning Objectives:  Provided a communications planning requirement, local SOP, and references; interact with staff personnel to ensure that all communications requirements are provided for and that all documents are prepared per the reference.  (2591.1.6)

ENABLING LEARNING OBJECTIVES:  The Senior Course Training Section (SCTS) has received permission to omit published ELO's from its student handouts. SCTS will continue to follow the ITS process in that the Program of Instruction (P0I) will be used to determine training requirements, and that all tests administered will follow the ELOs contained within the appropriate P0I. All material within the lessons will continue to support the P0I and ITS's. 

References:

FMFM 3-1
Command and Staff Action of 21 May 1979

MCWP 6-22 Communications and Information Systems dtd: 16nov98

BODY
I.DOCUMENTS.

    A.
Communication Publications.  Publications, which contain information the G-6/S-6 officer may require during his planning, include:  
        1. Marine Corps Warfighting Publications (MCWP 6-22).  This publication contain information and instructions concerning doctrine, tactics, techniques, and procedures (TTP) for the employment of communications and information systems to support Marine air-ground task force (MAGTF) command and control.

        2. Chairman, Joint Chiefs of Staff Manuals (CJCSM)6231 series. These publications contain information that addresses the generic communications network required to support a joint task force (JTF) or joint special operations task force (JSOTF). It identifies communications concepts and provides guidance for planning and employing joint single channel and multichannel networks that use TRI-TAC, ground mobile forces (GMF), and selected Service-unique equipment.  


        3. Allied Communications Publications (ACP).  These publications contain information and instructions concerning the employment of communications by U.S. and Allied Forces in combined operations.

        4. Joint Army, Navy, and Air Force Publications (JANAP).  JANAPs contain information and instructions concerning the employment of communications by U.S. Forces.

        5. Naval Warfare Publications (NWP).  NWPs contain basic doctrine applicable to the U.S. Navy and Marine Corps.

        6. Naval Telecommunications Publications (NTP).  NTPs contain the policies and procedures for the employment of communications by all forces operating within the Department of the Navy.

        7. Landing Force Manuals (LFM).  LFMs contain doctrine to be employed in amphibious operations.

        8. Fleet Marine Force Manuals (FMFM).  Contain doctrine, tactics, techniques, organizational structure, and material to be employed in operations and training by Marine Corps forces.

        9. Fleet Marine Force Reference Publications (FMFRP).  FMFRPs provide information of a non-doctrinal nature.  These publications are classified separately to ensure the retention and dissemination of useful information that is not intended to become doctrine or to be published FMFMs.

        10. Marine Corps Developmental Bulletins (DB) and Operational Handbooks (OH).  DBs and OHs contain information and instructions relating to tactics, techniques, organizational structures, and 
employment of equipment resulting from developmental efforts.




11. Marine Corps Technical Publications.  Marine Corp's
technical publications cover all aspects of operations, maintenance, and supply support of Marine Corps equipment.  These publications include Technical Manuals (TM), Lubrication Instructions (LI), Modification Instructions (MI), Technical Instructions (TI), Supply Instructions (SI), 
Support Concept (SC), and Stock Lists (SL).

        12. Marine Corps Tables of Organization (T/O).  T/Os contain information describing a specific unit's primary mission, concept of organization, concept of employment, and administrative and logistics 
capabilities.

        13. Marine Corps Tables of Equipment (T/E).  T/Es contain information that includes the quantities of equipment authorized by a unit.

        14. Army Field Manuals (FM).  Field manuals contain information expressing doctrine, tactics, techniques, operations, and training by the field forces of the U. S. Army. ( FM are usually non-technical in nature.)

         15. Army Technical Manuals (TM).  TMs contain detailed technical information and instructions pertaining to equipment.

    B. Communications Information Systems (CIS) Plans, Orders and Directives. The G-6/S-6 is responsible to the commander for preparing the following plans, orders, and directives. 

         1.
CIS Standing Operating Procedures (CIS SOP).

            (a) The CIS SOP is a set of instructions covering those features of operations that lend themselves to a definite or standardized set of procedures without loss of effectiveness. 

            (b) The scope of the CIS SOP varies with the echelon of the preparing command. The CIS SOP prepared by a division is broad in scope and provides essential instructions for all major elements of the division. The SOP of a subordinate unit applies only to that individual and its subordinate elements.

            (c) Although there is no established format for an SOP, one of two following formats is generally used:

         (1). The first format may be published as an all-inclusive document. That is, it will contain in the main body sections and paragraphs detailing the duties and responsibilities of subordinate units and, where applicable, of personnel.







    (2) The second format may be published as a basic document containing instructions of a general nature with annexes for technical details and specific instructions for individual units and/or personnel.

            (d) Suggested contents that can be included or addressed in the SOP are:

(1)  References such as MCWPs, field manuals, technical manuals, regulations, and the SOPs and CEOI of higher commands.

(2)  Planning checklists.

(3)  Training instructions outlining general training standards for personnel. 

(4)  Information systems security instructions that address both COMSEC and COMPUSEC.

(5)  Physical security instructions designed to develop awareness for physical security and to promulgate and standardize physical security procedures throughout the unit. 

(6)  Instructions for the operation of communications centers, including location and procedures for transmittal, receipt, and processing of record traffic.

(7)  Procedures covering the exchange of organizational and individual e-mail.

(8)  Procedures for wire communications, including wire and cable installation practices; priority of installation; tagging procedures; general guidance pertaining to location of switching, routing, and patching facilities; LANs and terminal equipment; and instructions governing the placement of calls.

(9)  Instruction pertaining to the planning,  installation, operation, and maintenance of the:

a. SCR equipment and guidance for the composition and operation of radio nets, including those required for data communications.

b. Switched backbone that apply to all elements of the command.

c. Local Area Network (LAN), including switch, router, and/or server planning, installation, operation, and maintenance.

(10)  General procedures to be employed by all users for the planning, installation, operation, and maintenance of radio-wire integration facilities.

(11)  Instructions pertaining to the general use and distribution of visual and sound signal devices (flags, lights, pyrotechnics, panels, arm-and-hand signals, whistles, sirens, bells, voices amplifiers, explosive devices, etc.) 

(12)  Procedures to be followed to obtain frequencies, restrictions on the use of frequencies, procedures for reporting interference, and conditions under which radio silence is required.

(13)  Instructions covering the identification of circuits and systems for installation and control purposes.

(14)  Special communications support procedures (e.g., R and Y routers) that may be required for intelligence systems in the command.

(15)  Identification of the various command centers, and cells (for example, COC, DASC, FSCC, TACC, and TAOC) with in the command and their requirements for information systems support and communications connectivity.

(16)  General procedures to be employed by all users for the planning, installation, operation, and maintenance of general-purpose computers and general guidance for interfacing all tactical information systems into the communications network.

(17) General instruction pertaining to communications control not covered elsewhere in the SOP.

(18)  Information pertaining to the location of the CISO and C2 facilities, selection of CPs, instruction governing the preparation of the CEOI, subordinate units SOPs, and instructions pertaining to CIS planning for the future operations.

         2.
Communications-Electronic Operating Instruction (CEOI).

(a) The CEOI contains the technical
guidance required to establish and maintain communications in support of operations. 

(b) The CEOI amplifies the CIS SOP by providing detailed guidance for the coordination and control of communications means and functions. 

(c) SPEED includes the Revised Battlefield Electronic CEOI System (REBECS), a module to support generation of the CEOI. 

(d) Higher Headquarters normally maintain the CEOI for subordinate unit’s use. Sufficient copies of the CEOI should be maintained by the issuing HQ to allow issue to other units that may be attached for an operation. 

(e) The following information and instructions can usually be included in the CEOI:

1.  Call Sign Assignments

2.  Frequency Assignments 

3.  Radio guard charts (app. M)

4.  Radio net identifiers.

5.  Telephone Directory Names and Numbers

6.  Identification and marking panel codes.

7.  Signal panel message instructions.

8.  Pyrotechnic and Smoke Codes

9.  Ground-to-air signals

10.  Sound Warning Signals

         3.
Communications Information Systems Plan (CIS PLAN). Combining the CIS SOP and the CEOI normally creates the CIS plan. This combined document then becomes a basic CIS plan.

(a) The tactical and administrative instructions in the body, reference should be made as necessary to the supplement that contains related technical operating instructions. (Normally Unclassified).

(b) The preparation of the operating instructions as a separate supplement facilitates revision or extraction as the need arises. 

         4.
Communications Information Systems Estimate.






(a) The CIS estimate is a tool or procedure the G-6/S-6 uses to assist the commander in determining the best course of action (COA) to accomplish a mission. 
             (b) The G-6/S-6 provides the commander with insights into the supportability of alternative COAs and recommendations on how available means can best support the selected COA.

             (c) The preparation of the estimate is a five-step process.







  (1) Develop an understanding of the mission, the commander’s intent, and the situation.







  (2) Consider all factors that affect employing CIS, and develop alternative approaches to satisfy CIS requirements.







  (3) Analyze each alternative to determine its advantages.







  (4) Compare the alternatives and select the best one.






     (5) Translate the selected solution into a decision (if the commander’s estimate) or recommendation (if the G-6/S-6 estimate).

                 (6) The following is an example of a Communications _ Electronics Estimate:

THIS SPACE LEFT INTENTIONALLY BLANK
Communications Information and Systems Estimate
SECURITY CLASSIFICATION

Copy no. __ of __ copies

Issuing headquarters1
PLACE OF ISSUE

Date/time of issue

COMMUNICATIONS AND INFORMATION SYSTEMS ESTIMATE NUMBER2 _________

REF: a. () Maps and charts.



b. () Other pertinent documents.

1. () Mission. State the mission of the command as a whole, taken from the commander’s mission analysis, planning guidance, or other statements.

2. () Situation and Considerations


a. () Intelligence Situation. (Information known or obtained from the G2. Where appropriate, reference may be made to the intelligence Estimate or other intelligence documents.)

(1) () Characteristics of the Area. (Those affecting C2.)

(a) () Weather.

(b) () Terrain.

(c) () Transportation networks/communication routes.

(d) () Other area characteristics that affect C2.

(2) () Enemy Strengths and Disposition of Major Units.

(a) () Tactical units.

1When this estimate is distributed outside the issuing HQ, the first line of the heading is the official designation of the issuing command, and the ending of the estimate is modified to include authentication by the authoring section, division, or other official according to local policy. 

2Normally, these are numbered sequentially during a calendar year.
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SECURITY CLASSIFICATION

SECURITY CLASSIFICATION

(b) () Signals intelligence/electronics warfare.

1. () Jamming.

2. () Wire tapping.

3. () Imitative deception.


b. () Friendly Forces. (Information obtained from the commander’s planning guidance and from G-3/S-3.)

(1) () Present Disposition of Major Units.

(a) () Tactical units.

(b) () CIS elements.

(2) () Courses of Action to be considered

(a) () Course of action #1

(b) () Course of action #2, etc.


  (3) () Projected Operations. (If known, and which will affect the CIS situation.)  

(a) Rate of advance.

(b) Command post location and displacement.

(c) Uncovering of major communication routes.

(d) Other projected operations that affect the CIS situation.

c. () Personnel Situation. (Information known or obtained from G-1/S-1 regarding personnel matters affecting the CIS situation. Where appropriate, make reference to the personnel estimate or other personnel documents.

(1) () Strengths.

(2) () Replacements

(3) () Command post organization and operation.
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(4) () Other personnel matters affecting the CIS situation.

d. () Logistics Situation.(Information known or obtained from the G-4/S-4 regarding logistics matters affecting the CIS Situation. Where Appropriate, reference may be made to the logistics estimate or other logistics documents.)

(1) () Availability of equipment.

(2) () Condition of equipment.

(3) () Availability of repair parts and consumable items.

(4) () Other logistics matters affecting the CIS situation.

e. () Assumptions. (Any assumptions required as a basis for initiating planning or for the preparation of the estimate.) State assumptions about command and control aspects of the situation made for this estimate. Because basic assumptions for the operation already have been made and will appear in planning guidance and in the plan itself, they should not be repeated here. Certain command and control assumptions may have been made in preparing this estimate, and those should be stated here.

f. () Communication Information and Systems Situation.3 

(1) General. (Information regarding current communication installations, the status of the overall communications system, and the location and mission of communication and control agencies. Reference may be made to the CIS SOP and CEOI or the command, control, and communications systems annexes contained in current operation plans or orders.) 

(2) () Special. (Items not covered elsewhere which affect the CIS situation.)

 Command. 





(a) () Availability and assignment of radio frequencies.

(b) () Assignment of call signs.

_____________
3Each Subparagraph ((a) - (g)) analyzes systems requirements, identifies capability and availability of equipment, and identifies facilities, installations, and units needed to satisfy requirements and furnish adequate support for the subject of that Subparagraph.
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(c) () Availability of shipboard communication equipment for troop use.
(d) () Arrangements for communications guard.





(e) () Anticipated Traffic volumes.





(f) () Cryptographic matters.





(g) () Other special items affecting the CIS situation.

3. () Analysis. (Each course of action under consideration is analyzed in the light of significant factors to determine problems, which will be encountered, measures required to solve problems, and any limiting features, which will exit.) Make an orderly examination of the communications and information systems factors influencing the proposed COAs to determine the manner and degree of that influence. The objective of this analysis is to isolate the communications and information systems implications that should be weighed by the commander in the commander’s estimate of the situation.


a. () Course of Action #1.


(1) () Support Requirements,




(a) () Terrain and distance Factors. (A discussion of terrain and distance factors that may affect the location of the CP, installations, and the employment of communications means.)




(b) () Installations. (A discussion of known or deduced communications requirements for each communications and control agency and other units. These requirements may be expressed, as need lines or may be detailed to include types of circuits and terminal service, or other forms of communications, required by these activities.)

(2) () Support Capability. (A discussion of the capability to employ all available means of communications to satisfy the foregoing support requirements.) 



(a) () Radio and Wire. (Discussed in conjunction with the capability to provide various types of circuits and attendant terminal service; e.g., telephone, facsimile, and data.) 
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(b) () Networks Systems.



(c) () Messenger.



(d) () Visual and sound.

b. () Course of Action #2. (Same for each COA.)

4. () EVALUATION. (Based on the foregoing analysis, the advantages and disadvantages of each course of action are summarized and compared from a CIS viewpoint.)


(a) () Course of Action #1.



(1) () Advantages.




(2) () Disadvantages.


(b) () Course of Action #2.



(1) () Advantages.




(2) () Disadvantages.


(c) () Other Course of Action.
5. () CONCLUSIONS.

a. () COA Statement. (A statement as to which COA under consideration can best be supported from a CIS viewpoint.)


b. () Salient Disadvantages Statement. (A statement of the salient disadvantages which render the other course of action less desirable from a CIS viewpoint.)


c. () Significant Problems Statement. (A statement of measures required to resolve the foregoing CIS problems and offset any limitations, which may exist.) 

/S/_____________________

_____________________                          

Appendixes: (As appropriate)
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SECURITY CLASSIFICATION

         5.
Communications and Information Systems Concept. 

(a) After developing the CIS estimate and gaining the commander’s approval, the CISO prepares the CIS concept. The concept outlines how CIS are to be employed to support command and control throughout the operation. The concept includes information such as-

(1) Numbers, types, classification levels, and locations of: 

a. C2 facilities.

b. Mode of operation of single-channel radio (SCR) nets

c. Channelization of multi-channel radio (MCR) circuit, including location of transmission equipment.

d. Wire circuits, including location of terminal equipment.

e. Radio-wire integration facilities.

f. Local Area Network (LAN).

g. Switching centers, routers, and gateways.

h. Channelization of satellite links, including location of terminal equipment.


i. Terminal devices (computers, facsimile, etc.).

(2) Frequency requirements.

(3) Call sign requirements.

(4) Visual, sounds, and messenger communications.

(5) Communications control procedures, including number, types, and location of communications control facilities.

(b) The above list is not all-inclusive. It provides general guidance for preparing the CIS concept.

(c) The concept is modified and refined as necessary and then promulgated as Annex K to the OPLAN/OPORD.

         6. Paragraph 5 (of the Operation Plan or Operation Order). 

(1) The culmination of all operational planning is the preparation and issuance of an OPLAN or OPORD. The information and instructions necessary to employ CIS and effect command and control are detailed in paragraph 5, Command and Signals, of the plan/order.

(a) Command and Signal paragraph covers several subjects; CIS establishment and maintenance instructions; CP Location instructions; Probable locations of future CPs; Command relationships.

(b) Paragraph 5, COMMAND and SIGNALS will always include as subparagraphs Command relationship, Signal, and Command Posts.

(2) Command Relationships.  This subparagraph shows unusual command relationships. If there are none, use the term omitted.

(3) Signal.  This subparagraph will reference the Communications Information Systems Annex K and other effective publications such as the CIS plan. It also includes instructions or restrictions pertaining to radio, visual, or sound signals.

(4) Command posts.  

(a) This subparagraph states the location of the issuing unit's command post, location of subordinate unit command posts, and location of the command post of the next higher unit.

(b) In an amphibious operation, this subparagraph may also show command posts, both afloat and ashore.

(c) This subparagraph should be considerably shortened by referencing CP locations on the operation overlay or, if one is prepared, in Annex K.

(d) Additional Subparagraphs may or may not be included. If used, they are lettered consecutively and may include the following information, as appropriate:

1. Locations and times of opening/closing of C2 facilities.

2. Use of Communications Information Systems and equipment.

3. Code words and names.

4. Liaison procedures.

5. Brevity List.

7. Annex K (CIS Annex)
(a) The Communications and Information Systems Annex is an amplification of the instructions contained in paragraph 5 of the operation plan or order.

(b) It is a tool to coordinate the establishment, operation, and maintenance of CIS to support command and control. It delineates:

1. The primary CIS missions to be accomplished by the organization.  

2. The CIS missions to be accomplished at the organizational HQ.

3. The CIS missions assigned to subordinate units and (internal unit staff) principle staff officers.

4. Detailed technical plans for employment of CIS. 

5. Administrative and logistics details related to CIS.

            c. In formulating an OPLAN or OPORD, MEFs, divisions, aircraft wings, FSSGs, and other major HQs normally find it necessary to issue a voluminous and detailed CIS Annex. However, the annexes developed by subordinate organizations are less detailed.

            d. The maintenance of a standing Annex K that can be tailored as necessary will greatly reduce the preparation time to develop a comprehensive Annex K for a specific operation.

            e. The Annex K should reference (or modify) existing CIS SOP’s and CEOI and not promulgate redundant information.

            f. Finally, by reference to the Annex K and/or the communications plan of a senior HQ, a subordinate organization may be able to place all necessary CIS instructions in paragraph 5 of its OPLAN, obviating the need to prepare a separate Annex K.

            g. Annexes are prepared with three purposes in mind:   

               (1) To promote clarity, brevity, and simplicity within the body of an 
order.

               (2) To amplify parts of an order with data that is technical and/or limited in application to the command as a whole.

               (3) To furnish guidance for development of a plan or order by a subordinate unit.

            h. The Communications and Information Systems Annex follows the format of the basic operation plan or order.

            i. Appendixes amplify information contained in the basic CIS Annex and are used to promote accuracy, brevity, and clarity.  The material contained in the appendixes is usually technical, detailed, and complex in nature.



   

j.  Tabs amplify information contained in an Appendix.  An example is:  Tab A (Beadwindow procedures) to Appendix 1 (Communications Security) to Annex K (Communications and Information Systems).



  


i.  Enclosures amplify information contained in a Tab.  An example is: Enclosure 1 (Essential Elements of Friendly Information) to Tab A (Beadwindow Procedures) to Appendix 1 (Communications Security) to Annex (Communications and Information Systems).

II. FORMAT from FMFM 3-1.
      A.  General.  To be effective, all staff writing must stem from a clear and complete understanding of the subject, be objective in approach, and set forth complete and logical thought sequences in unmistakable language.

      B.  Style of Expression.  

          1.  Accuracy.  Documents should be free from factual errors and mistakes in grammar, spelling, and punctuation.

          2.  Clarity.  Written matter should convey the exact meaning intended by the author.  The use of accepted joint military terminology and phraseology will help to convey identical meanings to using agencies.

          3.  Coherence and Completeness.  A document should develop its subject logically and completely.  All information necessary for coordination and execution is included.

          4.  Simplicity.  The staff officer should employ short paragraphs and simple sentence structure, and he should confine his choice of words to those familiar to the reader and accepted in common usage.

          5.  Brevity.  Brevity contributes to accuracy and clarity if applied intelligently.  However, accuracy, clarity, and completeness are not sacrificed in the interest of brevity.

          6.  Use of Affirmative Form.  In the interest of simplicity and clarity, the affirmative form of expression is used in all combat plans and orders.


       7.  Authoritative Expression.  The document reflects the commanders intention and will.  Indecisive, vague, and ambiguous language indicates vacillation and indecision and may lead to uncertainty and lack of confidence.

      C. Format. The following is an example of the format stipulated by the FMFM 3-1:
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COMMUNICATIONS-ELECTRONICS ANNEX
(CLASSIFICATION)














Copy no. ___of___copies














Issuing headquarters














PLACE OF ISSUE














Date/time group














Message reference number

ANNEX K (Communications-Electronics) to Operation Order ____

Ref:  (a)

      (b)

Time Zone:

1.  GENERAL

    a.  Purpose.

    b.  Situation

        (1)  Enemy Forces.

            (a) See Annex B (Intelligence) to Operation Plan_____

            (b) The enemy has the capability to:

                1)     

        (2) Friendly Forces.

        (3) Attachments and Detachments.

        (4) Assumptions.

2.  MISSION

3.  EXECUTION

    a.  Guiding Principles.     















    b.  Operational Concept.

    c.  Tasks and Responsibilities.

(CLASSIFICATION)

(CLASSIFICATION)

        (a) Communications Company 

            1) IOM......

    d.  Coordinating Instructions.

4.  SPECIAL MEASURES

5.  LOGISTICS

6.  ADMINISTRATION































/s/________________________














     ________________________
    

APPENDIXES:

1 - Communications Security

2 - Radio Circuit Plan

3 - Call Signs and Routing Indicators

4 - Wire and Multichannel Radio Plan

5 - Visual and Sound Communications

6 - System Management and Control

7 - Command Post Displacement

8 - Tactical Satellite Communications

9 - Contingency Communications

10 - Commercial Telecommunications

11 - Special Maintenance Procedures

12 - Messenger Service

** NOTE:  Only Appendix 1 is required to be included with Annex K.
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III. FORMAT from MCWP 6-22
    A. General.  The following is an example of the MCWP 6-22 format for doing the Annex K to the Operation Order. When dealing with other communications agencies within the Marine Corps this is the preferred method.

THIS SPACE LEFT INTENTIONALLY BLANK 

Sample: COMMUNICATION and INFORMATION SYSTEMS Annex K

CLASSIFICATION

Copy no. __ of __ copies 

Issuing headquarters
PLACE OF ISSUE

Date/time of issue

Message reference number

ANNEX K TO (UNIT) OPORD (NUMBER) (U)
COMMUNICATION and INFORMATION SYSTEMS (U) 

(U) Refer: 
(a) MCWP 6-22(Communications and Information Systems)(U)

(b) CJCSM 6231 (Series) (Manual For Employing Tactical Communications) (U) 

(c) ACP 121 (Communications Instructions-General) (U)

(d) ACP 122 (Series) (Communications Instructions-Security) (C)

(e) ACP167 (Series) (Glossary of Communications-Electronics Terms) (U)

(f) NWP 4 (Series) (Basic Operational Communications Doctrine) (U)

(g) NTP-3 (Series) (Telecommunications - Users Manual) (U)

(h) NTP-4 (Series) (Naval Telecommunications Procedures-Fleet 

      

Communications) (C)

(i) NTP-5 (Voice Communications) (U)

(j) JANAP 128 (Series) (Automated Digital Network (AUTODIN) Operating Procedures) (U)

(k) JANAP 137 (Series) (Automated Voice Network (AUTOVON) Operating Procedures) (U)

(l) (Higher Headquarters)(OPORD)  ( ) 

(m) (Unit) Order (Communications and Information Systems SOP) ( )

(n) (Unit) Order (Information Management SOP) ( )  

(U) Time Zone: Z

1.( ) GENERAL This Annex provides guidance for employing CIS architecture to support (unit) operations

2. ( )  SITUATION.
a. ( ) General. (See Concept of Operations, Annex C (Operations))


b. ( ) Enemy


(1) ( ) See Annex B (Intelligence)



(2) ( ) The enemy has the capability to:
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(a) ( ) Conduct satellite-based electronic attack, including imitative communications deception, jamming (both communications and radar), radar deception, and electromagnetic virus insertion operations.

(b) ( ) Intercept, analyze, and report timely intelligence information derived from friendly emitters to appropriate enemy commanders.

(c) ( ) Accurately locate and target friendly forces communications and electronic emitters by direction finding.

(d) ( ) Conduct meaconing operations against both TACAN and low-frequency ADF navigation receivers.

(e) ( ) Access and gain temporary control of commercial digital telecommunications switches and deny access to satellite communications switches in geosynchronous orbit.

(f) ( ) Employ malicious logic techniques against our information systems.


c. ( ) Friendly.  See Annex A (Task Organization).

(1) ( ) Higher headquarters or other specific organizations that will provide communications and information systems support to (unit) in a specific operation.

(2) ( ) The command relationship between friendly forces is shown in Annex J (Command Relationships) to this OPORD.



(3)  ( ) Attachments and Detachments

(a) ( )  (See Annex A (Task Organization) to this OPORD.

(b) ( )  When OPCON is taken of MAGTF units as (unit) forms during compositing, MARFOR communications and information systems assets will be listed separately.

d. ( ) Assumptions. (State the assumptions that establish essential criteria for development of the annex.)

(Page number)
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3. ( )  MISSION. Commencing and terminating on order, (unit) communications organizations provide, install, operate, and maintain the internal and external communications and support the installation, operation, and maintenance of information systems for reliable command and control.

4. ( )  EXECUTION

a.  ( )  Commander’s Intent. Synopsis of the commander’s intent that bears on command and control.


b. ( )  Guiding Principles
(1)  ( ) The procedures contained in references (a) through (n) will be used.

(2)  ( ) (Unit) operations will be conducted in a hostile EW environment. The following degradations are to be expected.

(a) ( ) Loss of DCS entry due to equipment damage or circuit path loss.

(b) ( ) Isolation of a headquarters due to loss of wideband systems.

(c) ( ) Hostile interference on all terrestrial/satellite MCR and SCR systems (jamming).

(d) ( ) Loss of a switchboard due to component failure or hostile action.

(e) ( ) Loss of a satellite asset due to EW or destruction of the satellite.

(f) ( ) Disruption or loss of information systems due to component failure or hostile action.

(3) ( ) Frequency changes, radio transmission brevity, and, on occasion, complete emission control will be employed in order to facilitate control and reduce anticipated interference with communications.

(Page number)
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(4) ( ) Backup communications and information systems equipment and alternate communications paths will be planned and installed to enhance reliability, flexibility, and responsiveness of command and control networks.

(5) ( ) Based on coordination with affected commanders and principal staff officers, radio nets will be combined/pooled at the COCs and other command and control facilities to conserve the frequency spectrum and reduce communications requirements.

(6) ( ) Information systems security and communications security measures will be employed to deny information of value to the enemy and prevent loss or disruption of service through hostile action. Refer to Appendix 1 (Communications and Information Systems Security) to this Annex for details.

(7) ( ) The (unit) G-6/S-6 will be the single point of contact at this headquarters for obtaining communications and information systems services, support, or interface with higher headquarters, NTS, DISA, or other external agencies.

c.   ( ) Operational Concept
(1) ( ) Every means available will be used to provide the commander with the ability to exercise command and control and accomplish the assigned mission. It is the responsibility of the G-6/S-6 to make the commander fully aware of the capabilities and limitations of available communications and information systems.

(2) ( ) Subordinate unit command and control officers must advise the G-6 of situations, actual or potential, that could adversely affect MAGTF command and control support.

(3) ( ) The major limitation of the command and control architecture is the EW threat to communications and information systems. The enemy has the full capability to disrupt, intercept, and confuse friendly forces communications and information systems operations. Line of sight communications will be adversely affected due to extremely rugged terrain throughout the AO. 

(Page number)

CLASSIFICATION

CLASSIFICATION

(4) ( ) The critical vulnerability of the communications and information systems network is the degradation of the common tactical picture during extended COC and command post displacements.

(5)
( )
The center of gravity of the communications and information systems network is the capability to adapt and scale the network through extensive retransmission and backup systems configurations. This provides full support of maneuver, intelligence, fires, CSS, and force protection throughout the area of operation (AO). 

(6) Appendix 1 (Communications and Information Systems Security) to this Annex lists measures designed to deny information to unauthorized persons.

(7) Appendix 2 (Command and Control Protection) to this Annex describes measures to ensure continuous availability of friendly communications and information systems.

d.  ( ) Tasks and Responsibilities. Appendix 3 (Communications and Information Systems  Planning) to this Annex highlights command and control planning considerations for effective execution of the assigned mission.



(1) ( ) (Communications Unit)

(a) ( ) Provide the net control station(s) for all (unit) controlled radio circuits. See Appendix 4 (Radio Circuit Plan) to this Annex.

(b) ( ) Ensure that information on call signs and routing indicators is promulgated to using staff sections/functional agencies. See Appendix 5 (Call Signs and Routing Indicators) to this Annex.

(c) ( ) Install, operate, and maintain wire and multi-channel radio communications as described in Appendix 6 (Wire and Multi-channel Radio Plan) to this Annex.

(d) ( ) Install, operate, and maintain the data communications network as described in Appendix 7 (Data Communications Network Plan) to this Annex.
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(e) ( ) Promulgate visual and sound signals for the operation. See Appendix 8 (Visual and Sound Communications) to this Annex.

(f) ( ) Install, operate, and maintain a systems control and technical control facility in support of the (unit) communications networks. See Appendix 9 (Communications Control) to this Annex.

1. ( ) Ensure that a liaison representative is at higher and adjacent headquarters to facilitate the direct handling of questions and/or problems relating to communications and information systems.

2. ( ) Ensure that the G-6/S-6 and the command are informed of the communications circuit status.

3. ( ) Ensure strict compliance with G-6/S-6 assigned frequencies. See Appendix 10 (Frequency Management) to this Annex.

4. ( ) Ensure that the established power distribution system is properly grounded and that backup mobile power is available as necessary. See Appendix 11 (Power Requirements) to this Annex.

5. ( ) Ensure that command post displacements are hastily executed with the requisite communications network scaled to retain essential information flow. See Appendix 12 (Command Post Displacement Communications) to this Annex.

6. ( ) Ensure that the tactical satellite communications are installed, operated, and maintained as depicted in Appendix 13 (Tactical Satellite Communications) to this Annex.

7. ( ) Ensure that communications restoration is handled expeditiously. See Appendix 14 (Communications Restoration) to this Annex.

8. ( ) Ensure that the G-6/S-6 and command are kept informed about the status of the commercial (local civilian) telecommunications systems.
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(g) ( ) Install, operate, and maintain a communications-electronics maintenance facility to inspect, repair, and/or replace faulty communications-electronics equipment. See Appendix 15 (Special Maintenance Procedures) to this Annex.

(h) () Establish and maintain messenger service, to include truck, helicopter, and motorcycle couriers, as directed in Appendix 16 (Messenger Service) to this Annex.

(i) ( ) Install, operate, and maintain a communications center to support (unit) with over-the-counter service for all Marine units/agencies at the (unit) headquarters. See Appendix 17 (Communications Center) to this Annex.

(j) ( ) Establish emergency action procedures for use in the communications center and any other area containing classified and/or cryptographic material. See Appendix 18 (Emergency Action) to this Annex.

(2) ( ) Radio Battalion/SSU:  Install, operate, and maintain MAGTF CE security communications terminal facilities.

(3) ( ) Ground Combat Element

(a) ( ) Install, operate, and maintain internal and external communication circuits and information systems as directed in unit SOPs and this Annex.

(b) ( ) Be prepared to assume communications and crypto-guard for (unit(s)) and to assume net control of (unit) circuits in the event (unit) headquarters becomes a casualty.

(c) ( ) Install, operate, and maintain a SYSCON/TECHCON facility to ensure the rapid restoration/rerouting of communications circuits.

(4) ( ) Aviation Combat Element
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(a) ( ) Install, operate, and maintain internal and external communications circuits and information systems as directed in unit SOPs and this Annex.

(b) ( ) Install, operate, and maintain a SYSCON/TECHCON facility to ensure the rapid restoration/rerouting of communications circuits.

(c) ( ) Be prepared to maintain TADIL A, TADIL B, TADIL J, ATDL-1, GBDL, and Link 1 connectivity with (fleet), (joint Service), and NATO agencies.

(d) ( ) Ensure the necessary liaison to establish and maintain the necessary MACCS interface with joint, other-Service, national, and international agencies, as required.

(5) ( ) Combat Service Support Element. Install, operate, and maintain a SYSCON/TECHCON facility to ensure the rapid restoration/rerouting of communications circuits.

e. ( ) Intelligence and Reconnaissance.  State intelligence and reconnaissance support required even though they have been covered in Annexes B and C because Annex K may be distributed separately. If the information is very detailed, prepare an appendix to the CIS systems annex. If MILSATCOM is a requirement, ensure it’s covered in Appendix 13 (Tactical Satellite Communications)   

f. ( ) Coordinating Instructions

(1) ( ) Special Measures

(a) ( ) The G-6/S-6 will make special efforts to indoctrinate staff/command personnel in alternate routes/means of communications to preclude the confusion or delay of information due to outages in the high-threat EW environment.

(b) ( ) The communications support for linkup operations is found in Appendix 19 (Communications for Linkup Operations) to this Annex.
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(c) ( ) Specific communications procedures relative to air assets are found in Appendix __ (Air Communications) to Annex __ (Air Operations) to this OPORD.

(d) ( ) Safety is paramount in working with communications and information systems. Appendix 20 (Safety) to this Annex identifies major safety measures and concerns.

(e) ( ) Emergency evacuation operations require unique communications capabilities. See Appendix 21 (Noncombatant Evacuation Operations Communications) to this Annex.

(f) ( ) Detailed instructions for the ITSDN/DISN/DCS Standard Tactical Entry Point (STEP) procedures are found in Appendix 22 (ITSDN/DISN/DCS) to this Annex.

(g) ( ) Detailed instruction designed to alleviate confusion in the rapid task organization of (unit), with its necessary command communications support shifts, is found in Appendix 23 (Task Organization/Communications Guard Shifts) to this Annex.

(h) ( ) The description for handling emergency action communications is found in Appendix 24 (Emergency Action Communications) to this Annex.

(i) ( ) To alleviate confusion and to aid in the organized assignment of resources while embarked, Appendix 25 (Communications and Information Systems Support for Embarked Units) to this Annex details assets available for (unit) use.

(j) ( ) Details for Radio Battalion/Special Security Officer communications support are found in Appendix 26 (RadBn/SSO Communications Support) to this Annex.

(k) ( ) Procedures for effecting a reliable communications network in geographic areas in which climatic conditions require special consideration are found in Appendix 27 (Special Climatic/Geographic Considerations) to this Annex.
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(l) ( ) Special considerations for the establishment and coordination of joint Service communications support are found in Appendix 28 (Joint Service Communications Coordination) to this Annex.

(m) ( ) Instructions for the establishment and coordination of communications connectivity with and in the host nation are found in Appendix 29 (Host Nation Communications) to this Annex.

(n) ( ) Special communications considerations necessary to support hardback (information pull) and connectivity to global information systems are found in Appendix 30 (Global Communications) to this Annex.

(o) ( ) Special instructions for the establishment and coordination of communications support for intelligence activities are found in Appendix 31 (Communications Support for Intelligence) to this Annex.

(p) ( ) Specific communications support relative to intelligence is addressed in Appendix 31 (Communications Support for Intelligence) to this Annex.

(q) ( ) Instructions for the establishment of Internet Protocol (IP) addresses are found in appendix 34 (IP Address Assignments) to this Annex.

(2) ( )  Information Management. This paragraph contains instructions to ensure that employing CIS is coordinated with and supports the unit information management plan. Detailed instructions will be addressed in Appendix 35 (CIS Support for Information Management) to this Annex.

5.  ( ) Administration and Logistics.

a.  Administration
(1) ( ) Required communications and information systems status and other reports are listed in Appendix 32 (Reports) to this Annex.
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(2) ( ) Security violations will be reported in accordance with Appendix 1 (Communications and Information Systems Security) to this Annex.

(3) ( ) Procedures to support the administrative forming of a unit at sea are found in Appendix 33 (Compositing) to this Annex.

(4) ( ) CPs

( ) MEF MAIN: Vicinity (location). See reference (n) and Annex C (Operations).

*List remaining MEF and other subordinate elements’ tactical, main, and rear echelons.

b.  ( ) Logistics

(1) ( ) See Annex D (Logistics/Combat Service Support).

(2) ( ) Units will deploy with the capability to perform basic organizational and field maintenance.

(3) ( ) Service support unit will provide intermediate maintenance (direct support and general support) of all ground-common communications-electronics equipment.

(4) ( ) Water, billeting, messing, and generator fuel will be provided by the unit that hosts multi-channel teams.

(5) ( ) Communications units deploy with sufficient maintenance equipment; repair parts (class IX); petroleum, oils, and lubricants (class III); batteries; and cable for ( ) days/weeks of sustained operations.


(6.) ( ) Report maintenance problems for critical low-density items to the G-6/S-6 immediately.

6. ( ) Command and Control 


a. ( ) Command Relationships.  Refer to Annex J for command relationships.
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b. ( ) CIS Plans.  All subordinate commands down to battalion level submit unit CIS plans to this headquarters (Attn: AC/S G-6) NLT (date).

T.U. STARR

Major General, U.S. Marine Corps

Commanding
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APPENDIX 1 (COMMUNICATIONS SECURITY) TO ANNEX K TO (UNIT) OPORD (NUMBER) (U) COMMUNICATION and INFORMATION SYSTEMS (U) 

(U) Refer: 
a. MCWP 6-22 (Communications  and Information Systems) (U)

j. (What references that relates to this appendix.)

1.  ( )GENERAL
    a.
( ) Purpose. This Annex provides guidance for the establishment of universally standard communications required in support of (unit) operations.

   b.
( ) Situation
          (1) ( ) General. (See Concept of Operations, Annex C (Operations)

          (2) ( ) Enemy

                (a)
( ) Annex B (Intelligence)

                (b) ( ) The enemy has the capability to:


                1 ( ) Conduct electronic countermeasures (ECM) to include imitative communications deception (ICD), jamming (both communications and radar), and radar deception operations.

          (3) ( ) Friendly. See Annex A (Task Organization).

               (a) 

               (b) ( ) Attachments and Detachments

                  1 ( ) See Annex A (Task Organization) to this OPORD.

                   2 ( )When OPCON is taken of MAGTF units as (unit) forms during compositing MARFOR communications assets will be listed separately.
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        (4) (  ) Assumptions (State the assumptions that establish essential criteria for development in the annex).

2.  ( ) MISSION. Commencing and terminating on order, (unit) communications-electronics activities install, operate, and maintain the internal and external communications systems and facilities to provide reliable command and control communications support for assigned operations.

3.  ( )EXECUTION
     a.  ( ) Guiding Principles 

NOTE:   ( THIS IS WERE YOU PUT ALL OF THE GOOD TO KNOW INFORMATION.  WHAT EVER YOU HAVE HERE THE UNITS DO NOT HAVE TO DO, THIS INFORMATION IS TO HELP THEM IN  PLANNING.  IF YOU WANT THE UNIT TO DO SOME THING, YOU MUST TASK THEM TO DO IT.)    

         (1) ( ) The communications procedures contained in references (a) through (n) and appropriate ACPs and JANAPs listed in reference (b) will be used by communications elements of (unit).

         (2) ( ) Maximum utilization of available communications security capabilities and available assets will be used to deny unauthorized persons information of value which might be derived from the possession and study of all communications media. Refer to Appendix 1 (Communications Security) to this Annex for details.

     b.  ( ) Operational Concept, Capabilities, and Limitations
         (1) ( ) Every communications means available will be utilized to provide the commander with the ability to exert his authority and fulfill his responsibilities. It is the responsibility of the communication-electronics officer to make the commander fully aware of the capabilities and limitations of the communications system.
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      (2) Appendix 1 (Communications Security) to this Annex delineates those measures designed to deny unauthorized  persons information, which can be derived from an analysis of the friendly forces communications system.

    c.  ( )Tasks and Responsibilities.

NOTE: ( THIS IS WHERE YOU TELL THE UNITS WHAT THEY WILL DO TO SUPPORT THE OPERATION.  WHAT YOU PUT HERE THEY MUST OR WILL DO.)  

        (1) ( ) (Communications Unit)

             (a) ( ) Provide the net control station for all (units) controlled radio circuits. Appendix 4 (Radio Circuit Plan) to this Annex.

      (2) ( ) Det Radio Bn

           (a) ( ) Provide EW communications support for (unit) in accordance with normal SOP and Appendix 3 (Electronic Warfare) to Annex C (Operations) and this annex.

      (3) ( ) Ground Combat Element

         (a) ( ) Install, operate, and maintain internal and external communications circuits as directed in unit SOPs and this Annex.

      (4) ( ) Aviation Combat Element

            (a) ( ) Install, operate, and maintain internal and external communications circuits as directed in unit SOPs and this Annex.

       (5) ( ) Combat Service Support Element

            (a) ( ) Install, operate, and maintain a SYSCON/ TECHCON facility to ensure the rapid restoration/rerouting of communications circuits.
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4.  ( )SPECIAL MEASURES
    a.  ( ) The CEO and other communications personnel will make special efforts to indoctrinate staff/command personnel  in alternate routes/means of communications to preclude the confusion or delay of information due to outages in the high threat EW environment.

5.  ( ) LOGISTICS
    a.  ( ) See Annex - (Combat Service Support).

6.  ( )ADMINISTRATION
    a.  ( ) Communications-electronics status and other related reports are determined in Appendix 31 (Communications Reports) to this Annex.

OFFICIAL:
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TAB A (THE NAME OF IT) TO APPENDIX 1 (COMMUNICATIONS SECURITY) TO ANNEX K TO (UNIT) OPORD (NUMBER) (U) COMMUNICATION and INFORMATION SYSTEMS (U) 

(U) Refer: 
a. MCWP 6-22 (Communications and Information Systems) (U)

b. (What references that relates to this tab.)

1. PURPOSE. (What purpose is this TAB, in relationship to the Appendix.)

2. EXECUTION. (How you plan on implementing this section.)

TASK AND RESPONSIBILITIES. 

 (Your units tasks and responsibilities.)

b. (The MSC’s task and responsibilities.)
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ENCLOSURE 1 (THE NAME OF IT) TO TAB A (THE NAME OF IT) TO APPENDIX 1 (COMMUNICATIONS SECURITY) TO ANNEX K TO (UNIT) OPORD (NUMBER) (U) COMMUNICATION and INFORMATION SYSTEMS (U) 

(U) Refer: 
a. MCWP 6-22 (Communications and Information Systems) (U)

b. (What references that relates to this appendix.)

(U) Encl:

1. (What graphs, charts, and information that relates to this enclosure.)

1. PURPOSE. (What purpose is it toward the TAB/Appendix/Annex K.)

2. (Information needed that pertains to the tab/appendix, in more detail.)
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IV. NUMBERING OF THE PAGES FOR THE ANNEX

A. The following is the format for numbering the pages  of the Annex K:

1. Annex Designator.  This is the first character, it is a capital letter to indicate which annex it is.

K

2. Appendix Indicator.  This is the second character, it is a number used to show which appendix you have in that annex.

1

3. Tab Indicator.  This is the third character, it is a capital letter used to show which tab you have included to your appendix which you have included to your annex. 

A

4. Enclosure Indicator.  This is the fourth character, it is used to show which enclosures you have included to your tab which goes to your appendix which goes to your annex. 

1

5. Page designator.  This character can be placed in several places.  

(a) Second character.  This would indicate the consecutive pages of the annex. K-2, this would be page 2 of  the basic annex it self.

(b).  Third character.  This would indicate the consecutive pages of the appendix. K-1-1, this would be page one of the appendix 1 to Annex K.

(c) Fourth character.  This would indicate the consecutive pages of the tab. K-1-A-1, this would be page 1 of  tab A to Appendix 1 to Annex K. 

(d) Fifth character.  This would  indicate the consecutive pages of the enclosure.  K-31-C-4-1, this would be page 1 of enclosure 4 to tab C to Appendix 31 to Annex K.
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