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BODY														  





I.	 Joint Communication Control Center.   The headquarters J-6 has staff responsibilities over all communications- electronics and computer systems matters.  The headquarters J-6 of a combatant command (Unified or Specified) or a JTF, establishes a JCCC to manage tactical communications systems deployed in support of joint operations or exercises.  It will also exercise supervision over all C4I control centers belonging to deployed components and subordinate commands.  The JCCC in a sense is like the syscon/techcon at a deployed Marine headquarters.  In fact, The JCCC works with the various syscons/techcons of the JTF's subordinate commands as shown on page II-7, figure II-1.  The JCCC is the organizational element for communications management located with the supported CINC, COMJTF, or equivalent headquarters. 





	A.	The joint headquarters, through the J-6, will accomplish the coordination and clearance of joint C4 matters with:





		1.	Allied forces, unless a subordinate component is specifically tasked to do this.





		2.	Other members and agencies of the headquarters staff.





		3.	Defense Information Systems Agency (DISA) for DSN, DDN, etc.





		4.	National Security Agency (NSA)





  		5.	Supporting CINC's.





		6.	Frequency request and satellite access request through other agencies.





		7.	Host nations as required.





		8.  Civilian Contractors





	B.	The J-6 through the JCCC manages all joint C4 matters which include those circuits, systems, procedures, facilities, services, and equipment that:





		1.	Support the joint headquarters, JTF, the joint forward HQ element, and their operational and support facilities.





		2.	Interface with the joint components in the area of responsibility.





		3.	Provide connectivity to DCS, commercial systems and networks, and allied and service component C4 systems and networks.





	C.	JCCC ORGANIZATION. 











		1.	DISA LNO. Deploys with the command to provide liaison during operations. The following items are performed by him/her.





			a.	Serves as a DISA point of contact in providing DCS support.





			b.	Monitors service and access request (Telephone and Satellite) for accuracy and proper processing.





			c.	Coordinates the allocation of Defense Communication System assets for the CINC's and JTF's.





			d.	Facilitates problem solving with DC S-to-tactical interface issues.





		2.	Current Ops Branch.





			a.	Serves as the liaison to the Joint Operations Center.





			b.	Maintains liaison with various external agencies.





			c.	Keeps abreast of current C4 operational status and provides estimates which support tactical operations.





			d.	Coordinates and de-conflicts scheduled communication outages with the JOC, (such as generator/radio changeovers, displacements, etc.)





			e.	Updates the other JCCC branches on the current tactical situation.





		3.	Computer Systems Support Branch.





			a.	Coordinates and manages ADP support that is provided to the JTF.





			b.	Interfaces the JTF and subordinate commands ADP systems. (LAN/WAN)





			c.	Plans and coordinates WWMCCS connectivity for the JTF and Subordinate commands.





			d.	Plans and coordinates DDN connectivity.





		4.	HQ Support Branch





			a.	Operates DMS , DDN GENSER and SCI Telecommunications centers for the HQ.





			b.	Provides and supports facsimile service.





			c.	Coordinates, installs, and maintains HQ ADP support.





			d.	Coordinates the lOM of communications instruments within the HQ.





		5.	Future Operations and Plans Branch.





			a.	Coordinates, develops, and prepares the Annex K.





			b.	Coordinates plans with Subordinate and Allied commands.





			c.	Advises other joint headquarters planners on matters pertaining to future operations.





		6.	Networks Branch.  Engineers, manages, and controls the joint communications circuits and systems. These include transmission systems, circuit and message switches, and technical control. The networks branch consist of 4 sections which are Network Control, Network Plans, Frequency Planning and Management, and COMSEC Planning and Management.





			a.  Network Control Section.





				(1)	Controls the joint system and maintains current status's.





				(2)	Provides operational direction to, and supervision of, subordinate SYSCON's.





				(3)	Identifies problems with systems and circuits and takes corrective action.





				(4)	Maintains status of circuits to, and liaison with, external agencies





				(5)	Duties are performed by four different controllers in the section which are the Circuit Controller, Circuit Switch Controller and/or TASCO (Tactical Automatic Switch Control Officer), Message Switch Controller and/or AMPS SO (Automatic Message 'Processing System Security Officer) , and the Transmission Systems Controller.





					(a)	Circuit Controller. Monitors current status of joint and special interest circuits as well as ensuring implementation of strategic and tactical telecommunication service orders.





					(b)	Circuit Switch Controller and/or TASCO.





						(1)	Is the real-time manager of the circuit switch network.





						(2)	Directs alternate routing.





						(3)	Supervises crypto change over.





						(4)	Receives and reviews circuit switch routing tables. In coordination with the CS planner, directs changes to these routing tables. Verifies routing performance.





						(5)Coordinates troubleshooting of interswitch trunks.





					(c)	Message Switch Controller and/or AMPSSO.





						(1)	Is the real-time manager of the message switch network.





						(2)	Directs alternate routing.





						(3)	Ensures databases are certified.





						(4)	Coordinates activation of all Defense Special Security Communications Systems ("Y" traffic) and integrated "R/Y" switches and derivative SCI (Sensitive Compartmented Information) subscribers with DISA and NSA.





						(5)	Directs CARP's for GENSER "R", "R/Y", and "Y" circuits and traffic.





						(6)	Coordinates troubleshooting of the message switches.





						(7)	Directs changes to MS and AASC data bases to improve system performance, relieve congestion, or restore service.





					(d)	Transmission Systems Controller.





						(1)	Monitors status and coordinates troubleshooting of transmission links.





						(2)	Coordinates JTF satellite access authorizations.





						(3)	Maintains contact with GMF satellite controllers, and directs reconfigurations and changes.





						(4)	Coordinates troubleshooting.





						(5)	Receives and analyzes BER (bit error rate) test results for link performance evaluation.





						(6)	Coordinates with LEASAT and C/KU band satellite controllers.





			b.	Network Plans Section.





				1.	Plans, engineers, and coordinates all joint transmission systems, switching, and circuit requirements.





				2.	Coordinates request and validates the need for connectivity between the joint tactical communications network, DCS, and other external agencies.





				3.	Duties are performed by four different planners in the section which are the Technical Control and Circuits Planner, Circuit Switch Planner, Message Switch Planner, and the Transmission Systems Planner.





					(a)	Technical Control and Circuits Planner.





						(1)	Maintains the master circuits data base for the JTF.





						(2)	Submits JTF requirements to DISA.





						(3)	Consolidates, coordinates, and channelizes requirements for strategic and tactical trunks.





					(b)	Circuit Switch Planner.





						(1)	Develops procedures for planning, engineering, operating, and maintaining tactical circuit switch networks.





						(2)	Develops routing plans between CS networks and DSN, to include gateways, area codes, and routing.





						(3) Develops the telephone numbering plan.





						(4)	Ensures CS and MS databases are COMSEC netted correctly for TS and SCI data subscribers.





						(5) Plans and engineers tandem commercial switch interface.


						(6)	Plans network HJ's (crypto changeovers).





					(c)	Message Switch Planner.





						(1)	Develops procedures for planning, engineering, operating, and maintaining tactical message switch networks, and monitors ACP 117 activity.





						(2)	Develops the routing between MS networks and ASC's.


						(3)	Plans Mode VI (six) data subscriber loops.





						(4)	Plans network HJ's.





					(d)	Transmission Svstems Planner.





						(1)	Plans and engineers the sizing and networking of satellite and terrestrial transmission links.





						(2)	Performs link profiles.





						(3)	Develops and distributes the NETWORK TIMING PLAN.





						(4)	Plans and coordinates satellite access and channel assignments.





			c.	Frequency Planning and Management Section. This section is responsible for all frequency planning, allocating, and de-confliction for the JTF.





			d.	COMSEC Planning and Management Section





				1.	Plans and coordinates all JTF COMSEC requirements with the COMSEC manager.





				2.	Ensures that COMSEC software (codes, ciphers, authentication systems, keying materials) are properly employed.





				3.	Assist the network control section with rekeying of comm systems.





II.	JOINT SERVICES CONTROL AGENCIES





	A.	Command and Control (C2) is the exercise of authority and direction by a properly designated commander over assigned forces in the accomplishment of a mission.  Command and control functions are performed through an arrangement of personnel, equipment, communications, facilities, and procedures employed by a commander in planning, directing, coordinating, and controlling forces and operations in the accomplishment of the mission.  


Communications personnel enable the commander to accomplish this through the employment of Command, Control, Communications, and Computer (C4) Systems.  Operations, logistics, and intelligence functions all depend on responsive C4 systems.  Regardless of the source, C4 systems provided to the commanders operate under their authority and will be an integral part of their  C2 infrastructure.





	B.	All services of the military have an organized command and control (C2) structure.  These structures are known as Command and Control Elements (C2E).  Command and Control Elements (C2E) are any entity, extending to the lowest possible level, that is required to exchange Command and Control information required to execute a given tactical function.  C2E (Command and Control Elements) provide commanders with the facilities required to plan, direct, coordinate, and control the operations of their forces.  Each element includes the essential equipment, communications, personnel, and procedures to perform it's functions.





	C.	Although separate, the differing military services have similar, as well as distinct, C2E's to support their efforts.  In some cases these C2E's may be named the same, and could have either the same or differing missions.  In other cases the C2E's may have differing names among the services but perform the same mission.  





	D.	 Each military has various echelons of command.  When involved with joint operations those echelons of command of the other services are not always clear to us.  This information answers such questions as, what is the senior agency or unit involved with a particular operation, who is the next common senior unit, etc..  Supplemental handout 1 shows the various service echelons of command, their hierarchy, as well as their relation to other service equivalent C2E's.


These echelons of command extend from the National level (Hierarchy 1) down to the section/platoon level (Heirarchy 18).  





	E.  The Chairman of the JCS, through the combatant commands, Defense Information Systems Agency (DISA), and Military Services, ensures the commanders at each echelon have the communications necessary to accomplish their assigned missions. 





III.	COMMAND AND CONTROL ELEMENTS (C2E's) 





	A.	As already discussed, when C2E's are established, they extend to the lowest possible level, that is required to exchange Command and Control information required to execute a given tactical function.  Several of these that we may deal with are as follows:





	B.	U.S. Navy.





		1.	System Control (SYSCON).  System Control centers are maintained by the Navy, as well as the Army and Marines. These centers control the utilization of communications resources to ensure maximum communications support to authorized users.  In controlling the communications systems operations, it gathers data required for management control and decisions.  





		2.	Officer in Tactical Command/Composit Warfare Commander (OTC/CWC).  This is the battle group central command authority for waging combat operations against air, surface, and subsurface threats.  These titles may be assigned to one or two persons and will be located at the Task Force echelon.  Subordinate warfare commanders are  the Antiair Warfare Commander (AAWC), Antisurface Warfare Commander (ASUWC), Antisubmarine Warfare Commander (ASWC), and the Strike Warfare Commander (STWC).





		3.	Supporting Arms Coordination Center (SACC).  This is the agency through which the CATF plans and coordinates supporting arms, to include close air support, naval gunfire, and field artillery.





		4.	Tactical Air Control Center/Tactical Air Direction Center (TACC/TADC).  The principal air operations installation form which all aircraft and air warning functions are controlled.  The TADC is under the overall control of the TACC.	





		5.	Ships Signal Exploitation Space (SSES).   This provides early warning, special intelligence, and other intelligence, detects, classifies, tracks, and disseminates combat information in support of the CATF, CLF, and maintains SI communications for the ship and embarked commands. This is normally jointly manned.





	C.	U.S. Army.





		1.	Tactical Operations Center (TOC).  The central command and operational facility from which the Commander executes his combat operation responsibilities.  A Tactical Operations Center (TOC) is established at each echelon from theater army down to brigade level, ie: CTOC is for Corps Tactical Operations Center, DTOC is for Division Tactical Operations Center.  For Theater it is referred to as the EACOC-Echelons Above Corps Operations Center.  For maneuver brigades and maneuver battalions, the term CP (Command Post) is used for the equivalent C2 element.  





		2.	Fire Support Element (FSE).  This C2 element is established at echelons of Corps, Division, Brigade, and Battalion.  It plans and coordinates Army fire support operations to ensure that they complement maneuver operations  





		3.	Battlefield Coordination Element (BCE).  This army element is located within the Air Force Tactical Air Control Center.  It's mission is to expedite the exchange of information in the processing of request for tactical air support of Army maneuver elements, and monitor land battle situations for the TACC.





		4.	Signal Brigade.  The signal brigade is responsible for providing communication support to an Army Corps.  The Command Operations Battalion is organic to the Signal Brigade and provides organic aircraft support for the brigade and it's terminal communications facilities for the Corps headquarters.





		5.	All Source Intelligence Center (ASIC).  This facility support their respective echelon command element.  It is responsible for collection management and dissemination, intelligence production, and imagery interpretation.





	D.	U.S. Air Force.





		1.	Communications-Electronics Management Center (CEMC).  This is the center that performs communications systems control functions under the direction of the AFFOR Deputy Chief of Staff, C4.  It's equivalent is the SYSCON of the other services.





		2.	Wing Operations Center (WOC).  This is the C2E through which aircraft unit commanders receive tasking orders and other directives, and coordinate operations.  The WOC is also used for reporting to senior headquarters and requesting support as needed for operations.





		3.	Tactical Air Control Center (TACC).  This is the central facility which provides the Tactical Air Force Commander the capability for force management, air surveillance, and airspace control.  It will be established at the Tactical Air Force and Squadron echelons.





		4. Air Support Operations Center (ASOC).  This is the agency that is most directly involved in providing close air support and reconnaissance to ground forces.  It is located within the TOC of the senior Army unit and is responsible for ensuring timely reaction to request from ground forces for tactical air support.





IV.  COMMAND, CONTROL, COMMUNICATIONS, AND COMPUTERS (C4) ORGANIZATIONS.





	A.  Army Communications Organizations.  Army communications organizational structure extends from the Service headquarters level, down through the division to the separate combat brigade.   These organizations are designed around Army strategic missions and the tactical communications required.  





		1. Strategic Communications are designed to support the Army mission of operating and maintaining assigned portions of the Defense Information Systems Network worldwide.  Additionally, in Europe, the Pacific, and the continental United States, the Army provides for it's forces and other Services conductivity into the DCS through Army communications systems and voice and message switches.  The United States Army Information Systems Command (USAISC) has the principal responsibility of engineering, installing, operating, and maintaining all Army DCS facilities.   They are also responsible for Post communications, and communications  for theater army at Echelons Above Corps (EAC). 
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Figure 1 





		2.  During war, a Theater Army Communications Command has operational control over the signal organizations supporting the theater Army and its component commands.  It is responsible for all in-theater communications not organic to the Army corps and smaller sized units (ie: operate and maintain in-theater DCS facilities). 





		3. Subordinate to the USAISC are the Army signal commands and brigades.  They provide DCS and EAC communications for their respective areas of operations as shown in figure 1..  





		4.  From a tactical standpoint, communications units below Army level are organic to the supported command (corps, division, or separate brigade).  


	5.  Signal Units.





			a.  At Army corps, a signal brigade composed of several signal battalions supports the corps headquarters and provides communications between the corps and its subordinate commands. 





			b.  Each division contains an organic signal battalion  to provide its communications systems.  





			c.  For separate combat brigades a signal company or reinforced communications platoon will provide communications support. 





		6.  There are other units that have dedicated, large-scale communications systems to support unique operations in the corps or division levels.  These units are:





			a.  Military Intelligence Brigades at the corps level or,





			b.  Combat Electronic-Warfare Intelligence battalions at the division level and,





			c.  Air Defense Artillery at both the corps and division levels.





	B.  Navy Communications Organizations.  Subordinate to the Chief of Naval Operations (CNO) is several organizations responsible for providing communications support to the forces. These are:





		1.  N-6, Directorate of Space and Electronic Warfare.  Primary responsibilities include Naval C4I strategy and developing systems that support C4I For The Warrior (C4IFTW).





		2.  Naval Computer and Telecommunications Command (NCTC).  Subordinate to the N-6, has administrative and technical oversight of the Navy's shore-based naval telecommunications facilities worldwide.  The NCTC also oversees the operations of the naval portion of the DCS.  Included within the shore-based facilities are:





			a.  Naval Computer and Telecommunications Area Master Station (NCTAMS).  This is the transmission and switching hub for routing all fleet originated traffic into the DCS, and for distributing DCS and internal Navy traffic to fleet ships.  





			b.  Naval Computer and Telecommunications Station (NCTS), Naval Computer and Telecommunications Center (NCTC), and Naval Communications Detachment.  These provide base telecommunication and computer services, as well as entry into the DCS; to naval installations.     





			c.  At the tactical unit level, and ship's communications officer is responsible for all telecommunications activities.





	C.  Air Force Communications Organizations.  The Office of the Chief of Staff of the Air Force is organized with a Deputy Chief of Staff For Command, Control, Communications, and Computers, who is referred to as SC.  The SC is responsible for architecture and technical policy, joint interoperability matters, and the Air Force C4 infrastructure.  





		1.  The SC also has oversight of three directorates and three Field Operating Agencies.





			a.  The directorates are:





				(1)  Plans, Policy, and Resources.





				(2)  Architectures, Standards, and Interoperability.





				(3)  Mission Support.





			b.  The Field Operaating Agencies are:





				(1)  Air Force Pentagon Communications Agency.  Responsible for supporting Air Force communications in the Pentagon and the Washington, D.C. area.





				(2)  Air Force Frequency Management Agency.  Responsible for all Air Force matters involving frequency management.





				(3)  Air Force C4 Agency.  Ensures C4 integration across the Air Force.





		2.  Operational and tactical level communications are provided by units within the Air Combat Command at Langley AFB, VA.. These include Combat Communications Groups and Squadrons.  Their missions are to deploy equipment and personnel to augment initial communications capabilities already in theater.  Their assets provide a more robust mixture of TRI-TAC and commercial communications equipment than is often found in the theater of operations.  The CCG's and CCS's also provide deployed Air Traffic Control capabilities to support bare base operations.





			a.  The 3rd Combat Communications Group (CCG) at Tinker AFB, OK; and 5th CCG at Warner Robins AFB, GA are subordinate to the Air Combat Command.





			b.  The 1st Combat Communications Squadron (CCS) is subordinate to U.S. Air Forces Europe.





			c.  The 644th CCS is subordinate to the Pacific Air Forces.





			d.  Additionally, Air Nation Guard and Air Reserve Fforces Combat Communications Squadrons are also employed when required.  





V.  CONNECTIVITY





	A.	 The requirements for agencies to communicate can be expressed in terms of need lines.  A need line is a requirement for one C2E to pass information to another one, in order to perform a specific function.  The joint tactical C3 connectivity requirements between service C2 elements are defined for six functional areas, based on the Functional Interoperability Architecture.  These functional areas are: 





		1.	Air Operations.





		2.	Intelligence.





		3.	Land Combat Operations.





		4.	Fire Support.





		5.	Maritime Operations.





		6.	Combat Service Support.





	B.	Needline requirements based on joint tactical C3 connectivity's between C2 elements are represented in matrix format in chapter 3 of the JTC3A Handbook 8000.





	C.	The need line matrices only show who is required to talk to who.  They don't reflect how the need line is meet.  For this information we can look to chapter 6.  Beginning on page 6-19 are listings of equipment strings which will support specified service C2 elements.  The codes to read the equipment strings are located on page 6-3.  Also indicated are other service equipment strings which are compatible to the listed ones.
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