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A.
What is Data Communications?     Data communication is simply the movement of information, or data, between two or more points. 
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1.  Data Communications Concepts.  There are a few terms and concepts that you must understand when discussing Data Communications they are: 


· Protocols. 
· Logical  vs.  Physical.
· T1 connection.
· Open System  vs.  Closed System. 
· Workstations and Servers.
· Bandwidth vs. Throughput
· Units of measure

(a).  Protocols.   



(1) To communicate, we must have an agreed upon set of rules.  Examples include shaking hands and saluting.  Data communication protocols are standards that control the way in which communicating machines interact.  Some areas covered are:  which machine has priority, how they correct errors, how they handle the flow of data, and whether or not to acknowledge a transmission.  We will discuss a variety of protocols in this class.



(2) The following is a conceptual exchange that would be managed by a communications protocol:

"Are you there?  Yes, I am.  Are you ready to receive?  Yes, I am.  Here comes the message--bla, bla, bla-- did you get it? Yes, I did.  Here comes the next part--bla, bla, bla-- did you get it?  No, I didn't.  I'll send that part again-- bla, bla, bla-- did you get it?  Yes, I did. There is no more.  Good-bye.  Good-bye. "


(b).  Logical Vs Physical.  High-level versus low-level.  Logical implies a higher view than the physical.  Users relate to data logically by data element name; however, the actual fields of data are physically located in sectors on a disk.  A familiar example is a disk drive.  One physical hard drive may be partitioned into several logical drives.  In the data communications world, a message transmitted from Phoenix to Boston logically goes between two cities; however, the physical circuit could be Phoenix to Chicago to Philadelphia to Boston.   The word "virtual" may be sometimes be used synonymously with "logical."


(c).  T1 connection.  A 1.544 Mbps point-to-point, dedicated line provided by the telephone companies. The monthly cost is typically based on distance.  T1 lines are  widely used for private networks and high-speed links to and from Internet Service Providers.

T1 Connections
· A 1.544 Mbps point-to-point, dedicated line provided by telephone 

             companies.
· A standard in the data and telecommunications industry.

(d).  Open System.  A vendor-independent system that is designed to interconnect with a variety of products. It implies that standards are determined from a consensus of interested parties rather than one or two vendors.   CDROMs, VHS video tapes, and the TCI/IP protocol used by the Internet are examples of Open Systems.  Open system specifications are free to the public.


(e).  Closed System.   Contrasted with Open Systems, a Closed System is one in which specifications are kept proprietary to prevent third-party hardware or software from being used.  Only after paying a licensing fee, can one have access to the specifications.  Apple Computers and Banyan Vines network operating systems are examples of  Closed Systems.


(f).  Workstations.  A workstation is usually just a microcomputer.  A person using a workstation can do local processing and can request access to network resources like printers and network services like email.  If the workstation has a printer, plotter, or other peripherals attached, the workstation user can use them and even allow others users on the network to use them.


(g).  Servers.  A server is a powerful microcomputer that has some extra capabilities that are made available to other computers on the network.  These capabilities include such things as shared printers, shared disk drives, and access to other communications networks, files, email, and applications. 
A server may be a powerful microcomputer or it may be a minicomputer or mainframe.


(h). Bandwidth vs. Throughput.  In the data communications field, bandwidth is the amount of data that can be transmitted in a fixed amount of time through a given medium.  It is a measure of CAPACITY.  For digital devices, the bandwidth is usually expressed in bits per second (bps). For analog devices, the bandwidth is expressed in cycles per second, or Hertz (Hz).  Possibly the best way to think of it is a water pipe or hose.  You can visual this by picturing a small garden hose as compared to a large fire hose. Even if both are spraying water at the same speed, the fire hose is putting out a lot more water (more water molecules per second).  With LAN cabling media, think of copper wires (like twisted pair & coax cable) as the garden hose and optical fiber as a fire hose.  We'll be learning about LAN cabling media soon.  Throughput, on the other hand, is a measure of how fast data is actually traveling at a certain point in the system.  If you get on your LAN in the evening after everyone has gone home, the bandwidth won't have changed but you'll probably get much higher throughput since few users are passing traffic.

    (i).  Units.  "Units" are adjectives that describe how big or how small something is.  The something could be a measure of space (size) like a bit or a measure of time like a second. So, a

bandwidth of 10Mbps is 10 million bits per second.
S P A C E - Bits or bytes

T I M E - Fraction of second  

  Kilo (K) Thousand 
  Millisecond (ms) Thousandth

  Mega (M) Million
  Microsecond (

  Giga (G) Billion
  Nanosecond (ns) Billionth

  Tera (T) Trillion


b. NETWORKS
   Networks are an interconnection of computers. These computers can be linked together using a wide variety of different cabling types, and for a wide variety of different purposes. 

   The basic reasons why computers are networked are 

     -to share resources (files, printers, modems, fax machines) 

     -to share application software (MS Office) 

     -increase productivity (make it easier to share data amongst 

                            users) 

   Take for example a typical office scenario where a number of users in a small business require access to common information. As long as all user computers are connected via a network, they can share their files, exchange mail, schedule meetings, send faxes and print documents all from any point of the network. 

   It would not be necessary for users to transfer files via electronic mail or floppy disk, rather, each user could access all the information they require, thus leading to less wasted time and hence greater productivity. 

   Imagine the benefits of a user being able to directly fax the Word document they are working on,rather than print it out, then feed it into the fax machine, dial the number etc. 

   Small networks are often called Local Area Networks [LAN]. A LAN is a network allowing easy access to other computers or peripherals. The typical characteristics of a LAN are, 

     -physically limited (< 2km) 

     -high bandwidth (> 1mbps) 

     -inexpensive cable media (coax or twisted pair) 

     -data and hardware sharing between users 

     -owned by the user 

  1.  Local Area Networks.  


   (a).  LAN defined.  A data communications network that serves users within a confined, relatively small geographic area. It is normally made up of servers, workstations, a network operating system, and a communications link.   "Local" usually means within one department or one building, although it may include several buildings owned by a single organization or company.  A LAN's principal purpose is to permit users to share software, data, and peripherals such as printers, hard drives, etc.  Installing a LAN can be both costly and time consuming, but if you need one,  it's worth the effort.  


   (b).  Advantages of a LAN    



     1
Shared Resources.  This saves time and reduces equipment cost on items such as printers and hard disks.



     2
Shared Data Files.  This eliminates the possibility of having multiple, incompatible copies of files.



     3
Shared Applications.  This allows more than one user to use the available applications.



     4
Electronic Mail.   Users can leave each other electronic mail (Email) instead of playing phone-tag.  



     5
Data File Backups.   Backups are easy to perform since the files are all centrally located on one file server.  



     6
Controlled Access.   Access to files can be protected and controlled, so that files won't be lost or illegally copied.


   (c  .
Disadvantages of a LAN.  By looking at the advantages, you may wonder why every organization doesn't use a LAN.  Well, there are some problems associated with them.  Let's look at some of the disadvantages.  


     1
Installation Cost.  The initial setup of a LAN can be expensive.  It depends on how many devices will be connected and on the amount of construction that needs to be done.  If, however, your only reason for considering a LAN is to share resources such as printers, it may be cheaper to buy each user his own printer.  



     2
Administration and Support.  Someone will have to be responsible for maintaining the LAN.  They are called the LAN Manager.  The LAN Manager assigns user accounts, passwords, trains users, monitors LAN performance, makes backups, and much more.  The job of a LAN Manager is a job all in itself.


 (d).  LAN classifications.  Traditionally, LANs have been classified as either Peer-to-Peer or Client/Server.  Newer technologies are blurring the line and hybrid LANs are now common.  

  2.  Wide Area Networks (WAN).  The line between LANs and WANs is not distinct and with newer technologies, the line has been blurred even more.  WANs have traditionally been considered to be those networks that cover a large geographic area, requiring the crossing of public right-of-ways.  WANs normally use a common carrier like public long distance telephone companies sometimes referred to a Public Switched Telephone Networks (PSTN).  This implies that the company owning the LAN doesn't own the whole WAN but  leases part of it.  The military uses both PSTNs and it's own long haul WAN circuits (which we own). 


WANs are NOT collections of LANs.  Instead, LANs that are spread out geographically are connected by one or more WANs.  The name for the whole group is called an internet or internetwork.  This is discussed later.  Here are the four WAN technologies we'll be briefly discussing.

    (a). Circuit Switching
· A dedicated communications path is established between two stations through the nodes of the network. 
· A common telephone call is the best example

   (b). Packet Switching
· No dedicated path;  instead, many paths are used.  

· The message is broken  into small chunks called "packets" and each is transmitted over the most available circuits.  
· At the destination, the packets are reassembled.
·  Speeds up to 64 Kbps.
  (C . Frame Relay

· Greatly improved form of packet switching.

· Message is broken into "frames."

· Relies on modern long distance lines for error control.

· Speeds up to 2 Mbps.

 (d). Asynchronous Transfer Mode (ATM)


(a)  Sometimes referred to as cell relay, ATM is the culmination of all the developments in circuit switching and packet switching over the past 25 years.  Although thought of as WAN technology, it may be use in LANs also.
Asynchronous Transfer 
Mode (ATM)

/ Works by chopping all traffic into 53-byte cells, or packets. 


/ Supports  speeds of 25, 100, 155, 622, 

and 2488 Mbps


/ Will also be used for LANs in the future.
    3.  Internetworks verses "The Internet."  A collection of LANs and WANs make up a company's internetwork also called the company's internet. This includes all their computers interconnected by communicating devices like bridges and/or routers. "The Internet," on the other hand, is the largest internetwork ever built.  It was originally built by the government for use by the military and the academic community.  This is sometimes called the Big "I" internet.

    4.  The World Wide Web (WWW).    An Internet facility that links documents locally and remotely. A Web document is called a web page, and links in the page let users jump from page to page (hypertext) whether the pages are stored on the same computer or on computers around the world. The pages are accessed and read via a Web browser such as Netscape Navigator or Internet Explorer.  Your computer contacts other computers called web servers using a protocol called Hypertext Transfer Protocol (HTTP).  The information transferable includes plain text, hypertext, audio, images, video, and any new technology that conforms to the rules of HTTP.

    There are a number of components which are used to build networks. An understanding of these is essential in order to support networks. This is a discussion on some of the elements which make up a network [LAN]. 

C.  BASIC NETWORK COMPONENTS
     1. Network Adapter Cards
        A network adapter card plugs into the workstation, providing the connection to the network.Adapter cards come from many different manufacturers, and support a wide variety of cable media and bus types [ISA, MCA, EISA, PCI, PCMCIA]. New cards are software configurable, using a software program to configure the resources used by the card. Other cards are PNP [plug and Play], which automatically configure their resources when installed in the computer, simplifying installation. With an operating system like Windows 95,auto-detection of new hardware makes network connections simple and quick. 

       On power-up, the computer detects the new network card, assigns the correct resources to it, and then installs the networking software required for connection to the network. All the user need do is assign the network details like computer name. 

       For Ethernet or 10BaseT cards, each card is identified by a twelve digit hexadecimal number. This number uniquely identifies the computer. These network card numbers are used in the Medium Access [MAC] Layer to identify the destination for the data. When talking to another computer, the data you send to that computer is  prefixed with the number of the card you are sending the data to. This allows intermediate devices in the network to decide in which direction the data should go, in order to transport the data to its correct destination. 

A typical adapter card looks like, 



A PCMCIA adapter card, suitable for connecting to a portable laptop computer to a network,

looks like, 



Peripheral cards associated with EISA and MCA are normally self configuring. 

     The major problem arises with cards for the ISA bus (found in the majority of AT type computers and clones). This is because the cards are configured by the user (using either jumpers or a software program). 

     Users make mistakes, and often configure cards so that they conflict with other cards already present in this system. This causes intermittent or immediate non-operation of the computer system. For instance, a networking card that is allocated the same resources as a serial communications program may function perfectly, except when the user is logged into the network and then tries to use the serial port, at which time the machine will crash. 

   2.  Cabling

       Cable is used to interconnect computers and network components together. There are THREE main cable types used today [twisted pair, coax and fiber optic]. The choice of cable depends upon a number of factors, like 

     -cost 

     -distance 

     -number of computers involved 

     -speed 

     -requirements [called bandwidth] i.e., how fast data is to 

      be transferred 

  (a). Twisted Pair - (Shielded Twisted Pair and Unshielded              Twisted Pair)Becoming the cable of choice for new installations, twisted pair cable is readily accepted as thepreferred solution to cabling. It provides support for a range of speeds and  configurations, and is widely supported by different vendors. Shielded twisted pair uses a special braided wire which surrounds all the other wires, which helps to reduce unwanted interference. 

     The features of twisted pair cable are, 

      -used in token ring (4 or 16MBps), 10BaseT (Ethernet 

       10MBps), 100BaseT (100Mbps) 

      -reasonably cheap 

      -reasonably easy to terminate [special crimp connector 

       tools are necessary for reliable operation 

      -UTP often already installed in buildings

      -UTP is prone to interference, which limits speed and 

       distances 

      -low to medium capacity 

      -medium to high loss 

      -category 2 = up to 1Mbps (Telephone wiring) 

      -category 3 = up to 10Mbps (Ethernet and 10BaseT)

      -category 5 = 100MBps (supports 10BaseT and 100BaseT) 

Unshielded Twisted Pair cable used in Category 5 looks like 

[image: image2.png]



Category 5 cable uses 8 wires. The various jack connectors used in the wiring closet look like, 



The patch cord which connects the workstation to the wall jack looks like, 

[image: image3.png]



    Distance limitations exist when cabling. For category 5 cabling at 100Mbps, the limitations effectively limit a workstation to wall outlet of 3 meters, and wall outlet to wiring closet of 90 meters. 

All workstations are wired back to a central wiring closet, where they are then patched accordingly.Within an organization, the IT department either performs this work or sub-contracts it to a third party. 
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   In 10BaseT, each PC is wired back to a central hub using its own cable. There are limits imposed

on the length of drop cable from the PC network card to the wall outlet, the length of the horizontal

wiring, and from the wall outlet to the wiring closet. 

    (b). Coaxial Cable - Coaxial cable has traditionally been the      cable of choice for low cost, small user networks. This has been mainly due to its ease of use and low cost. Persons with mininal network understanding can readily build a LAN using coax components, which can often be purchased in kit ready format. 

    The general features of coaxial cable are, 

     -medium capacity 

     -Ethernet systems (10Mbps) 

     -slighter dearer than UTP 

     -more difficult to terminate

     -not as subject to interference as UTP

     -10Base2 uses RG-58AU (also called Thin-Net or Cheaper Net) 

     -10Base5 uses a thicker solid core coaxial cable (also 

      called Thick-Net) 

Thin coaxial cable [RG-58AU rated at 50 ohms], as used in Ethernet LAN's, looks like 



    The connectors used in thin-net Ethernet LAN's are T connectors (used to join cables together and attach to workstations) and terminators (one at each end of the cable). The T-connectors and terminators look like 



    (c . Fiber Optic-Fiber optic cable is considered the

        default choice for connections involving high speed 

        [large bandwidth requirements like video, large database 

        systems], long distances and interconnecting networks. It 

        costs more than either twisted pair or coax, and requires

        special connectors and jointing methods. 

     The features of fiber-optic cable systems are, 

        -expensive 

        -used for backbones [linking LAN’s together] or FDDI

         rings (100Mbps) 

        -high capacity [100Mbps] 

        -immune to electromagnetic interference 

        -low loss 

        -difficult to join 

        -connectors are expensive 

        -long distance 

    Fiber optic is often used to overcome distance limitations. It can be used to join two hubs together,which normally could not be connected due to distance limitations. In this instance, a UTP to Fiber transceiver [often referred to as a FOT] is necessary. 

Fiber optic cable looks like 



    In addition, fiber optic patch panels are used to interconnect fiber cables. These patch panels look like 



   3. NETWORK TOPOLOGY
   Topology refers to the way in which the network of computers is connected. Each topology is suited to specific tasks and has its own advantages and disadvantages. 

The choice of topology is dependent upon: 

     -type and number of equipment being used

     -planned applications and rate of data transfers

     -required response times 

     -cost 

There are FOUR major competing topologies: 

     -Bus 

     -Ring 

     -Star 

     -FDDI 

Most networking software support all topologies. 

   (a). Bus Topology
     -All workstations connect to the same cable segment 

     -commonly used for implementing Ethernet at 10mbps

     -the cable is terminated at each end 

     -wiring is normally done point to point 

     -a faulty cable or workstation will take the entire LAN down

     -two wire, generally implemented using coaxial cable during 

      the 1980's 

     The bus cable carries the transmitted message along the cable. As the message arrives at each workstation, the workstation computer checks the destination address contained in the message to see if it matches it's own. If the address does not match, the workstation does nothing more. 

     If the workstation address matches that contained in the message, the workstation processes the message. The message is transmitted along the cable and is visible to all computers 

connected to that cable. 

There are THREE common wiring implementations for bus networks 

    -10Base2 (thin-net, CheaperNet) 50-ohm cable using BNC T

     connectors, cards provide transceiver

    -10Base5 (ThickNet) 50-ohm cable using 15-pin AUI D-type 

     connectors and external transceivers 

    -10BaseT (UTP) UTP cable using RJ45 connectors and a wiring 

     centre 

   Physical Implementation Of A Bus Network



    The above diagram shows a number of computers connected to a Bus cable, in this case, implemented as Thin Ethernet. Each 

computer has a network card installed, which directly attaches

to the network bus cable via a T-Connector. It is becoming common to use 10BaseT (UTP) for implementing Ethernet LANS. Each workstation is wired in star fashion back to a concentrator wiring centre (hub). The hub is a multi-port device supporting up to about 32 ports. One of these ports is connected to a server,  or the output of the hub can be connected to other hubs. 

     Physical Bus Cable Limits

10Base2 THIN ETHERNET NETWORK LAYOUT

Limitations 

     maximum number of trunk segments = 5 

     maximum trunk segment length = 607 feet (185 meters) 

     maximum network trunk cable = 3035 feet (925 meters) 

     maximum number of stations on a trunk segment = 30 

     minimum distance between T connectors = 1.5 feet (0.5 

     meters) 

 Rules 

     each end of the trunk segment is terminated in 50-ohms 

     one of the terminators is grounded 

     connector splices are kept to a minimum 

 Cabling 

     BNC-T type connectors 

     RG58-AU 50-ohm cable, 0.2" 



 10Base5 THICK ETHERNET NETWORK LAYOUT

 Limitations 

     maximum number of trunk segments = 5 

     maximum trunk segment length = 1640 feet (500 meters) 

     maximum network trunk cable = 8200 feet (2500 meters) 

     maximum number of stations on a trunk segment = 100 

     minimum distance between transceivers = 8 feet (2.5 meters) 

     maximum transceiver cable length = 165 feet (50 meters) 

Rules 

     each end of the trunk segment is terminated in 50-ohm 

     one of the terminators is grounded 

     connector splices are kept to a minimum 

Cabling 

     Transceivers 802.3 

     50-ohm cable RG-11 

     Male DIX connector 



10BaseT UTP NETWORK LAYOUT

Limitations 

     maximum segment length of 100 Meters 

     Hub to Hub or repeater to repeater links limited to 100

     Meters 

Rules 

     star topology 

     4 repeater/5 segment rule of 10Base5 is retained 

     only two nodes per segment are allowed 

Cabling 

     RJ-45 Connectors 

     Category 3 UTP minimum, preferably Category 5 



                   Bus Network Topology 

 Advantages                Disadvantages

 Easy to implement        Limits on cable length and Workstation 

                          numbers

 Low Cost                 Difficult to isolate network faults

                          A cable fault affects all workstations

                          As the number of workstations increase,

                          the speed of the network slows down

    (b).  Ring Topology

       -workstations connect to the ring

       -faulty workstations can be bypassed 

       -more cabling required than bus

       -the connectors used tend to cause a lot of problems

       -commonly used to implement token ring at 4 and 16mbps 

       -four wire, generally STP or UTP 



        1. Physical Implementation Of A Ring Network

        Each workstation is connected back to a Multiple Access  

   unit (MAU), which supports up to eight workstations.

   Additional MAU are cascaded to provide greater workstation 

   numbers. 



Wiring is performed in a physical star fashion, with cables wired directly from each workstation back to the MAU. 

       2.  

      3. Physical Ring Cable Limits
      Limitations 

          -maximum number of workstations = 96 

          -maximum number of 8228 MAU's = 12 

          -maximum patch cable distance between an 8228 MAU and a 

          -station (not including 8'adapter cable) = 150 feet (45

           meters) 

          -maximum patch cable distance between two 8228's = 150 

           feet (45 meters) 

          -maximum patch cable connecting all 8228's = 400 feet  

          (120 meters) 

      Rules 

          -stations are connected into the jacks of the 8228  

           units 

          -patch cables interconnect RO to RI for 8228 units. 

          -the last RO is connected to the first RI to form a   

          -ring. 

      Cable 

          -patch cables generally type 6 (26 awg) or 1 (22 awg) 

          -type 1 for lengths > 66 feet (20 meters) 

          -IBM 8310574 MIC connectors 

          -alternatively, UTP with RJ45 connectors 

               Ring Topology

 Advantages                       Disadvantages

 Cable failures affect            Costly Wiring

 limited users                    

 Equal access for all users       Difficult Connections

 Each workstation has full        Expensive Adaptor Cards

 access speed to the ring         

 As workstation numbers increase

 performance diminishes slightly

  (c. Star Topology
   -all wiring is done from a central point (the server or hub) 

   -has the greatest cable lengths of any topology (and thus uses  

    the most amount of cable)

   -generally STP or UTP, four wire 

 
 

                        Star Topology

  Advantages                             Disadvantages

Easy to add new workstations       Hub failure cripples all 

                                   workstations connected to that

Centralized control                hub

Centralized network/hub monitoring Hubs are slighty more  

                                   expensive than thin-Ethernet

 (d). FDDI TOPOLOGY
    100mbps 

    normally implemented over fiber optic (fast-Ethernet, UTP) 

    dual redundancy built in by use of primary and secondary  

    ring 

    automatic bypassing and isolation of faulty nodes 


PRIVATE "TYPE=PICT;ALT=FDDI Network"
    1 Fiber Distributed Data Interface


     FDDI is based on two counter rotating 100-Mbit/sec token-passing rings. The rings consist of point to point wiring between nodes which repeat the data as it is received. 

     The primary ring is used for data transmission; the secondary is used for data transmission or to back up the primary ring in the event of a link or station failure. FDDI supports a sustained transfer rate of about 80Mbps, a maximum of 1000 connections (500 nodes) and a total distance of 200 kilometers end to end. There is a maximum distance of 2 kilometers between active nodes. 

PRIVATE "TYPE=PICT;ALT=Top"
   2 FDDI Station Types


      There are two main types of stations, class A which attach directly to dual rings; or class B which attach to a station acting as a concentrator.

      A concentrator is a specialized workstation that attaches to the ring and has multiple ports that allow attachment of other devices in a physical star configuration. These may be cascaded. 

     Logical Networks versus Physical Networks

A logical network describes how the network operates. A physical network describes how the network has been cabled. It is thus possible to have a physical star, logical bus network. In other words, the network operates as a bus network, but the cabling has been implemented using star topology. 

PRIVATE "TYPE=PICT;ALT=Logical vs Physical Networks"

4.  NETWORK PROTOCOLS

      Three popular LAN protocols used today are Ethernet, Token-Ring, and FDDI (although FDDI is also used extensively as a WAN).  All of these act at the Data link layer of the OSI reference model.  They receive packets from the network protocol above them, convert them to frames, address them, then put the frames on the medium (physical layer).  NIC cards are made for a particular LAN protocol.

(a)  Ethernet 

          Ethernet networks are implementations of the IEEE 802.3 standard and can be wired with different types of cable, each with its own benefits and drawbacks.   Both use the same medium access control protocol which we'll cover first.  Then we'll discuss two popular types of Ethernet.

         1 Medium Access Control (MAC).  One of the key protocols for LANs is the Medium Access Control (MAC) protocol.  The MAC protocols define information such as how a device on a LAN knows it is allowed to send, how a sending device verifies that what it sent was correctly sent, and how the receiving device tells the sending device that the message was received correctly. 

          Ethernet MAC protocols are based on "contention.". Contention protocols allow a device to transmit without receiving any explicit permission to do so.  All devices hear all messages as a broadcast.  Every message contains the address of the intended device.  All devices then read the address to see if it belongs to them.

          The most common MAC protocol is CSMA/CD (Carrier Sense Multiple Access with  Collision Detection).  Using this access method, devices listen both before transmitting and again during transmission to see if a collision occurred. Multiple access refers to the fact that in bus systems, each station has access to the common cable. Carrier sense refers to the fact that each station listens to see if no other station is transmitting before sending data. Collision detection refers to the principle of listening to see if other stations are trans- mitting whilst we are transmitting. 

         In bus systems, all stations have access to the same cable medium. It is therefore possible that a station may already be transmitting when another station wants to transmit. Rule 1 is that a station must listen to determine if another station is transmitting before initiating a transmission. If the network is busy, then the station must back off and wait a random interval before trying again. Rule 2 is that a station which is trans- mitting must monitor the network to see if another station has

begun transmission. This is a collision, and if this occurs, both stations must back off and retry after a random time interval. As it takes a finite time for signals to travel down the cable, it is possible for more than one station to think that the network is free and both grab it at the same time. 

        2 10Base2 (Thinnet) - This specification refers to an Ethernet baseband LAN that uses Thinnet cabling (RG-58).  




    a Thinnet coaxial cable can carry a signal up to 185 meters.  Beyond that, the signal must be regenerated by a repeater.  Although there is a maximum length, there is also a minimum cable length.  The cable between computers must be at least 0.5 meters (20 inches) long.  

       
   b   The reason this network is called 10Base2 is because it transmits at 10 Mbps over a baseband (digital) wire and can carry a signal roughly 2 x 100 meters (actual distance is 185 meters).  




   c
 10Base2 LANs use both a physical and a logical bus topology.  The IEEE standards don't allow a drop cable to be used from the BNC T-connector to a workstation.  Instead, a T-connector fits directly onto the network interface card.  




   d
 A BNC connector may be used to connect Thinnet cable segments together, thus extending a length of cable.  For example, if you need a length of cable that is 30 feet long, but all you have is a 25 foot length and a 5 foot length Thinnet cable, a BNC barrel connector can be used to join the two cable segments together.  The use of barrel connectors should be kept to a minimum.  




       e
  A single Thinnet network can support a maximum of 30 nodes per cable segment.  A segment is the length of cable between the two 50 ohm terminators.  A terminator must be connected to each end of a LAN segment in order for the network to function.  If the cable breaks, the LAN goes down because there are not terminators at the ends of the break.



  3  10BaseT (Twisted-Pair Ethernet).  This specification is an Ethernet baseband LAN normally using UTP cable.  It is wired as a star but is a logical bus.  The IEEE standard allows up to 100 meters from a node to the central hub.   




 a
The minimum cable length between computers and the hub is 2.5 meters (about 8 feet).  



    
b   Typically, the hub of a network serves as a repeater and often is located in a work closet of the building.  Each workstation or server is located at the endpoint of a cable connected to the hub.  Each computer has two pairs of wire (one pair is used to receive data and one pair is used to send data).  An advantage of 10BaseT over 10Base2 is the ease in which you can add new nodes to the network
(b)   Token Ring

       A token-ring network is an implementation of IEEE standard 802.5, the standard for the token-ring access method.  A token is passed around the ring to which the computers are connected.  The computer that grabs the token is able to send data over the network.  When the token returns to its source with acknowledgment from the destination, the source relinquishes the token and continues passing it around the ring, allowing another workstation to send data out on the network.  In other words, it uses a round robin technique with all stations getting a fair share (although you can configure it to give priority to certain nodes

       1
MAC protocol.  The name of the MAC protocol used is "token passing."  Since you can determine when each node will get its turn, the token passing method is called "deterministic."  They allow a device to transmit only when it has specific permission to do so.  Each device receives a message when it is its turn to transmit. With this kind of protocol, a special message, called a token, circulates from device to device.  The token contains a bit that identifies what state it is in (free or busy).  If it is free, it is ready to accept a message.  If it is busy, than the token already contains a message.  A device must receive a free token before sending a message.  If a device receives a busy token, it must look at the address to see if it is the intended receiver of the message.  It then sends it on its way to the next device.  Signal collisions are prevented because only one device can have the token at any given time.







                                   Either



                        Or





 2
 Token Ring characteristics.  Note that STP is frequently found on older installations and that UTP is the virtual standard today. 




 a
 Data on the ring is transmitted at either 4 or 16 Mbps, depending on the implementation.  In order to communicate with each other, all network cards must be configured alike to communicate at either 4 or 16 Mbps on the network.  




b  Network computers are connected by shielded and/or unshielded twisted-pair cable to a wiring concentrator called a MultiStation Access Unit (MSAU).  Each computer can be up to 100 meters from the MSAU using STP, or 45 meters using UTP.  The minimum shielded or unshielded cable length is 2.5 meters (about 8 feet).  It is wired as a star but is a logical ring.



5.  TRANSMISSION MEDIUM (DATA PATHWAYS)
       The physical path between transmitter and receiver in a communications network.  There are several kinds of medium and are usually divided into "guided transmission media" and "wireless media."  Here are the most common in computer networks.

TELEPHONE LINES.

1.  SWITCHED LINES            

2.  DEDICATED LINES          
            (POINT  TO  POINT  LINES)

   (a).
Telephone Lines (a guided medium). The telephone line is the most common type of  medium used in data communications.  Data may be transmitted via telephone lines in the form of an analog or a digital signal depending on the technology in use. There are two main types of telephone lines used for data transmission.


      
1
Switched lines  (Dial-up) are telephone transmission modes that provides temporary connections between two locations for the duration of a telephone call.  If the same call is made again, the path will most likely be different.  The main advantages of a switched line is its accessibility and its relative low cost.  One disadvantage of a switched line is the lack of guaranteed accessibility (i.e., busy signals).  When you send email from a home computer through a modem to an internet service provider, your email travels over mainly switched telephone lines.         



    2
Dedicated lines are telephone lines reserved for the private use of a specific customer.  Customers using dedicated lines are guaranteed the same transmission path every time data is transmitted.  This method ensures conditioning for better transmission.  Point-to-Point lines are the most reliable (and expensive) form of dedicated lines.  You lease the line and routinely would have a connection up 24 hours a day.  


  (b).
Satellites (a wireless medium). Satellite transmissions  involves the sending of data from the surface of the Earth to a satellite located in orbit above the earth.   The satellite will receive the data and retransmit it to either another satellite or to a ground station.    The transmission path consists of the line of sight between all ground stations and satellites involved.   There is also a noticeable time delay when using satellite transmission.   This is referred to as propagation delay.   



     (c.
Microwaves.  Microwave transmissions are similar to satellite transmissions, but the signal is sent between locations on the earth's surface.   A Microwave is also a line of sight medium.  The transmitters and receivers are normally located 20 to 30 miles apart so that there is no noticeable time delay.  Using other techniques, microwave transmissions can extend to over 100 miles. 

D.  FLOW OF DIGITAL INFORMATION

      We'll discuss the flow of data through a dialin circuit then a regular LAN connection..


1.  Dial-in.  One computer sends a digital message to its modem.  The modem converts the digital signals to analog, dials the other modem, and sends the message through a WAN (normally a public telephone company).  The receiving modem reads the analog message, converts it to digital, then sends it to the PC.



(a)  Digital signals are discretely variable signals, so the various states of the signal are a discrete interval apart.  It is a very defined signal.  However, this signal is not efficient to transmit over long distances. Digital signals are like a light switch which only has two positions.  With digital signals, the options are 0 and 1.

          1  BINARY.  This means two, such as (1 or 0).


       -  BIT.  The acronym BIT comes from the words BInary digiT.  A unit of information equal to one binary decision.  Each bit will always be either on or off.



       -  BYTE.  The acronym BYTE is a term developed to indicate a measurable number of consecutive binary digits that are usually operated upon as a unit.  Bytes of eight bits for computers or seven bits for modems representing one character.



       -  BAUD.  This term stands for line signal variation.  Baud rate refers to the transmission speed of an asynchronous communications channel.  It is the maximum number of changes that can occur per second in the electrical state of a communication circuit.


         2.  Digital equipment will employ one of the following methods of information exchange:



        -  ASCII.  The American Standard Code for Information Interchange is a binary system.  ASCII assigns a string of seven zeros and ones (bits) to every upper and lower-case letter of the alphabet, to the numerals of the decimal system and to an assortment of punctuation marks and control characters.  In total it defines 128 discrete characters.  It also assigns an extra bit (called a parity bit) to each transmitted set.


       -  EBCDIC.  The Extended Binary Coded Decimal Interchange Code was developed by IBM and is an 8-bit code that can define a total of 256 different characters.  This is used widely in IBM mainframe computers.


       -  Most computers use what IBM calls EXTENDED ASCII.  Like EBCDIC, it uses 8 bits to allow for 256 possible characters.  The lower 128 are standard ASCII characters, and the higher 128 are others for drawing boxes and lines, international marks and such.  The higher 128 will vary depending on the software application.





(b)
Analog signals are continuously variable signals.   The form resembles a sine wave (details of a sine wave are not important now) and one example is a your voice.   The signal has the capability to cover long distances, and the greatest advantage is that it uses a very accessible facility -- the public telephone system.  In order to utilize the public telephone system, a computer must use a modem to convert its digital signals to analog signals.  A receiving modem is also needed to reverse the process. 



        (c) The name, MODEM, is derived from the two main functions that the device performs, Modulation and Demodulation








    1   Modulation.  Modulation is the process, or the result of the process, of varying any characteristic of a signal in accordance with a message signal.  In other words, it is the placing of intelligence on a wave form.  Once the intelligence is in the proper form (analog/binary [digital]), the intelligence is placed on a carrier wave for transportation to the distant end.

               2  Types of Modulation.  There are three basic types of modulation to transmit data which are used by current equipment.  These are; Amplitude modulation, Frequency modulation, and Phase modulation.



           -  AM-Amplitude Modulation.  Modulation in which the amplitude of the carrier wave is varied, by voltage, above and below the normal value according to characteristics of the intelligence signal to be transmitted.



          -  FM-Frequency Modulation.  Modulation in which the intelligence wave is applied to the carrier frequency by an amount proportional to the intelligence wave form.  A frequency modulated system is practically immune to atmospheric and manmade interference.



          -  PM-Phase Modulation.  A form of modulation in which the phase angle of the carrier changes in relation to the signal being transmitted.


 2.  LAN


  (a) Information flow.  The protocol for a LAN is similar.  The node (say a workstation) sends a digital message through its Network Interface Card (NIC).  Note that with normal LANs, all the traffic is digital.  This allows much higher transmission speeds but is efficient over only short distances..





(b) Network Interface Card (NIC)




1  NICs are installed in each node on the LAN and each includes a connector port on the back of the card in order to connect to the network cable.  Each type of network cable has a different connector to fit a NIC.  They are made for and are unique to a particular LAN architecture.

Network Interface Cards

...are installed in an expansion slot on each node on a LAN.  

...are different for each cable type and LAN type  

...interface between the workstation and the network.  Put 

         bits on the wire and read them off.



 2  Network interface cards do the main work of the LAN.  Their purpose is to move data from the host computer to the network physical medium, and vice versa. 



3.  DATA FLOW CONVENTIONS
      A data communications configuration requirement, the selection of the data flow convention affects how information will travel between computers.  There are three commonly used data flow conventions. 


   (a).  Simplex.  Data flows in only one direction.  Sometimes called a unidirectional data bus, simplex is most common in the transmission of television, closed circuit TV, and radio broadcasts where there is no need for two-way communications; data is flowing in one direction only.  This type of data flow is not common to most data communications.


> Simplex      ------------->



/ One-way communications


  (b).
Half-duplex.   Allows data flow in either direction but, not at the same time.  Half-duplex is common in most of the more dated data communications.  It improves on simplex by permitting both ends to send data, but only one way at a time.  The best illustration is a walkie-talkie.


> Half-Duplex      <---------------->


/ Two-way, but one-way at a time

  (C .
Full-duplex.   Data moves in both directions simultaneously.  Full-duplex (or just duplex) allows "dual-simplex" operation that gives both communicating devices full and independent transmit and receive capabilities.  This provides a circuit that can send and receive in both directions simultaneously and is supported by the more advanced protocols.  The best illustration is the household telephone.



                          ---------------->


> Full-Duplex      <--------------


/ Two-way at the same time


  (d).  Baseband Vs. Broadband.  Baseband is  type of digital data transmission in which each medium (wire) carries only one signal, or channel, at a time.  In contrast, broadband is a type of analog data transmission in which a single medium (wire) can carry several channels at once. Cable TV, for example, uses broadband transmission.  Most communications between computers, including the majority of local-area networks, use baseband communications.  This includes the PCs transmission to and from a modem.  However, modem to modem transmission is typically baseband.

BASEBAND and BROADBAND 
TRANSMISSION

1. Baseband Transmission

  / Digital signals


                  / One signal using all bandwidth

          
2. Broadband Transmission

  / Analog signals

   / Multiple signals


 / Similar to a TV cable

E.  OSI Model
   In 1983, the International Standards Organization (ISO) developed a model which would allow the sending and receiving of data between two computers. It works on a layer approach, where each layer is responsible for performing certain functions. 

   When we think of how to send data from one computer to another, there are many different things involved. There are network adapters, voltages and signals on the cable, how the data is packaged, error control in case something goes wrong, and many other concerns. By dividing these into separate layers, it makes the task of writing software to perform this much easier. 

   In the Open Systems Interconnect model, which allows dissimilar computers to transfer data between themselves, there are SEVEN distinct layers. 

   7.Application Layer

     Provides Applications with acess to network services. 

   6.Presentation Layer

     Determines the format used to exchange data among networked  

     computers. 

   5.Session Layer

     Allows two applications to establish, use and disconnect a 

     connection between them called a session. Provides for name

     recognition and additional functions like security which are

     needed to allow applications to communicate over the

     network. 

   4.Transport Layer

     Ensures that data is delivered error free, in sequence and 

     with no loss, duplications or corruption. This layer also 

     repackages data by assembling long messages into lots of 

     smaller messages for sending, and repackaging the smaller 

     messages into the original larger message at the receiving 

     end. 

   3.Network Layer

     This is responsible for addressing messages and data so they

     are sent to the correct destination, and for translating 

     logical addresses and names (like a machine name FLAME)

     into physical addresses. This layer is also responsible for 

     finding a path through the network to the destination 

     computer. 

   2.Data-Link Layer

     This layer takes the data frames or messages from the

     Network Layer and provides for their actual transmission. At 

     the receiving computer, this layer receives the incoming 

     data and sends it to the network layer for handling. 

     The Data-Link Layer also provides error-free delivery of 

     data between the two computers by using the physical layer. 

     It does this by packaging the data from the Network Layer 

     into a frame which includes error detection information. At

     the receiving computer, the Data-Link Layer reads the 

     incoming frame, and generates its own error detection 

     information based on the received frames data. After 

     receiving all of the frame, it then compares its error

     detection value with that of the incoming frames, and if 

     they match, the frame has been received correctly. 

     The Data-Link Layer actually consists of two separate parts,

     the Medium Access Control (MAC) and Logical Link Control 

     Layer (LLC). Example MAC layers are Ethernet 802.3 and Token 

     Ring 802.5 

     Bridges are an example of devices which works at the MAC 

     layer. 

   1.Physical Layer

     Controls the transmission of the actual data onto the 

     network cable. It defines the electrical signals, line 

     states and encoding of the data and the connector types 

     used. An example is 10BaseT. Repeaters are an example of 

     devices that work at the Physical Layer. 

     For Ethernet 802.3, the Physical Layer can be represented as 

          10Base5 

          10Base2 

          10BaseT 

          10BaseF 

1.  Sending Data Via the OSI Model
      Each layer acts as though it is communicating with its 

   corresponding layer on the other end. 

     In reality, data is passed from one layer down to the next

   lower layer at the sending computer, till it's finally 

   transmitted onto the network cable by the Physical Layer. As 

   the data it passed down to a lower layer, it is encapsulated 

   into a larger unit (in effect, each layer adds its own layer 

   information to that which it receives from a higher layer). At

   the receiving end, the message is passed upwards to the 

   desired layer, and as it passes upwards through each layer,

   the encapsulation information is stripped off . 



F. NETWORK SEGMENTS
   A network segment is a length of cable devices can be attached 

   to the cable has its own unique address has a limit on its 

   length and the number of devices which can be attached to it 



  Large networks are made by combining several individual network segments together, using appropriate devices like routers and/or bridges. 



   In the above diagram, a bridge is used to allow traffic from one network segment to the other. Each network segment is considered unique and has its own limits of distance and the number of connections possible. 

   When network segments are combined into a single large network, paths exist between the individual network segments. These paths are called routes, and devices like routers and bridges keep tables which define how to get to a particular computer on the network. When a packet arrives, the router/bridge will look at the destination address of the packet, and determine which network segment the packet is to be transmitted on in order to get to its destination. 



   In the above diagram, a packet arrives whose destination is segment B. The bridge forwards this incoming packet from segment A to the B segment. 

G. SPANNING TREE ALGORITHM
   Switches and bridges generally learn about the segments they are connected to. As packets arrive,they build up a table which lists the network address used on the various network segments. 

Sometimes, a loop would be created which caused the wrong packets to be sent on incorrect segments. These packets could loop around the network, being forwarded on, eventually arriving back, only to be forwarded on, etc. This quickly floods the network. The spanning tree algorithm is a software algorithm which defines how switches and bridges can communicate and avoid network loops. 

Packets are exchanged between bridges/switches, and they establish a single path for reaching any

particular network segment. This is a continuous process, so that if a bridge/switch fails, the

remaining devices can reconfigure the routing tables to allow each segment to be reached. 

To be effective, ensure that the bridges/switches in use in your network support this protocol. 

H. REPEATERS
   Repeaters EXTEND network segments. They amplify the incoming signal received from one segment and send it on to all other attached segments. This allows the distance limitations of

network cabling to be extended. There are limits on the number of repeaters which can be used.The repeater counts as a single node in the maximum node count associated with the Ethernet standard [30 for thin coax]. 



   Repeaters also allow isolation of segments in the event of failures or fault conditions. Disconnecting one side of a repeater effectively isolates the associated segments from the network. 

   Using repeaters simply allows you to extend your network distance limitations. It does not give you any more bandwidth or allow you to transmit data faster. 



   It should be noted that in the above diagram, the network number assigned to the main network segment and the network number assigned to the other side of the repeater are the same. In addition, the traffic generated on one segment is propagated onto the other segment. This causes a rise in the total amount of traffic, so if the network segments are already heavily loaded, it's not a good idea to use a repeater. 

   A repeater works at the Physical Layer by simply repeating all data from one segment to another. 



   Repeater features 

     -increase traffic on segments 

     -have distance limitations 

     -limitations on the number that can be used

     -propagate errors in the network

     -cannot be administered or controlled via remote access 

     -cannot loop back to itself (must be unique single paths)

     -no traffic isolation or filtering 

I. BRIDGES
   Bridges interconnect Ethernet segments. Most bridges today support filtering and forwarding, as well as Spanning Tree Algorithm. The IEEE 802.1D specification is the standard for bridges. 

   During initialization, the bridge learns about the network and the routes. Packets are passed onto other network segments based on the MAC layer. Each time the bridge is presented with a frame,

the source address is stored. The bridge builds up a table which identifies the segment to which the device is located on. This internal table is then used to determine which segment incoming frames should be forwarded to. The size of this table is important, especially if the network has a large number of workstations/servers. 

The advantages of bridges are 

     -increase the number of attached workstations and network 

      segments 

     -buffer frames, it is possible to interconnect different 

      segments which use different MAC protocols

     -transparent to higher level protocols 

     -by subdividing the LAN into smaller segments, overall

      reliability is increased and the network becomes easier to

      maintain 

     -helps localize network traffic by only forwarding data onto 

      other segments as required (unlike repeaters) 

The disadvantages of bridges are 

     -the buffering of frames introduces network delays

     -may overload during periods of high traffic 

     -bridges which combine different MAC protocols require the

      frames to be modified before transmission onto the new 

      segment. This causes delays in complex networks, data is

      not sent over redundant paths, and the shortest path is not

      always taken

     -bridges pass on broadcasts, giving rise to broadcast storms 

      on the network 

  Transparent bridges (also known as spanning tree, IEEE 802.1 D) make all routing decisions.The bridge is said to be transparent (invisible) to the workstations. The bridge will automatically

initialize itself and configure its own routing information after it has been enabled. 

   Bridges are ideally used in environments where there a number of well defined workgroups, each operating more or less Independent of each other, with occasional access to servers 

outside of their localized workgroup or network segment. Bridges do not offer performance improvements when used in diverse or scattered workgroups, where the majority of access occurs outside of the local segment. 

   The diagram below shows two separate network segments connected via a bridge. Note that each segment must have a unique network address number in order for the bridge to be able to forward packets from one segment to the other. 



   Ideally, if workstations on network segment A needed access to a server, the best place to locate that server is on the same segment as the workstations, as this minimizes traffic on the other segment, and avoids the delay incurred by the bridge. 

   A bridge works at the MAC Layer by looking at the destination address and forwarding the frame to the appropriate segment upon which the destination computer resides. 



   Bridge features 

     -operate at the MAC layer (layer 2 of the OSI model) 

     -can reduce traffic on other segments 

     -broadcasts are forwarded to every segment 

     -most allow remote access and configuration 

     -often SNMP (Simple Network Management Protocol) enabled 

     -loops can be used (redundant paths) if using spanning tree 

      algorithm 

     -small delays 

     -fault tolerant by isolating fault segments and 

      reconfiguring paths in the event of failure

     -not efficient with complex networks 

     -redundant paths to other networks are not used (would be 

      useful if the major path being used was overloaded) 

     -shortest path is not always chosen by spanning tree

      algorithm 

J. ROUTERS
   Packets are only passed to the network segment they are destined for. They work similar to bridges and switches in that they filter out unnecessary network traffic and remove it from network segments. Routers generally work at the protocol level. 

   Routers were devised in order to separate networks logically. For instance, a TCP/IP router can segment the network based on groups of TCP/IP addresses. Filtering at this level (on TCP/IP

addresses, also known as level 3 switching) will take longer than that of a bridge or switch which only looks at the MAC layer. 

   Most routers can also perform bridging functions. A major feature of routers, because they can filter packets at a protocol level, is to act as a firewall. This is essentially a barrier, which prevents unwanted packets either entering or leaving designated areas of the network. 

   Typically, an organization which connects to the Internet will install a router as the main gateway link between their network and the outside world. By configuring the router with access lists (which define what protocols and what hosts have access) this enforces security by restricted (or allowing)access to either internal or external hosts. 

   For example, an internal WWW server can be allowed IP access from external networks, but other company servers which contain sensitive data can be protected, so that external hosts outside the company are prevented access (you could even deny internal workstations access if required). 



   A router works at the Network Layer or higher, by looking at information embedded within the data field, like a TCP/IP address, then forwards the frame to the appropriate segment upon which the destination computer resides. 



   Summary of Router features 

     -use dynamic routing 

     -operate at the protocol level

     -remote administration and configuration via SNMP

     -support complex networks 

     -the more filtering done, the lower the performance 

     -provides security 

     -segment networks logically 

     -broadcast storms can be isolated 

     -often provide bridge functions also more complex routing

      protocols used [such as RIP, IGRP, OSPF] 

K. HUBS

   There are many types of hubs. Passive hubs are simple splitters or combiners that group workstations into a single segment, whereas active hubs include a repeater function and are thus capable of supporting many more connections. 

   Nowadays, with the advent of 10BaseT, hub concentrators are being very popular. These are very sophisticated and offer significant features which make them radically different from the older hubs which were available during the 1980's. 

   These 10BaseT hubs provide each client with exclusive access to the full bandwidth, unlike bus networks where the bandwidth is shared. Each workstation plugs into a separate port, which runs at 10Mbps and is for the exclusive use of that workstation, thus there is no contention to worry about like in Ethernet. 

   These 10BaseT hubs also include buffering of packets and filtering, so that unwanted packets (or packets which contain errors) are discarded. SNMP management is also a common feature. 



   In standard Ethernet, all stations are connected to the same network segment in bus configuration.Traffic on the bus is controlled using the CSMA (Carrier Sense Multiple Access) protocol, and all stations share the available bandwidth. 10BaseT Hubs dedicate the entire bandwidth to each port (workstation). The workstations attach to the hub using UTP. The hub provides a number of ports, which are logically combined using a single backplane, which often runs at a much higher data rate than that of the ports. 



   Ports can also be buffered, to allow packets to be held in case the hub or port is busy. And, because each workstation has it's own port, it does not contend with other workstations for access,having the entire bandwidth available for it's exclusive use. 

   The ports on a hub all appear as one Ethernet segment. In addition, hubs can be stacked or cascaded (using master/slave configurations) together, to add more ports per segment. As hubs do not count as repeaters, this is a better option for adding more workstations than the use of a repeater. 

   Hub options also include an SNMP (Simple Network Management Protocol) agent. This allows the use of network management software to remotely administer and configure the hub. Detailed

statistics related to port usage and bandwidth are often available, allowing informed decisions to be made concerning the state of the network. 

the advantages for these newer 10BaseT hubs are, 

     -each port has exclusive access to its bandwidth (no  

      CSMA/CD) 

     -hubs may be cascaded to add additional ports 

     -SNMP managed hubs offer good management tools and tatistics 

     -becoming a low cost solution 

L. ETHERNET SWITCHES
   Ethernet switches increase network performance by decreasing the amount of extraneous traffic on individual network segments attached to the switch. They also filter packets a bit like a router does. In addition, Ethernet switches work and function like bridges at the MAC layer, but instead of reading the entire incoming Ethernet frame before forwarding it to the destination segment, usually only read the destination address in the frame before retransmitting it to the correct segment. In this way, switches forward frames faster than bridges, offering less delays through the network, hence better performance. 

   When a packet arrives, the header is checked to determine which segment the packet is destined for, and then its forwarded to that segment. If the packet is destined for the same segment that it arrives on, the packet is dropped and not retransmitted. This prevents the packet being "broadcasted" onto unnecessary segments, reducing the traffic. 

   Nodes which inter-communicate frequently should be placed on the same segment. Switches work at the MAC layer level. 



   Switches divide the network into smaller collision domains [a collison domain is a group of workstations that contend for the same bandwidth]. Each segment into the switch has its own collision domain (where the bandwidth is competed for by work- stations in that segment). As packets arrive at the switch, it looks at the MAC address in the header, and decides which segment

to forward the packet to. Higher protocols like IPX and TCP/IP are buried deep inside the packet,so are invisible to the switch. Once the destination segment has been determined, the packet is

forwarded without delay. 

   Each segment attached to the switch is considered to be a separate collision domain. However, the segments are still part of the same broadcast domain [a broadcast domain is a group of

workstations which share the same network subnet, in TCP/IP this is defined by the subnet mask]. Broadcast packets which originate on any segment will be forwarded to all other segments (unlike a

router). On some switches, it is possible to disable this broadcast traffic. 

   Some vendors implement a broadcast throttle feature, whereby a limit is placed on the number of broadcasts forwarded by the switch over a certain time period. Once a threshold level has been reached, no additional broadcasts are forwarded till the time period has expired and a new time period begins. 

1.  Cut-Through Switches
        only the first few bytes of the packet are read to obtain 

      the source and destination addresses the packets are then 

      passed through to the destination segment without checking

      the rest of the packet for errors invalid packets can still

      be passed onto other segments there is little delay

      involved in packet throughput. Cut through switches use

      either a cross-bar or cell-backplane architecture. 

      (a). Cross-bar switches
           -Read the destination address then immediately forward

           -acts as a simple repeater once the path is stablished 

            can

           -introduce delay: If the destination port is busy, it  

            may need to buffer the packet 

      (b). Cell-backplane switches

           -break the frame into small fixed cell lengths 

           -each cell is labeled with special headers which 

            contain the addresses of the destination port 

           -The cells are buffered at the destination port 

           -The cells are then reassembled and transmitted

           -The data rate on the backplane is significantly 

            greater than the aggregate data rate of the ports 

           -In heavily overloaded networks, cell-backplane 

            switching offers better performance than cross-bar 

            switching 

   2.  Store-Forward Switches
       -examine the entire packet

       -each incoming packet is buffered, then examined 

       -filters out any bad packets it detects 

       -good packets are forwarded to the correct segment

       -detect more errors than the cut-through variety 

       -impose a small delay in packet throughput 

3.  Back Pressure Switches
       Switches often employ buffering of packets. This is done 

     so when packets arrive for a busy port,the packet is

     temporarily stored till the port becomes free. When the

     buffer becomes fill, packets become lost. 

       Back pressure switches overcome this problem by sending 

     the overflow packets back to the workstation. This 

     effectively slows the workstation transmission rate, and

     hence slows the arrival of new packets at the port. 

Ethernet Switching: Advantges

     -existing cabling structure and network adapters is 

      preserved 

     -switches can be used to segment overloaded networks 

     -switches can be used to create server farms or implement 

      backbones 

     -technology is proven, Ethernet is a widely used standard 

     -improved efficiency and faster performance due to low 

      latency switching times 

     -each port does not contend with other ports, each having 

      their own full bandwidth (there is no contention like there 

      is on Ethernet)

M. Operating Systems
   1. Windows CE 
      This operating system is designed for embedded devices such as Personal Digital Assistants (PDA's) and desktop boxes such as Web-TV. 

     General Features of Windows CE 

       -requirements specified by OEM

       -major use is in PDA's and embedded systems 

   2. Windows 95


      This operating system is designed for use as a workstation client or desktop system. It is not intended to be used a server, but can be used in simple workgroups to share resources such as printers and files.

    General Features of Windows 95 

      -easier to use and learn than Windows 3.1 

      -more reliable 

      -supports all major networking protocols including Novell

       IPX and TCP/IP 

      -network clients are faster, more reliable, and use no 

       conventional memory 

      -simplified User Interface 

      -automated installation for all users and custom 

       installations 

      -remote administration features built in

      -supports multiple users on a single PC with customized 

       settings for each individual

      -preemptive multitasking and multi-threading 

      -plug and play support for hardware devices 

      -dial-up networking (remote access services)

      -supports existing MS-DOS and Windows drivers and programs 

   System Requirements for Windows 95 

      -486DX/25MHz or higher

      -8MB memory or higher 

      -40-45MB disk space 

      -3.5" floppy drive or CD-ROM 

      -VGA or higher resolution graphics card 

  3. Windows 98


     This operating system is designed for use as a workstation client or desktop system. It is not intended to be used a server, but can be used in simple workgroups to share resources such as printers and files. It is an upgraded enhanced version of Windows 95. 

    General Features of Windows 98 

      -FAT32 enhanced file syste, 

      -performance enhancements 

      -fast startup and shutdown 

      -intelligent update 

      -wizards 

      -system file checker 

      -new hardware support, Universal Serial Bus 

      -integrated browser/shell 

   System Requirements for Windows 98 

      -486DX/66MHz or higher 

      -16MB memory or higher 

      -195MB disk space 

      -CD-ROM 

      -VGA or higher resolution graphics card 

   4. Windows NT Workstation 4.0

      This operating system is designed for serious power users and desktop workstations, where users demand high reliability, pre-emptive multitasking of programs and support for OpenGL graphics applications. It can be used as a server in a workgroup, where the number of clients it supports is 10 or less. 

     General Features of Windows NT Workstation 

       -complete crash protection for 16 and 32 bit applications

  -built-in data protection 

  -supports common networks and protocols 

  -remote access service [client and/or server] 

  -support for applications designed for MS-DOS® , Windows®,

  -Windows 95, and other operating systems

  -preemptive multitasking

  -OpenGL 3-D graphics

  -supports a wide range hardware devices 

  -scalable [support for more than one processor]

       -multi-platform [support for more than one processor type,  

        e.g., RISC] 

    System Requirements for Windows NT Workstation 

    RISC-based system with:

       -Workstation with an Alpha AXP, MIPS R4x00, or PowerPC  

        processor 

       -16 MB RAM 

       -120 MB available hard-disk space 

       -VGA, Super VGA, or video graphics adapter (compatible  

        with Windows NT Workstation 3.51)

       -CD-ROM drive required 

    x86 or Pentium based system: 

       -16 MB RAM, 16MB Recommended 

       -Windows NT Workstation with a 486/25 or higher processor 

       -110 MB available hard-disk space

       -VGA, Super VGA, or video graphics adapter (compatible 

        with Windows NT Workstation 3.51) 

       -CD-ROM drive. 

5.  Windows NT Server


      This operating system is designed for robust scalable networks based on domains. Where servers are required to handle more than 10 clients, NT Server is the best choice of operating system. It has been especially optimized to give good performance as an application server, and has additional tools to ease network administration problems. 

     General Features of Windows NT Server 

      -Exceptional file and print services 

      -Support for thousands of client/server applications 

      -Built-in Security and advanced fault tolerance 

      -Runs on your choice of scaleable hardware including Intel 

       ®x86, Pentium®, Alpha AXP, MIPS® Rx400, and PowerPC; 

      -Supports MS-DOS® , Windows®, OS/2® , UNIX and Macintosh® 

      -Integrates with NetWare®, LAN Manager, UNIX, PATHWORKS,  

       SNA, and other network systems 

      -Built-in Migration Tool for NetWare 

      -File & Print Services for NetWare 

      -Instantly accessible and up-to-date information 

      -Hardware autodetect and CD-ROM-based Express Setup 

      -Easy-to-use graphical environment 

      -Directory service that aids in the management and control

       of network resources 

      -TCP/IP, Macintosh support, and Remote Access Service at no 

       extra charge 

      -DNS, DHCP, FTP, WWW, Gopher, Wins Services built in 

   System Requirements for Windows NT Server 

   For Intel based and compatible systems:

      -486/33 or higher processor 

      -16 MB RAM 

      -125 MB of available hard-disk space 

      -VGA, Super VGA, or video graphics adapter compatible with

       Microsoft Windows NT Server 3.51 

      -CD-ROM drive 

      -Network adapter card 

      -Microsoft Mouse or compatible pointing device (mouse  

       recommended) 

   For RISC-based systems: 

      -RISC processor compatible with Windows NT Server 3.51

       (Alpha AXP, MIPS Rx400 and PowerPC) 

      -16 MB RAM 

      -160 MB of available hard-disk space 

      -VGA, Super VGA, or video graphics adapter compatible with  

       Microsoft Windows NT Server 3.51 

      -CD-ROM drive 

      -Network adapter card

      -Microsoft Mouse or compatible pointing device (mouse 

       recommended) 

SUMMARY
Windows NT Server is your only option if you need: 

· Dial-up networking that supports multiple clients at the same time 

· File and print sharing for Macintosh computers 

· Easy file and print sharing over a router (such as between branch offices) 

· More than 10 networked clients 

Windows NT Server is usually your best option if you need: 

· Dial-up networking that gives clients access to your network 

· An application server 

· A high performance file and/or print server 

· A print server that shares AppleTalk printers 

· File and print sharing for UNIX computers 

Windows NT Workstation, Windows 95, or Windows for Workgroups may be a solution if: 

· You want peer to peer networking 

· No more than ten clients will access any resources on one server at a time 

· Most of your work involves applications and data stored on the client PCs, and working with data files over the network is the exception rather than the rule 

· When you open files on another user's computer, that other user can afford to have productivity applications slow down 

N.  Windows NT Services


   This section covers some of the basic Windows NT network services. These services run on a Windows NT server machine, and must be configured separately. All the following services rely on the TCP/IP protocol being installed on the server. 


1.  Dynamic Host Configuration protocol [DHCP]

     In TCP/IP networks, each computer must have a valid TCP/IP address. This address uses four digits separated by dots, e.g., 

      156.59.20.1

Each digit has a value between 1 and 254 [0 and 255 are special cases, 0 defining a network, 255 defining a group of computers]. 

This address can be assigned to the computer either statically or dynamically. Static TCP/IP addresses are generally used for servers which do not change their location on the network. The address of the computer is entered in via 


Control Panel->Networks->TCP/IP Protocol->Properties

Dynamic TCP/IP numbers are numbers which are assigned to computers when they turn on, and in the past, have been assigned to these computers for a duration of time [how long they were powered on for]. 

       Dynamic numbers have previously relied upon a BOOTP SERVER. This is a server which uses a static table, which has entries for all computers which require a TCP/IP address. 

This table, called the bootp table, has an entry which lists the network card MAC address and its TCP/IP number. When the computer is turned on, it issues a bootp request to the server. This bootp request contains the card address of the workstation issuing the request. The bootp server looks up the table and finds the correct TCP/IP address to issue to the workstation, then replies to the workstation with the TCP/IP address that the workstation is to use. 

The problems with the bootp approach is that 

    -it relies upon static entries in a bootp table 

    -if there is no entry for the workstation, the workstation  

     cannot connect to the network 

    -it requires administration in keeping the table up to date 

    -IP addresses are allocated and cannot be used for another 

     computer even if not currently in use 

    -easy to run out of available IP addresses as the network 

     grows 

   An alternative to BOOTP has been to statically configure each workstation with a static IP address. This is done via the network configuration panel. This binds the IP address to the card. Whilst this might seem to be a good idea, the problems with this approach are, 

    -a user can pick an IP address which conflicts with one

     already assigned to another computer 

    -wrong values causes the computer to function incorrectly 

    -moving the computer to a different part of the network 

     requires allocation of a new IP address 

   Microsoft addressed all of the above issues by using the Dynamic Host Configuration Protocol. A server acts as a DHCP server, and holds a number of free IP addresses available for allocation to workstation clients. A client computer, upon startup for the first time, issues a DHCP Discover to a DHCP server by sending a broadcast on the local subnet. The server responds to the client workstation with one of the unallocated IP addresses it has to offer, called a DHCP Offer. This is accepted by the client, which issues a DHCP request to the DHCP server. The DHCP server replies to the client with a DHCP acknowledgment, then marks this IP address as in use.

   The IP address given to the client is marked by the DHCP server as existing for a specific time duration. Periodically, the client will attempt to renew the leased IP address by contacting the DHCP server [occurs after 50% of the lease time has expired]. 

   Whenever a client workstation is rebooted, it attempts to verify that its IP lease is valid for the subnet it is currently on. If the workstation is moved to a new subnet, this would be marked invalid by any DHCP server on that subnet, and the workstation will then request a new IP lease from any available DHCP server. 

   The length of the lease time can be configured, and after a certain percentage of that lease time, the client workstation will contact the DHCP server to re-negotiate the IP lease. 

The advantages of the DHCP concept are 

    -IP addresses can be re-used, when the lease expires they are 

     returned to the available pool 

    -eliminates errors in configuration as subnet masks, DNS 

     server and gateway IP addresses can be included in the lease 

    -easy to move computers to another part of the network 

    -require little or no intervention once configured [no tables 

     to maintain] 

    -setting up clients is simple [just enable it as a DHCP 

     client], no need to know what the correct IP addresses are

     for things like subnet mask, gateway, wins servers or DNS 

     servers 

    -IP addresses conflicts are eliminated 

   2. Windows Naming Service [WINS]


      This service was designed to eliminate the need for broadcasts to resolve computer names to IP addresses. Previously, to find the address of a computer, a network broadcast packet was sent to all computers on the network. This broadcast contained the name of the computer which needed to be contacted. Each computer looked at the broadcast packet. The computer that recognized that the packet was destined for it responded with its IP address. 

      The problem with this approach is that in large networks, the number of broadcasts becomes excessive and consumes the network. The name resolution has to take place, because Windows uses computer names to map drives and resources, e.g., \\ICE\WWW. The underlying protocol, TCP/IP, however, knows only IP addresses, like 156.59.21.12, so the broadcast is necessary to resolve the computer name to an IP address so that TCP/IP can establish the connection between the two computers. 

      A WINS server maintains a database that maps computer names to IP addresses. Client workstations using WINS can query a WINS server and resolve computer names. A computer configured to use WINS as a client will register it's computer name and IP address with the WINS server. This happens at boot time. When a client workstation using WINS needs to resolve a computer name to an IP address, it will send a query to the WINS server, which will respond with the desired information. 

      Using WINS servers in a Windows NT Domain helps to reduce broadcast traffic. It also is self maintaining, in that computers automatically add themselves to the database, and are automatically expired after a time interval when they shut down. 


 3. Domain Name Service [DNS]

      DNS is a service which resolves computer names [like www.cit.ac.nz] to IP addresses [156.59.19.21] and IP addresses back to computer names [called a reverse lookup]. 

      A DNS service has traditionally been implemented on a UNIX platform, but with the release of Windows NT 3.51, Microsoft released a beta version of its DNS server which will be an integral part of the Windows NT 4.0 release.

      We have already covered, which is a Windows NT service which dynamically allocates IP addresses to client computers, and, which allows users to connect to resources using machine names [like \\cscp5nts], and acts in a similar way to DNS, resolving computer names to IP addresses. 

      The important issue here is that the Windows NT services of DHCP and WINS are dynamic. DNS is a static service. It relies on a series of static files which contain mappings between computer names and IP addresses. There are two main lookup files, one for names to IP addresses, and the other for reverse name lookups. 

In NT 4.0, the DNS has a graphical interface, and can be remotely administered. In addition, the DNS is integrated with DHCP and WINS and the IP addresses which are dynamically allocated by DHCP are automatically reflected into the DNS. 

   4. File Transfer Protocol [FTP]

      Previous to version 4.0, Microsoft provided a separate FTP server for Windows NT. The server allows users to access files stored on the server using the FTP service. By combining NTFS security on the directory structure being used by the FTP service, a good level of security is achievable.

      The current trend is for Microsoft to combine this service with the IIS server being provided with Windows NT 4.0. You are recommended to run this server, rather than the separate FTP service. The FTP server portion of IIS is fully integrated with the WWW and other servers which form part of IIS. 


 5. Internet Information Server [IIS] 


      This is a combination of servers [WWW, FTP, Gopher] which can be used to construct internet and intranet servers. 

Some advantages of IIS are 

     -fully integrated into Windows NT server 

     -graphical installation 

     -combines separate servers into one package [WWW, FTP, 

      Gopher] 

     -snmp mib provided for remote viewing of performance and 

      statistics collection 

     -integrated into performance monitor, allowing real-time

      measuring of all Internet events 

     -supports virtual servers [host multiple sites] 

     -extensible API (application programming interface, which 

      lets users write programs that use functionality within 

      IIS) for custom server extensions 

     -support for easy integration with existing databases 

     -provides security using anonymous or NT domain accounts, or 

      SSL (secure sockets layer, a means of secure transmission 

      of information using web servers) 

[image: image5.wmf] 6. Peer Web Services 

     This allows you to create a low-volume personal Web site on your local computer running Windows NT Workstation or Windows 95. You have the ability to share information over your network with others, an alternative to sharing files.

    Other users access your files by using Web browsers such as Microsoft Internet Explorer or Netscape Navigator.

    A personal Web Server is installed on your computer, which responds to HTTP requests from Web Browsers. Additional services such as FTP and Gopher can also be installed. The workstation must be running the TCP/IP protocol for the Peer Web Services to be installed and configured. You must also be logged on with Administrative privileges in order to install the product. 

   A publishing directory [the root of the WWW] is created, and if documents are stored in or under this directory, those documents can then be accessed via a WWW browser by other users. 

The Peer Web Services installs an IUSR_computername account on the local Windows NT workstation computer. This account is used by the Web Server to access the files. As such, it is given rights to the publishing directory and local logon rights. Users who do not have a username account on the workstation computer logon to the computer as the IUSR_computername account. 
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