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1.  IP NETWORKS, SUBNETS, AND HOSTS

a.  The data link address is used to deliver data between devices attached to an Ethernet LAN and can carry multiple protocols to include TCP/IP.  IP addresses are used if a device wants to send data outside of its local network.


b.  The IP layer is responsible for the delivery of data across the network, regardless of where the source and destination devices are located.


c.  A router runs IP software and can transfer data long distances and between different networks such as Ethernet and Token Ring.  These individually connected networks are called subnetworks, or simply "subnets."

2.  INTERNET PROTOCOL  or IP, has two major functions: data delivery and data fragmentation.


a.  For data delivery, every connection requires an IP address.  


b.
IP is responsible for the fragmentation of data to fit a transport medium's Maximum Transfer Unit, or MTU.  For example, the MTU for an Ethernet LAN is 1500 bytes.  Therefore IP will fragment data into 1500 byte fragments.



(1)
At least partially configured by the network manager



(2)
4 bytes, represented in decimal format.



(3)
Used to deliver data between subnets.


c.
Difference Between Data Link and IP Addresses

Data Link
IP Addresses

Address embedded into card, should not be overidden
At least partially configured by the network manager

6 bytes, represented in hexadecimal format
4 bytes, represented in decimal format

Used to deliver data on a local subnet
Used to deliver data between subnets

3.  IP ADDRESSING RULES

a.  We usually write IP address in a byte based decimal format.  We say them without the decimals like we leave off the parenthesis or hyphens in a telephone numbers.


b.  Software sends IP addresses by using four bytes of data.  By looking at the first byte, the software will know the class of an IP address.  It can use that to see which bits are network bits and which bits are locally administered.  With four classes in active use, these determinations are necessary.


c.  Local bits can identify interfaces on a network.  Some network administrators use part of the local bits to make more manageable pieces: subnets.  This means that there can be network, subnet, and host fields of an IP address.  Some rules apply to the IP address and those fields:



1.  No field of an interface's IP address may contain all 1s or all 0s (binary).



2.  All 1's in the host portion of a target IP address signify an IP level broadcast.



3.  All 0s in the host portion of an IP address identify a subnet or a network. 

4.  BINARY TO DECIMAL CONVERSION 


a.  In understanding how to convert binary to decimal and vice versa, it is helpful to review how the decimal system functions.  The decimal system is based on the power of 10, ranging from 10 to 10.  The number 255 for example, literally means 2 hundred plus 5 tens plus 5 ones (2x10+5x10+1x10).


b.  Where the decimal system is based on powers of 10, the binary system is based on powers of 2. In an 8 bit binary segment, or byte, each bit has a value that ranges from 2 to 2.  This range allows you to represent any number from 0 to 255 in binary.  For example, 255 is the combination of 128+64+32+16+8+4+2+1, or all ones in binary which is written 11111111.  
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5.  IP ADDRESSES  We looked at the "shipping companies" that haul the data at the bottom of the TCP/IP stack, the Network Interface Layer.  Now we will look at the IP networks that they support.   We will see how the different classes of addresses apply to different sizes of organizations and what a Network Administrator can do with them.  We will also look at the IP logic process and the world of subnets to explore the secrets.


a.  An IP Address is 32 bits long, or 4 bytes, and consists of Network ID and Host ID portions.  The size of the Network and Host ID's are relative to the class of that IP address. 
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b.  There are three main classes of IP address.  Let's examine these and briefly mention two others.

IP Address Classes
CLASS
FIRST 1,2, or 3

NETWORK BITS
REMAINING
NETWORK 

BITS
HOST
BITS
VALUE OF
FIRST

8 BITS

A
0
7
24
1-126

B
10
14
16
128-191

C
110
21
8
192-223

        (1)
Class A



(a)
If the first bit of an IP address is 0, the software uses it as a Class A address.   We can recognize them by their first byte values of 1 through 127.  This seems to offer 127 Class A networks, but 127 is the address for IP loop-back testing.




(b)
With the first byte (eight bits) assigned, this leaves three bytes (24 bits) locally administered.  If it were only host addresses, there could be 16, 777, 214 host addresses (with all 0s and 1s eliminated).




(c)
With that many possible interface addresses, Class A networks are only assigned to large organizations only, such as Ford Motor Company or Massachusetts Institute of Technology.  To manage that size network, the network administrator frequently separates the network into smaller subnets.  




(d)
As part of the concern over running out of IP address, Class A network address have been very difficult to get lately.  So difficult that an organization like AMOCO was assigned 23 Class B networks instead of one Class A.  In reality, there are no more Class A networks. 


(2)
Class B



(a)
The first bit is set to 1 and second bit to 0 to identify the IP addressed network as a class B network address.  Class B IP addresses are recognizable by their first byte being in a range of decimal values of 128 through 191.  Class B assignments include the first two bytes for 16,384 possible Class B addresses with two bytes of local space each.  Without subnetting, that is 65,534 addresses each.




(b)
Managing a network that size, the administrator frequently separates the network into subnets.  This also helps control workgroup access to certain resources.  Class B networks are assigned to midsize organizations such as colleges and universities.  Examples of Class B networked organizations include:





1
University of Michigan





2
United States Marine Corps (more than one)




(c)
If an organization cannot demonstrate sufficient potential use to justify the assignment of a Class B network, multiple Class C networks are assigned instead.



(3)
Class C



(a)
Setting the first two bits to 1 and the third bit to 0 identifies the IP address as a Class C address.  With the first type being in a range of decimal values of 192 through 223, people can spot Class C addresses easily.  When assigned, the Class C address covers the first three bytes.  This leaves 2,097,152 possible Class C addresses with one byte of locally administered space each.  That one byte can provide 254 host addresses for each Class C network. 




(b)
Class C networks do not need subnetting for management unless there are smaller workgroups in diverse locations.  More often, organizations will subnet Class C networks to restrict access to specific resources.  For example, an access provider may let designated subnets have access to the CIX and restrict access to the NSFNET due to access requirements.  CIX and NSFNET will be covered in a later class.




(c)
To streamline the routing process, the InterNIC allocates blocks of Class C addresses to Internet access providers to assign to their customers. 



(4)
Class D



(a)
When the first three bits are set to 1 and the fourth bit to 0, the IP address is a Class D address. With the first byte being in a range of decimal values of 224 through 239, Class D IP addresses are easy to pick out.




(b)
Class D addresses are used to reach groups by assigning the same multicast address to all members of the group.  These group members also have their own individual Class A, B or C host IP address.  There are millions of possible multicast addresses.




(c)
Class D addresses are designated for groups of users and so do not have assignable host portions for assignment to individual interfaces.  For that reason, Class D networks are not subnetted.



(5)
Class E is reserved and not currently used. 


c.  Authorized and Non-Authorized - The Network Information Center (NIC) issues and tracks network ID's to ensure that they remain unique.  Having an authorized IP address is vital if you want to communicate outside your network, on the Internet.

6.  IP COMMUNICATIONS LOGIC PROCESS (Step 1)


a.  When any IP addressed interface wants to communicate with any other IP addressed interface, the software follows a logic process of up to three steps.  After finding the Target IP address involved, the originating software checks its class to determine which bits are network bits in that address.   


b.  Using that information, it completes the first step of the process answering the question:  Are the Source and Target IP addresses in the same network?  Matching the network portion of both address quickly reveals the answer:



(1)
If NO, the datagram is sent to the Gateway for delivery to the right network.



(2)
If YES, the system must decide if the IP addresses are in the same subnet.
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             c. To move to that second step, we must examine subnetting.

7.  SUBNETTING

a.  Subnetting an address requires partitioning a portion of the host ID for use as the subnet number. The network ID and subnet number together are called the "Subnetwork Address."  


b.  The remaining bits are used to identify specific hosts on a subnet.  There are several terms for the host.  We will refer to them as the "Host Number"


c.  Subnetwork numbers - each subnetwork requires a different subnet number.  In this example below, the Ethernet subnet is subnet number 1, the WAN link is subnet number 2, and the Token Ring subnet is subnet number 3.

[image: image4.wmf]ETHERNET

ROUTER

ROUTER

TOKEN RING

Subnet 1

Subnet 2

Subnet 3


8.  WHEN TO SUBNET

a.  Network Administrators will find many events that may trigger the decision to subnet.   Some of them are:



(1)
Workgroups are geographically remote from each other.



(2)
Functional areas want or need separation from the rest of the organization.



(3)
Certain workgroups network traffic volumes interfere with other workgroups.



(4)
Functional areas have been realigned, as in "right sizing".



(5)
When two different media protocols connect with each other.



(6)
Anytime a router is used to connect two or more network segments.



(7)
The network traffic on an Ethernet segment is constantly at, or above, 30%.



(8)
The Token Ring traffic volume threshold is 50% or higher.

9.  SUBNETTING IP NETWORKS 


a.  As we have seen, the main reason for subnetting is to better manage the overall network.  To help in managing the network, subnetting creates groups of systems:



(1)
In functional areas to separate local traffic from the rest of the network.



(2)
That are physically separated from the rest of the network or other groups.



(3)
To restrict access to certain network resources.


b.  To recognize the subnet, each system in the subnet must have the same subnet mask.   The subnet mask identifies which bits are network bits, subnet bits, and interface bits.


c.  To do this, the mask must have the same number of bits as the IP address (32) and is usually named in the same format as the IP address.  Through the mask has the same size and layout as an IP address, its first byte always has a value of (255 decimal) or FF (hex) which is not possible for an IP address interface. 


d.  In the mask, more clearly seen in the binary format on the next page, binary 1s indicate the position of the network and subnet portion of the IP address while binary 0s identify bits that represent individual interfaces.

10.  SUBNET CALCULATIONS

a.  When a network manager decides to subnet, the first two decisions are:



(1)
How many subnets might the organization need from this network?



(2)
What is the maximum number of interfaces that must be in the largest subnet?

       b.  The answers to these questions need to be combined with the limits of the class of the network that is subnetted and the rules for IP addressing.  For example, with the rule that no field (network, subnet, or host) may contain all 1s or all 0s (binary), there can be no mask with a subnet field of one bit.

(2n) - 2 = the number of subnets or hosts in a subnet

n = the number of bits used in the mask

i.e.,  with 4 bits in the host field of the mask

(2n) - 2 = (16) - 2 = 14 hosts

i.e., with 3 bits in the subnet field of the mask

(2n) - 2 = (8) - 2 = 6 subnets


c.  To calculate the number of hosts or subnetworks in any IP addressed network, apply the formula noted above: 2 to the power of the number of bits used in the subnet mask for the field desired and subtract 2 from the result (for 1s and 0s).


d.  The subnet example shows three subnet bits in the mask, the calculation is 2 to the third power (2 * 2 * 2) which equals 8, less the 2 for all 0's and all 1s leaving a total of 6 usable subnets.

11.  BUILDING THE MASK

a.  After setting the size requirements for both the subnet and host fields, the network administrator needs to choose the mask that is appropriate for the class of IP network.  To demonstrate this, let's attempt to apply the same requirements to each class:



(1)
Eleven separate locations require eleven subnets.



(2)
The largest subnet will have 54 interfaces. 


b.  Using the calculation on the previous page, 4 subnet bits would yield 14 subnets.  For the same calculation to make room for 55 (54 hosts plus one interface for the router that must be part of the subnet) interfaces, we need at least 6 host bits.
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c.  In the Class A and B examples above, there is plenty of room left for future growth in the number of supportable interfaces.  The Class C example uses the six host bits to provide two subnets with up to 62 addresses in each.  Obviously we need multiple (about six) Class C addressed networks to complete the requirement with minimal room for growth.

Class A

11111111.11110000.00000000.00000000
255.240.0.0

Class B

11111111.11111111.11110000.00000000
255.255.240.0

Class C

11111111.11111111.11111111.11000000
255.255.255.192
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12.  APPLYING THE MASK

a.  The Network Administrator uses the mask to assign IP addresses to individual interfaces.  A good rule of thumb is to begin identifying subnets from the highest order bits (left) and hosts from the lowest order bits (right).  This lets you adjust mask bits right up to the last interface assignments for the greatest possible flexibility.


b.  In the example, a Class B address is set for 62 subnets with up to 1022 interfaces in each.  The first assigned subnet is 128 and the first interface is 1.  The next assigned interface in that subnet is 2.











Binary




Decimal
Network
10111111.11111111.00000000.00000000
191.255.0.0

Mask
11111111.11111111.11111100.00000000
255.255.252.0

1st Subnet
10111111.11111111.10000000.00000000
191.255.128.0

2nd Subnet
10111111.11111111.11000000.00000000
191.255.192.0


c.  The next assigned subnet would combine the two highest subnet bits (128 and 64 values) to give subnet 192.  The third subnet, under this rule, would be subnet 64.


d.  To look at this another way, the last interface of that first subnet that would be assigned under this rule would be 191.255.131.254.  The network value stays at 191.255.  The Subnet value stays at 128.  The interface should use all the host bits except the one to prevent all 1s (binary) address or broadcast.  Since two of the host bits are in the third byte, those values (two and one from left to right) are added to the 128 subnet value to complete the third byte IP address value of 131. 

13.  LOST IP ADDRESSES

a.  Any time the manager decides to subnet, a price must be paid in available interfaces.  As you can see from the examples and some simple math, the total number of interfaces under subnets is always less that the number of interfaces without subnetting.  That's the trade off for the ability to manage the network more easily.


b.  The lost addresses are all 0s and all 1s addresses for each subnet and the all 1s and all 0s values for the subnet field itself.  As you can see, the "price" of subnetting varies with the numbers of subnet bits and the class of network used.  In the examples, we have listed the least "costly: masks for each class of networking.


c.  To provide more help, we have added a table for each of the three classes of IP addresses that can be subnetted showing the number of subnet bits in the mask, the resulting number of subnets and the number of hosts in each of those subnets.  These tables are located at the end of this lesson plan.

14.  IP COMMUNICATIONS LOGIC PROCESS (Step Two)


a.  Now that we have a basic understanding of the subnetting process, we can move to the second step of the logic process.  This step requires that both the source and target IP Addresses reside in the same network. 

Source: 191.255.193.44                                                              Target: 191.255.206.13


                       Are the Source and Target IP addresses in the same network?                                      

                                                                 YES


                       Are the Source and Target IP addresses in the same subnet?



Subnet Mask:                          255.255.240.0

Source Binary:          10111111.11111111.11000001.00101100

Binary Mask:            11111111.11111111.11110000.00000000

Target Mask:            10111111.11111111.11001110.00001101


b.  By applying the subnet mask to the source and the target IP addresses, we can quickly determine if the two are in the same subnet.  In the previous example, the Class B mask indicates that the first two bytes may contain only network bits.  The last byte, according to the decimal version of the mask, contains only host bits.  This means we must focus our attention on the third byte of the mask.


c.  The binary version of the third byte of the mask shows that there are four bits of subnet field and four bits of host field.  Examining the third byte of the Source and Target IP addresses reveals a matching pattern in the four bits governed by the subnet field which indicates that these two IP addresses are in the same subnet.

15.  IP COMMUNICATIONS LOGIC PROCESS (Step Three)


a.  By now we know that both the source and target IP Addresses reside in the same network and in the same subnet.  Had the subnets been different, the IP datagram would be sent to the router serving the source system's subnet for forwarding to the correct remote subnets router and to the target IP address.

Source: 191.255.193.44                                                              Target: 191.255.206.13


                       Are the Source and Target IP addresses in the same network?                                      

                                                                 YES


                       Are the Source and Target IP addresses in the same subnet?



YES                                                          NO

Do I have the physical address            Send the datagram to the 

for the target address                          router for forwarding to

                                                 the correct router

Binary Mask:            11111111.11111111.11110000.00000000

Target Mask:            10111111.11111111.11001110.00001101


b.  The third step of the logic process asks another question that must be answered before the datagram can be released to the local subnet.  Does the source system have the physical address for the interface that matches the target IP address?


c.  Just as the Postal Service needs a (physical) street address, the TCP/IP host must have the exact physical (network interface card) address.  Without it, each piece of data would have to be sent as a broadcast, interrupting all of the other hosts on that network in an attempt to reach the desired system.  It is then a matter of matching the IP address to the physical address, which is a topic for another lesson..

Class A Subnetting Table

Subnet 











Subnet

Bits

Subnet Mask


Subnets

Hosts

Broadcast

2


255.192.0.0


2


4,194,302
net+subnet+63.255.255

3


255.224.0.0


6


2,097,150
net+subnet+31.255.255

4


255.240.0.0


14


1,048,574
net+subnet+15.255.255

5


255.248.0.0


30


524,286
net+subnet+7.255.255

6


255.252.0.0


62


262,142
net+subnet+3.255.255

7 


255.254.0.0


126

131,070
net+subnet+1.255.255

8


255.255.0.0


254

65,534

net+subnet+.255.255

9


255.255.128.0


510

32,766

net+subnet+127.255

10


255.255.192.0


1,022

16,382

net+subnet+63.255

11


255.255.224.0


2,046

8,190

net+subnet+31.255

12


255.255.240.0


4,094

4,094

net+subnet+15.255

13


255.255.248.0


8,190

2,046

net+subnet+7.255

14


255.255.252.0


16,382

1,022

net+subnet+3.255

15


255.255.254.0


32,766

510

net+subnet+1.255

16


255.255.255.0


65,534

254

net+subnet+.255

17


255.255.255.128

131,070

126

net+subnet+127

18


255.255.255.192

262.142

62

net+subnet+63

19


255.255.255.224

524,286

30

net+subnet+31

20


255.255.255.240

1,048,574

14

net+subnet+15

21


255.255.255.248

2,097,150

6

net+subnet+7

22


255.255.255.252

4,194,302

2

net+subnet+3

Class B Subnetting Table

Subnet 











Subnet

Bits

Subnet Mask


Subnets

Hosts

Broadcast

2


255.255.192.0


2


16,382

net.net.subnet+63.255

3


255.255.224.0


6


8,190

net.net.subnet+31.255

4


255.255.240.0


14


4,094

net.net.subnet+15.255

5


255.255.248.0


30


2,046

net.net.subnet+7.255

6


255.255.252.0


62


1,022

net.net.subnet+3.255

7


255.255.254.0


126

510

net.net.subnet+1.255

8


255.255.255.0


254

254

net.net.subnet+255

9


255.255.255.128

510

126

net.net.subnet+127

10


255.255.255.192

1,022

62

net.net.subnet+63

11


255.255.255.224

2,046

30

net.net.subnet+31

12


255.255.255.240

4,094

14

net.net.subnet+15

13


255.255.255.248

8,190

6

net.net.subnet+7

14


255.255.255.252

16,382

2

net.net.subnet+3

Class C Subnetting Table

Subnet 











Subnet

Bits

Subnet Mask


Subnets

Hosts

Broadcast

2


255.255.255.192

2


62

net.net.net.subnet+63

3


255.255.255.224

6


30

net.net.net.subnet+31

4


255.255.255.240

14


14

net.net.net.subnet+15

5


255.255.255.248

30


6

net.net.net.subnet+7

6


255.255.255.252

62


2

net.net.net.subnet+3
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