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1.  BACKGROUND
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 TCP/IP TIMELINE
1969 - The ARPANET begins with 3 computers in California and one in Utah.

1972 - The InterNetworking Working Group (INWG) is formed to set protocol standards.

1973 - APRANET begins international service with connections to England and Norway.

1976 - AT&T Bell Labs develops UNIX to UNIX Copy Protocol (UUCP).

1979 - Usenet begins by linking Duke and the University of North Caroline with UUCP.

1982 - INWG adopts TCP/IP as the ARPANET protocol.

1983 - University of Wisconsin develops the Name server.   DOD adopts TCP/IP as a                       standard. ARPANET divides into Internet and MILNET.

1986 - National Science Foundation Network (NSFNET) begins service at 56 Kbps to                      connect the supercomputer centers and ARPANET (grows to 1.5444 Mbps in                        1989).

1990 - McGill University releases Archie.   ARPANET officially ends operation.

1991 - The Commercial Internet Exchange (CIX) is formed to offer Internet functions to 

          commercial organizations.   The University of Minnesota releases Gopher.                              Thinking Machines releases Wide Area Information Systems (WAIS).

1992 - The Internet Society is formed with Vinton Cerf as president.   CERN                                     Laboratories in Geneva introduces the World Wide Web.   The NSFNET                                upgrades to 44.736 Mbps.

1993 - NSF contracts create the InterNIC.   The National Center for Supercomputing                        Applications (NCSA) releases Mosaic.   


a.  WHAT IS TCP/IP


(1)  TCP/IP is an acronym for Transmission Control Protocol / Internet Protocol.  TCP/IP is not a single protocol, but rather, a suite of protocols that work together to interconnect networks and provide a wide variety of services.  The most accurate name for the set of protocols we are describing is the "Internet protocol suite".  TCP and IP are two of the protocols of this suite. Because TCP and IP are the best known of the protocols, it has become common to use the term TCP/IP to refer to the whole family of suite of protocols.



(2)  Whatever it is called, TCP/IP is a family of protocols.  A few provide low-level functions needed for many applications.  These include IP, TCP, and User Datagram Protocol (UDP).  These will be described in a bit more detail later.  Others are protocols for doing a specific task, e.g. transferring files between computers, sending mail, or remote login to a computer system.



(3)  The basic TCP/IP functions are: remote login, file transfer, and e-mail.  In addition, TCP/IP enables network devices to determine the physical address of LAN nodes, to map English language names to numeric machines names, and to manage the network.  



(4)  The protocols were created to work with virtually any host hardware, operating system and connecting media.  Networks built upon TCP/IP can continue to operate despite individual nodes being down or lines being disconnected.

2.  PROTOCOLS AND STANDARDS

     a.  THE OPEN SYSTEMS STANDARD  A standard networking protocol all vendors are free to use is called an open standard.  For a standard to be considered open it must meet two    important tests.   



(1)  The first test of an open system standard is that no single vendor can gain financial reward from that standard.  For example, although SNA is widely used in large mainframe based networks, it is not an open standard.  IBM receives considerable financial reward from licensing SNA to companies.     



(2)  The second test of an open standard is that all the documentation that specifies the standard must be available for any vendor to review and implement.  Access to this documentation must be free of licenses.

The Transmission Control Protocol/Internet Protocol (TCP/IP) fits both of these tests.  No single vendor owns and/or develops the protocol.  Also, all of the documentation that makes up the TCP/IP protocol suite is available on-line and is free for anyone that would like to implement it’s use. 

b.  THE OSI REFERENCE MODEL


(1)  One important organization is the International Standards Organization (ISO).  The ISO consists of the national standards organizations of each ISO member country.  




(a) The ISO itself is a member of a larger standards organization known as International Telecommunications Union - Telephone Standardization Sector [ITU-T formerly known as the Consultative Committee on International Telegraph and Telephone (CCITT)]. Their task is making technical recommendations about telephone, telegraph and data communications.   




(b) The ISO and ITU-T usually cooperate on issues dealing with telecommunications. 



(2)  During the late 70s ISO created the Open System Interconnection (OSI) subcommittee whose task was to develop a framework of standards for computer-to-computer communications. The result was the Open System Interconnection Reference Model.   




(a)  The seven layer OSI Model was released in 1979.   It is interesting to note that the CCITT also completed dependent work on its own seven layer architecture.   As you may have guessed, functional differences between the two models occurred.   However, the OSI model is the one regarded as the international standard.   




(b)  Because of the lack of industry acceptance and vendor support, OSI did not live up to its promise of a global networking solution. 



(1)  Since the ARPANET predates the OSI model by approximately 10 years, its protocols have no direct relation to OSI.  We include it in this course because it has become a model for layer networking protocols even though much of that came from SNA.  



(2)  In essence, each layer can perform within the limitations and capabilities provided by the layer below it in the stack while offering its services to the layer above it.  The irony is that the OSI protocol suite, while endorsed by many international governments, seems to be one of

 the least popular methods for interconnecting computers.

Below is a representation of both the OSI Model and the TCP/IP Model.  During this portion of the period of instruction we will be discussing the OSI Model.  Please refer to the diagram below to see how the different layers of the two models are related.  Layer one of the TCP/IP Model is equal to layers one & two of the OSI Model.  Layer two (TCP/IP) = layer three (OSI Model).  Layer three (TCP/IP) = layer four (OSI).  Layer four (TCP/IP) = layers 5,6, & 7 (OSI).  
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(1)  Physical Layer  defines the characteristics of the hardware needed to carry the data transmission signal.  Things such as voltage levels, and the number and location of interface pins, are defined in this layer.  The units managed at the physical layer are bits.  This layer does not include the communication system, but it does include the connection to it.





(a)  Provides the encoding of the digital signal to the media







Ethernet - Manchester Encoding







Token Ring - Differential Manchester Encoding





(b)  Standardized the connections to the media:  







Ethernet - 15 pin DIX, BNC, RJ-45







Token Ring - 9 pin D, RJ-11/45
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     (2) Data Link Layer is the first level that collects bits and handles data as packets.  This level does the final assembly on departing packets and performs first inspection on arriving packets.  It adds error correction to leaving packets and performs the checksum on arriving packets.  The reliable delivery of data across the underlying physical network is handled by the Data Link Layer.  Incomplete and defective packets are discarded.  If the data link layer can determine where the defective packet came from, it returns an error packet.  SDLC and HDLC are examples of protocols operating at this level.




(a)  Provides LAN and WAN addressing and frame building.




(b)  Divided into two sub-layers:





(1)  Logical Link Control (LLC) - responsible for error detection of the data packet.





(2)  Media Access Control (MAC) - responsible for the transport protocol on the media.  Hardware address is located at this level.  Ex.  CSMA/CD for Ethernet and Token Passing for Token Ring.




(c)
Bridges operate on the Data Link Layer.
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(3)  Network Layer  When LANs exceed a certain size of geographical area, they must be divided into smaller logical LANs.  The Network Layer manages connections across the network and isolates the upper layer protocols from the details of the underlying network.  The Network Layer routes packets through multiple devices to ensure that a packet arrives at the correct device on the correct sub-LAN.  This level maintains routing tables and determines which route is the fastest available and when alternative routes should be used.  This is the first layer at which a device begins filtering out packets which are not going from one network to another so that  overall network traffic is reduced.  The Internet Protocol (IP) of TCP/IP is usually described as TCP/IP's network layer.




(a)  Provides Network Addressing and is responsible for Routing the packet.




(b)
Routers operate on the Network Layer

(4)  Transport Layer  guarantees that the receiver gets the data exactly as it was sent, it is the last of the layers that manages routing packets and error recovery.  The Transmission Control Protocol (TCP) of TCP/IP operates at this level.  However, TCP/IP offers a second transport layer service called User Datagram Protocol (UDP) that does NOT perform the end-to-end reliability checks.




(a)  Provides virtual connection between end stations.




(b)  Provides for segmentation of the data into the proper size for the link layer environment.




(c)  Provides error correction:





(1)  UDP - StreamLine, no overhead in packets





(2)  TCP - Guaranteed Delivery, packets have overhead to ensure proper delivery
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(5)  Session Layer  In many network settings it is desirable to establish a formal connection between communicating entities.  This connection assures that messages are sent and received with a high level of reliability.  Such precautions are often necessary when the reliability of a network is in question, as is almost always the case when telecommunications are employed.  The Session Layer is the level that maintains "connection-oriented" transmissions.  The process of making and breaking a connection at this level is one of "binding" and "unbinding" sessions.




(a)  Provides activity between end stations.





(1)  Proper user ID and Password
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(6)  Presentation Layer  For cooperating applications to exchange data, they must agree about how the data is represented.  In OSI, this layer provides standard data presentation routines.  Processing at this level performs any conversion that may be required to render the data usable by the application layer.  Data compression/decompression and date encryption/decryption processes might be implemented at the Presentation Level.  At this level, packets are presumed to be reliable, error checking is not part of this level's function.




(a)  The Presentation Layer is most frequently misunderstood as presenting data to the user.  The Presentation Layer is a network communication layer, it does not interface directly with end-user display devices.  Production of screen displays is the responsibility of the application program executing on the user's workstation..




(b)  Provides for the correct syntax to the higher layer applications.  Translations of data formats can also be performed at this layer.  An example is the translation between the ASCII and EBCDIC encoding schemes.  This function, however, is most frequently performed by the end-user's application.



(7)  Application Layer  is the level of the protocol hierarchy where user-accessed network processes reside.  This includes all of the processes the users directly interact with, as well as other processes at this level that users are not necessarily aware of.  The Application Layer is likely to deal with file transfer, job transfer, and virtual terminal protocols.




(a)  Provides responsibility for keeping track of the operation systems for each of the attached computers to ensure the proper formatting is presented to the PC from the OS.
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            (8)  Problems with the OSI Model: As you have just seen the specifications for the OSI Model are actually very broad and are open to interpretation.  When first developed, the OSI Model was going to be the “perfect protocol” that all vendors and developers would utilize.  In order to develop this “perfect protocol,” the specifications had to be determined by a committee made up of the vendors and developers that would use it.  Each idea presented to the committee would be introduced as a proposal which would then be reviewed by the members.  Once the proposal passed, it was then presented as a “document.”  The problem was that the approval of each proposal would take almost four years as it passed between the members of the committee.  As we already know from looking at the hardware that our job deals with, this environment changes at a rapid  pace.  A proposal that was presented to the committee four years ago may now be out dated.  It’s like trying to hit a moving target - the target being the specifications needed to operate on the present hardware.
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c.  THE TCP/IP PROTOCOL STACK


(1)  TCP/IP is probably the oldest networking standard   It uses a four layer architecture that is picture above.   Although it is not internationally sanctioned by the International Telecommunications Union - Telephone Standardization Sector (ITU-T), it is rapidly becoming the de facto standard.   A standard becomes known as de facto when its use by the industry is so widespread that it considered the standard way of doing things, regardless of international opinion. Since it is the basis on which the Internet operates, TCP/IP has gained acceptance as the de facto standard.



(2)  TCP/IP has been proven not only to be a good solution on a network that spans the world, but is also very effective in a corporate environment.   One of the most important aspects of this protocol is that is does not matter which type of media is used at the network access layer.  TCP/IP can work over any of today's Local Area Network technologies.


h.  BASIC COMPONENTS OF A HOST


(1)  A TCP/IP host consists of a workstation, a NIC card and a software program that follows the TCP/IP protocol.  The software program that follows the TCP/IP protocol is called a TCP/IP stack.  The workstation can be a PC, UNIX, or a terminal connected to a mainframe.  It does not matter to the network what kind of computer sends a message as long as the protocol rules are followed. 




(2)  With this kind of network a computer can send data directly to another computer without going through a mainframe to be processed.  If it doesn't have to go through the mainframe, then the flow of information will not be affected by mainframe bottlenecks.  It was also found that if a department had more than one circuit into the network, and a circuit was dropped, the data could get through the other circuit. 



(3)  Basically the TCP/IP host is just a computer that follows the rules of TCP/IP.  Since  many vendors have developed these stacks, the actual program name can vary from host to host.   



(4)  Some of the popular TCP/IP stacks for DOS/Windows machines are SuperTCP, PC/TCP, Chameleon and TCP Connect.  The software must then be connected to specialized hardware in order to talk out through the network. 


k.  BASICS OF PACKET SWITCHING NETWORKS


(1)  The basic premise of a packet switching network is that as long as a machine is connected to the network is some way, it can get data to any machine that is connected to the same network.  This is known as a connectionless network.  In other words, there is not a dedicated connection between the two machines to communicate.  Data is put in a packet and sent out on the network.  The routers that connect the network together will move the data until the ending network's router gets the packet.  The packet is then sent to the target host based on its NIC card address.



(2)  Since routers have multiple connections, packets do not have to follow the same path in order to reach the same target.   If a circuit goes down, the routers reroute the packets over an alternate path.   It is not important which path the packet takes as long as the packet arrives at it’s destination.
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l.  REDUNDANT PATHING


(1)  If a circuit in a TCP/IP Internet goes down, redundant pathing allows for the data to be rerouted.   The data might be slowed down but the communication can still occur.   Redundant pathing is very important in an IP based network because without it, IP could not find other routes.



(2)  Redundant pathing could mean two different circuits coming from one location, or it could mean one dedicated circuit with dial backup abilities.  If the primary circuit goes down, a dial circuit is established over the telephone lines and communication can resume, though at a reduced speed.


m.  SHARED RESOURCES


(1)  An added benefit to this type of network is the capability of sharing resources.  The Internet's early funding came from a project designed to connect three super computer sites together.  If a college could not afford a super computer of its own, it could connect to the Internet and share the super computer resources.  



(2)  The defense department and other government agencies have found this type of networking increasingly useful in today's environment.  Instead of having to buy a dozen high speed computers, they can buy one and allow access to the departments that need to share its resources. 

5.  THE INTERNET PROTOCOLS

a.  BASIC ELEMENTS OF THE INTERNET PROTOCOL (IP)


(1)  The Internet Protocol (IP) is the connectionless packet delivery service.   It is the protocol responsible for moving packets of data from source to destination (node to node) enclosed in a package called a datagram. 



(2)  IP forwards each packet based on a four byte destination address (the IP number).  It does not matter what kind of media or wire the data is on at any given time.   The IP portions of the datagram, called a header, remains the same.


b.  THE ADDRESSING COMPONENT - One of the chief duties of the IP protocol is to attach the addressing component to the data.  This includes a source and target IP address. The source IP address is the address of the sending host computer and the target address is the address of the intended receiving host computer.  The IP program will be on each host and will use the IP header in the same manner.



(1)  IP Address - The IP address is the most critical element to a host.  This address must be unique for each host in a network.  If a user is going to communicate to the global Internet, then they must have a unique address for the entire Internet.  A systems administrator issues an address with this fact in mind.  




(a)  An IP address is four decimal numbers between 1 and 254 separated by periods.  For example, 192.156.2.169 pronounced one hundred ninety-two dot one hundred fifty-six dot two dot one hundred sixty-nine.  The user should know the setting of their IP address in the configuration in case they ever have to call in a network problem. 




(b)  Users should never change their IP address without consulting the network administrator as this can easily create problems.  The user should also never copy someone else's TCP/IP program.  If the user copies someone else's TCP/IP program, they will also copy their address.  That will create delivery problems.  It would be as if there were two houses marked 1313 on Mockingbird Lane.



(2)  Subnet Mask - There is another part of the addressing component of an IP host that is not carried as part of the IP header, but is very critical to the operation of the IP program on each host.   This component is called the subnet mask.   




(a)  The subnet mask is used by the IP program of the user's host to determine if the target they are trying to reach is on their physical LAN, within their network but not on the same physical LAN, or in a totally different network.




(b)  Users should never change the subnet mask without discussing this need with their network administrator. 


c.  FRAGMENTATION AND REASSEMBLY


(1)  One of the IP program's jobs is to take care of fragmentation and fragmentation reassembly.   From time to time more data is sent than the physical media can handle.  In order to carry the data it must be chopped up into smaller, more manageable pieces call fragments.   




(a)  The target host will reassemble these fragments into the original datagram before passing it up the stack to the higher layers.  




(b)  Crossing media boundaries is the biggest reason for fragmentation.  For instance, if a datagram originated on a Token Ring LAN which has a maximum size of 4096 bytes and is delivered to an Ethernet LAN with a maximum size of 1518 bytes, then fragmentation will have to occur in order for the datagram to be delivered to the target.



(2)  Think of it as the postal service has a limit of 100 pages per envelope.  A person wants to send a copy of the Detroit phone book to Green Bay.  




(a)  To mail this book, the phone book would have to but into 100 page sections.  




(b)  The sender would number the sections sending each one in its own envelope.  




(c)  Assuming the person in Green Bay can read, when the person to whom the phone book was sent receives all the packages, he will use the section numbers to quickly put the book back together. 



(3)  There is one big flaw in the above analogy.  If the person did not receive one section of the phone book, he could pick up the phone and ask the sender to send that one section again.  With IP however, IP would ask that the entire datagram be resent and not just the missing fragment.
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d.  STALE PACKETS  



(1)  IP is also responsible for detecting and eliminating what is known as stale packets.  If data was being sent to a target device and that device went off-line for some reason, the host might send two or three packets before it determines that the receiving host went offline.  Those two or three packets would just float around the network.   



(2)  IP assigns a definite amount of time that the packet can live on the network before it is considered stale and is flushed from the network.  Without this time limitation theoretically, a datagram could live on the network forever, clogging the network's resources.


e.  IP ROUTING BASICS



(1)  IP routers work off tables stored in their memory.  If a datagram arrives for a host the router knows, it will be sent to another interface on the router, based on the route table.  If it

doesn't know where the target is, the router will send it to a gateway router.  The gateway will either know where the datagram goes from there or send it to its gateway.  This continues until it is placed on the core of the Internet.



(2)  The core's routers, called exterior gateways, have massive routing tables that include every network that is connected to the Internet and which exterior gateway services it.  The core then routes the datagram to that exterior gateway.  The gateway, in turn, passes the datagram down to the host.



(3)  Inside a host's configuration file is a place to enter a default router.  This is done so that a host, if it can't find a host on its own LAN, will send the datagram to its default router thus starting the routing process.  Again, it would be good advice not to change the default router parameter in the configuration file, as this could prevent the user from communicating outside their LAN.


f.  THE TRANSPORT LAYER PROTOCOL


(1)  In a connectionless environment it is not the network layer's job to guarantee delivery of the data.  This is the job of the host to host or transport layer protocol.  The transport layer will keep track of the data reception and pass data to the application itself.



(2)  There are two protocols that are used to do this for machines, the Transmission Control Protocol (TCP) and the User Datagram Protocol (UDP).  Again, do not look at the bits and bytes that make this protocol work, but try to understand what these two very important protocols do. 




(a)  The Transmission Control Protocol (TCP) - TCP is the most commonly used transport layer protocol for applications that users will use to do their daily work.  TCP is used when data needs to move and be absolutely guaranteed the data arrives intact and free of errors.  TCP is also designed to move large amounts or "streams" of data.




(b)  User Datagram Protocol (UDP) - 
TCP offers a reliable way to exchange data for stream type data transfers.  But what if an application didn't have a need for such overhead?   What if all the application data could fit in one packet?  The User Datagram Protocol (UDP) was developed as a cheaper, in terms of overhead, alternative to TCP.  Without the overhead, the application would run quicker.  But without the overhead the reliability guarantee is lost.  There are some applications that do run better under this method. 



(3)  Moving data reliably comes at a cost of network overhead.  Network overhead is like overhead charges in a business.  The difference is, overhead for a business is measured in dollars whereas overhead to a network is measured in numbers of packets that carry protocol messages with no data enclosed. 


g.  WHEN TO USE UDP


(1)  So why would a user ever want to use an unreliable transport protocol like UDP?  In one of three different cases: 




(a)  Short bursts of data transfers




(b)  Timed event applications




(c)  Trivial applications



(2)  A short burst application would not need, or want, the overhead associated with TCP.  In short applications, the application will have to be designed to do the additional checking of the data.  A timed event application is usually on a 30 to 90 second timer.  If one datagram is missed by the application, it's no big deal, because another message will be sent 30 to 90 seconds later.  Some applications are trivial in nature, such as an application to find out the correct time.  In this case, the assumption is the user will guarantee the delivery.  If a person asks for the time from a machine and does not get it, what will they do?  Probably ask for it again.



(3)  The choice between TCP and UDP really bolts down to a choice between speed and reliability.  In order to get the speed, a person has to five up reliability.  This choice is made by generally accepted protocol or by the system programmers when the application is converted to the IP network.



(4)  When a systems programmer goes through the task of moving a mainframe application to a TCP/IP based network, the programmer has to decide which transport layer protocol to use if it is a program unique to the company.  The choice of using TCP over UDP will depend on what type of application is to be moved and what type of delivery guarantee systems are at the application layer already.  Many times applications were written without application guarantees because the mainframes either worked without errors or didn't work at all.  If a programmer used an application that was moved to the TCP/IP protocol by the vendor of the application, then the choice was made for him. 


h.  TCP/IP NAMING BASICS


(1)  In addition to an IP address, each host has a special unique name in the network.   This name is assigned by the system administrator to be unique within the network.  Generally the user will be given a list of system names that connects to other computers in the network.   People seem to work better with names or strings of characters rather that strings of numbers.



(2)  Each network that connects to the Internet is assigned a name.   All of the computers in the network will end with the assigned network name.   For instance, The Marine Corps has been assigned usmc.mil as their domain name.   When stations in the network are named all of them will end with usmc.mil.



(3)  The Domain Name - the portion of the name of a computer that is assigned to a network is called the Domain Name.  The network administrator may add a name to identify a subarea in the network known as a subnet.  For instance, classroom #227 may be called class227.usmc.mil.   This will refer to the specific classroom and not any other TCP class that is happening within the usmc domain.




(a)  The administrator will add a host name to distinguish the system from any other in the subnet.   This may be a nick name given to the system or may have some meaning in the company.  In our network, we might name our workstation unix.class227.usmc.mil.  This will identify a single computer in the classroom, a single computer in the usmc domain, and because we have registered our name, a single computer in the entire Internet. 




(b)  A person can  usually tell where a system is in the world by the domain name given to the system.  If the domain name ends in a three character extension, then it is probably in the United States.  If it ends in a two letter code then it is the ISO designation of the country code.    
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(4)  Local Name Resolution - since the computer actually uses the IP address to deliver data to another machine, a map is needed to coordinate host names to IP addresses.  There are two methods that are used to do this.  The system can be set up to do what is called local name resolution, or use Domain Name Service (DNS) application. 




(a)  In the early days of the Internet, all host resolution was done by a local table known as the host.txt table.  It was maintained and distributed on a regular basis as new hosts were added to the Internet.  As the size of the Internet grew so did the table.  A way to decentralize the host resolution was needed.  DNS was designed to accomplish this task.




(b)  The system may be defined to use both DNS and host.txt methods.  Do not modify a system's host table without the direction of the network administrator.   




(c)  The host table can have a variety of different names but should include the word "host" in it.


l.  TCP/IP APPLICATIONS



(1)  File Transfer - The file transfer protocol (FTP) allows a user on any computer to get files from another computer, or to send files to another computer.  Security is handled by requiring the user to specify a user name and password for the other computer system. Provisions are made for handling file transfer between machines with different character set, end of line conventions, etc. This is not quite the same thing as a network file system (NFS) protocol.  Rather FTP is a utility that you run any time you want to access a file on another system.  You use it to copy the file to your own system.  You then work with the local copy.
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(2)  Remote login - The network terminal protocol (TELNET) allows a user to log in on any other computer on the network.  You start a remote session by specifying a computer to connect to. After the session is established, anything you type is sent to the other computer and echoed back to your computer system.  Generally, the connection to the remote computer behaves much like a dialup connection.  That is, the remote system will ask you to log in and authenticate your request via a password prompt.
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(3)  Electronic mail - This allows you to send messages to user on other computer systems. The mail system is simply an electronic means to add a message to another user's mail system. There are some problems with this in an environment where microcomputers are used.  The most serious is that a micro is not well suited to receive computer mail.  When you send e-mail, the mail software expects to be able to open a connection to the addressee's computer, in order to send the mail.  For this reason, mail is normally handled by a larger system, where it is practical to have a mail server running all the time. 


i.  CLIENT/SERVER MODEL OF NETWORK SERVICES  Is a model for how computers can share resources in a network.  In client/server computing, one component of an application, called the "client," runs on one computer, while another computer runs on a "server," a remote computer with files, databases, and programs.



(1)  Server - is a specialized network device or software that provides a service to other devices.  The most common services on a LAN are printer servers, file servers, and mail servers. 




(a)  The Internet is made up of servers.  For example, the Domain Name System is handled by servers and a computer that is running WAIS.  




(b)  TCP/IP is designed to make use of the client/server model of computing. 



(2)  Client - is a program or computer is able to share the resources (printer, files, applications) of another program or computer called a server.  




(a)  The client requests services from the server.  The client is the machine that is running the client software.  For example, to use FTP you must first run the FTP client software and then access an FTP server.   



(3)  Network File Systems - This allows a system to access files on another computer in a somewhat more closely integrated fashion that FTP.  A network file system provides the illusion that disks or other devices from one system are directly connected to other system.  There is no need to use a special network utility to access a file on another system.
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