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1.   General:  
The AN/CYZ-10, also known as a DTD (Data Transfer Device) or ANCD (Automated Net Control Device), is a hand-held electronic device designed to support multiple communication support functions.  Much of the capability of the DTD is dependent on the Application software loaded to the DTD.   

The DTD will be the primary tool for the storage and transfer of COMSEC keys and SINCGARS data in tactical environments.  Additional capabilities include the electronic storage and viewing of CEOI information and support of HAVEQUICK operations.  Because of the primary role that the DTD will perform in supporting communications, all personnel who utilize communications must have an understanding of the DTD, its operation and the security/accounting requirements involved with its use.  


A.   COMPATIBLE EQUIPMENT/SYSTEMS:   There are several systems which will be utilized to support DTD operations, and many systems that can be supported by the DTD.  The following are some of the supporting and supported systems:  

1.)    SUPPORTING SYSTEMS:

a.)    LMD (Local Management Device): This is a PC and software utilized by the CMS custodian to receive, store, issue and manage COMSEC keys.  An integral element of EKMS, and used in conjunction with a KP (Key Processor), it will eliminate the requirement for “paper tape” COMSEC keys.  When COMSEC keys are required, an interface cable will connect the LMD to DTDs allowing COMSEC keys to be issued in an electronic form. 

b.)    KP (Key Processor):  Used in conjunction with the CMS Custodians LMD. The KP can generated COMSEC keys and perform specialized functions with DTD CIKs.
c.)    RBECS (Revised Battlefield Electronic CEOI System):  A computer program utilized to generate and manage; SINCGARS data and CEOI information.  The program allows information to be down-loaded to, or up-loaded from DTDs.  The RBECS program may be found down to the regimental level, although SINGARS data is usually generated and disseminated by the senior headquarters.

d.)    STU-IIIs:   STU-III telephones can be used for the transfer (OTAT) of TEK-COMSEC keys and CEOI data between distant DTDs.  Tactical key that is transferred via STU-III/STU-IIIA secured circuits must be for immediate operational need to establish or maintain tactical secure communications in tactical environments.  Key transferred may only be discussed in the secure mode. [reference: NAG16 pg10]  

e.)    KY-68:  KY-68 telephones can be used for the transfer (OTAT) of COMSEC keys and CEOI data between distant DTD.  CMS-1 and NAG-16 provides specific guidance for this type of transfer.




2.)    SUPPORTED SYSTEMS:  Although the DTD can support numerous systems throughout DOD, the below are systems which are commonly supported in the Marine Corps.

a.)    One of the primary functions of the DTD is to replace the CFD (Common Fill Devices); KOI-18, KYK-13, and KYX-15.  In this role, the DTD will support crypto equipment that accepts a 128-bit COMSEC key.  Annex K of NAG-16 provides a listing of COMSEC equipment which can be supported by the DTD.   This includes:




RT-1523(SINCGARS)

KY-57/58/67

KY-99/99A

 


KG-84A/C

KY-68






KY-90   




KG-94/194




KG-94A/194A




KG-82






FASCINATOR

b.) The DTD provides MWOD support for HAVEQUICK operations with the AN/PRC-113.

c.) The DTD provides the ability for CEOI information, which is generated in an RBECS terminal, to be loaded to the DTD and accessed by the user.  This electronic CEOI information can include; Callsigns, Frequencies, Net IDs, Smoke and Pyrotechnic signals. 

B. CHARACTERISTICS:
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POWER REQUIREMENTS:  Power can be supplied using (3) 3-volt lithium batteries (BA-5123/U) inserted into a “battery housing/holder” as shown in figure 1-1, or one 9-volt battery.  If using three 3 volt batteries, only fused battery holders should be used, vice the older non-fused holders.  

Figure  1 – 1

The DTD will hold all data if battery replacement procedure is completed in a minimum of 2 minutes.  Battery changes taking longer will cause user data, such as Keys and CEOI data, to be lost.  Resident programs will not be lost.  It is an operator function to remove the battery access cover and replace the batteries.   

WARNING:  Use of 6-volt BA-1372/BA-5372 type battery used as “Hold-up” batteries in SINCGARS radios and CRYPTO equipment, which are physically similar to the 3-volt lithium batteries will cause extreme damage to the DTD.    
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2.)    KEY PAD:   The DTD is designed to work with either of two different types of keypads.  Available are; a Full Key pad with 35 keys, and a Limited Key pad with 13-keys designed to simplify use for basic users.  The keypads are flexible and held in-place by working the edges of the keypad under the lip of the DTD.  This allows the keypad to be changed by gently pulling the edge of the keypad from the lip of the DTD.  When the type of keypad used is changed, the DTD must be set electronically to recognize the different keypad.  This is accomplished through the “Setup” menu.



         Limited Keypad










  Full Keypad
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Many of the keys of the full keypad have dual functions, such as with the “A / P UP” key, which is used to enter an “A” or Page Up through menu functions.  The function performed is toggled by using the “LOCK LTR” key.  When the display shows the word “letter” in the bottom of the screen, the key will cause the entry of the letter represented the key.  If the LOCK LTR key is pressed the “letter” designation at the bottom of the screen will be removed and the function of the key when pressed will be of the secondary function designated (i.e.; page up).  

The functions of most keys are basic and self descriptive, although of significance to operating the DTD is the ZERO key and ABRT key.  When the red “ZERO” key is pressed 3 times, the DTD will zeroize all user data and CIK associations, but application programs will not be removed.  The ABRT (ABORT) key is repeatedly used when operating the DTD, as it will not only cause the current function to be abandoned, but is the means of returning to previous menus. 

3.)    DISPLAY:  The DTD has an LCD display providing up to 2 lines of 24 characters to be viewed at one time.  Additionally, the bottom of the display may show the following icons:

a.)    LETTER:  As previously described, when “LETTER” is displayed at the bottom of the screen, the Letter function of keypad keys is enabled.

b.)    AUDIT:  Indicates the DTD audit trail is at least 80% full.

c.)    LO  BAT:  Low battery voltage warning.  When first displayed, from 10 minutes to one hour of power remains.

d.)    DATA ERROR:  Indicates a data error has been detected.  Accessing the “Ckdat” option in the utilities menu can be used to identify which drive has the error.  It may be possible to replace application programs via “erase” then “clone” to correct a data error.


The display does not have a light for viewing at night with unaided vision, but does have the ability to be illuminated for use with Night Vision Goggles (NVGs).  This is enabled by the “LAMP” key on the keypad.

4.)    6-PIN FILL PORT AND COMMUNICATION CAPABILITIES:  The DTD has a 6-pin fill port used to interface the DTD with compatible equipment.  Various interface cables will allow connection to other DTDs, radios/telephones, crypto devices, STU-III telephones, and PCs. 

The DTD supports numerous communications protocols allowing it to interface with different types of equipment.  The options of protocols may seem confusing, but in most of the common roles that the DTD will be used, the protocol is automatically set when the user answers prompts from the DTD.  For example; the DTD will ask the user to specify the type equipment which will be sending/receiving the data, and if the user selects “RADIO”, the protocol is automatically set for a radio.  Some protocols that the DTD is capable of will never be used by most users.  

The following is a list of common protocols and the types of equipment/operation with which they are used:

a.)    DS-101:  This is for transferring data from one DTD to another.  When used with the FILL application, it allows the Key tag information associated with a key, to be transferred automatically.

b.)    DS-102:  CFD protocol used to load COMSEC keys and SINCGARS data to end user equipment. 

c.)    RS-232:  Used to interface with a STU-3, LMD, or RBECS terminal. 

5.)     CIK (Crypto Ignition Key):  The DTD uses a removable CIK to control access to the cryptographic capabilities of the device.  In general, when a CIK is inserted in the DTD and the DTD is powered on, the cryptographic capabilities of the DTD are unlocked.  Although a valid CIK allows the input/output of COMSEC keys, other areas of the DTD can be loaded with classified data that can be accessed without a CIK.  There are many variables which will cause the DTD to require protection as classified, even without a CIK inserted.  This will be discussed in detail later in this handout.



CIKs are essentially a storage device that are electronically linked to a DTD.  It is primarily the duty of the Supervisory User (Communications personnel) to create this association between DTD and CIK by “Initializing” the CIK to work with a particular DTD.

The initialization process creates a LKEK (Local Key Encryption Key, also known as SKEK for Storage Key Encryption Key) which is then split when the CIK is removed from the device.  Only when the DTD recognizes a complete LKEK, formed by the electronic joining of the inserted CIK and DTD, will the cryptographic capabilities be accessible.  The successful recreation of the LKEK verifies the CIK as a “Valid” CIK.

Up to 8 different CIKs can be initialized for use in a single DTD, each creating their own LKEK with the DTD.  Each will have the ability to manage COMSEC keys in the DTD.  Even though there is a capability to initialize up to 8 CIKs for a DTD, the number initialized should be kept to a minimum required.  

Also determined electronically in the initialization process, is whether the CIK is a “User CIK” or “Supervisor CIK”.  User CIKs have access to the basic handling and distribution functions of the DTD.  A Supervisor CIK allows all privileges of the User CIK, and additionally allows a “supervisory user” access to utility and setup functions of the DTD.  Figure 2-1 lists the functions of a DTD and the type of CIK which allows the function to be performed.  In most cases, if a Supervisor CIK is required, any Supervisor CIK can be used, even if it is not associated (valid) with the particular DTD that it is inserted into for conducting a specific function.  For example; A Supervisor CIK from one DTD can be used to update the Time in another DTD even though it is not valid for the DTD in which the Time is being updated.  For functions that do require a valid CIK, it is noted as such in the figure.   
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In addition to controlling access based on supervisory versus user privileges, the DTDs CIKs can also be used to control access to particular keys stored in the DTD’s key storage database.  The DTD’s key storage database can be divided into compartments, with access to the key in the different compartments granted only to users with specific CIKs.  This option can only be accomplished by using a KP held by CMS Custodians and may be impractical for most common uses.  (The term “split” is used in several different contexts in DTD manuals.  One use of the term “split” is this compartmentalization of the COMSEC key storage database.)


The procedures for initializing CIKs, handling requirements, and documentation for managing them will be covered in detail later in this handout. 

6.)    Internal Disk drives:   The DTD has various internal drives where different types of information is stored.  The user will normally not be concerned with what internal drive supports what type of data, as this is managed automatically by the DTD.  Although it may be helpful to understand the type of information stored in the various drives, as specific drives may have an error or a specific drive can be formatted by supervisory users.   Below is a list of the drives and the type of information they support:

EEPROM Disk Drive B:  Contains System Parameter Information.

RAM Disk Drive C:  Contains application program database files

Flash Memory Drive D:  Contains application programs and data files.

COMSEC FLASH: COMSEC operating system files are loaded onto the COMSEC FLASH.

2.    MANAGEMENT, DOCUMENTATION AND EMPLOYMENT:   There are many billets involved with the management of DTDs and their use.  From the CMS custodian to the basic user, all personnel must understand the handling and documentation requirements involved with their use of the DTD as directed by the CMS-1 and local policy.   

A.    HANDLING REQUIREMENTS (SECURITY):    Because of the extensive capabilities of the DTD, there are many variables which change how the DTD and its associated CIKs should be handled.  The following basic guidance are highlights derived from the CMS-1 and NAG-16.  Additional guidance is contained in the CMS-1, and Local policy may direct additional requirements and must be referenced and followed.  In addition to these basic handling requirements, other management requirements, which are security related (such as reviewing the audit trail) are discussed under Management and Documentation. 

1.)    A DTD with standard application programs and without user data (such as COMSEC keys, SINGARS data or CEOI data) is CCI and accountable to DCMS in accordance with ALC-1.  

2.) Internally, the DTD has two separate processing sections; a Host/applications section, and a COMSEC section.  Only COMSEC operating systems and COMSEC keys are stored in the COMSEC section.  All other operating systems, application programs, and user data is maintained in the Host section.  The Host section, and therefore all data maintained there, is not protected by the CIK being removed.  Only COMSEC keys are protected with the CIK being removed.  This of course means that if classified information, such as  CEOI data is loaded to the DTD, the DTD must be protected to the level of the information loaded, whether a CIK is inserted or not.  

3.) If an associated (Valid) CIK is inserted into a DTD, that can output classified (unencrypted) key from the DTD, the DTD assumes the classification of the COMSEC keys stored.  (TPI requirements apply when the COMSEC keys are classified and designated “CRYPTO”).  This applies to the standard use of the DTD to manage COMSEC keys.  “Unencrypted” key pertains to a COMSEC key that is loaded into the DTD without being encrypted by a TrEK Transfer Key Encryption Key.  A TrKEK actual encrypts the key before it is stored.  Even if a key, which has been encrypted by a TrKEK is accessed, it is unintelligible unless it is unencrypted by an identical TrKEK. 

4.) When the DTD contains COMSEC key previously encrypted by a TrKEK, (causing the key to be stored in an encrypted state), and the users are denied access to that TrKEK, the DTD is unclassified CCI whether or not the CIK is inserted, or the DTD assumes the classification of host side data, which ever is higher.

5.)    A classification tag must be attached to the DTD via the lanyard ring to indicate the handling required for the DTD when the CIK is NOT inserted.




6.)    The DTD must always be shipped separately from its associated CIKs once the CIK(s) are initialized, whether or not the DTD contains keying material or host side data.     

7.)    CIKs are locally accountable to the CMS Custodian/Supervisory User by assigned serial number.  The CIK serial number will be composed of the last four digits of the associated DTD serial number, followed by ‘01’ for the CMS Custodian’s Supervisory CIK, ‘02’ for the Supervisory User’s CIK, OR ‘03’ through ‘08’ for the User CIKs.

8.)  A CIK is classified to the highest level of unencrypted key it can output from the DTD.  The CIK will retain the classification until the key is zeroized from the DTD.  The CIK must be handled to the appropriate level, whether inserted into the DTD or not.  Classified CIKs require TPI.  (Classified CIKs are defined as CIKs that can be used to output classified “unencrypted” key designated CRYPTO from a DTD.)

9.) A tag must be attached to the CIK (e.g.,via chain)  to identify the CIK’s classification and serial number.”

10.)     If a CIK fails to work, check the update count.    If the update count in the DTD is higher than on the CIK, it means an unauthorized copy of the CIK has been used in the DTD and the key should be considered compromised.  (Refer to CMS-1 for information on reportable COMSEC incidents.)

B.    DOCUMENTATION:   Documentation is maintained at various levels, from the CMS custodian to the user.  Although the CMS custodian is responsible for overseeing the implementation of, and compliance with regulations, much of the required documentation in support of DTD use will be performed by supervisory users (communications personnel) and in some cases, the basic user.  

1.) CIK INITIALIZATION:  The initialization of CIKs must be controlled and documented locally to ensure that creation of CIKS is kept to the minimum necessary.  Additional, the cryptoperiod of the LKEK created when a CIK is initialized is one-year, therefore there must be a means of ensuring that this is not exceeded.
2.) CIK ISSUE:   A means of controlling and documenting the issue of CIKs must be established locally.  Unrestricted access to Supervisory CIKs must be limited to those who are authorized to perform all of the privileges allowed by the Supervisory CIK.  It must also be possible to identify who has control of a specific CIK, and when they have possession.  This will facilitate the answering of questions that may arise in audit trail reviews.
3.) INVENTORIES:  The below guidance is for environments other than a watch station.  For additional guidance, refer to the CMS-1.
a.) DTDs:  The DTD itself is accountable to DCMS in accordance with ALC-1.
b.) CIKS:   Supervisor and User CIKs must be inventoried whenever the account conducts fixed-cycle or combined inventories.  The CMS custodian or supervisory user may direct more frequent inventories.  The window display of each DTD will also be verified to ensure that all CIKs (Supervisory and User) associated with each key in the DTD are visually verified.
The CMS Custodian (or alternate) must inventory Supervisory CIKs.  The CMS Custodian may delegate the responsibility for inventorying User CIKs to the Supervisory User.  The inventory results are reportable to the CMS Custodian

4.)    
AUDIT TRAIL REVIEWS:   The DTD automatically records audit information on the actions performed by the DTD operators.  Audit data can by reviewed in either the DTD itself, or by uploading and reviewing on a computer.  The latter requires a special connector between the DTD and the computer, and special computer software.  When uploaded to a computer/diskette or printed, the inventory is classified Secret and should only be performed by the CMS Custodian (or Alternate Custodian).  The following applies to Audit Trail Reviews:

a.)  Who Should Review.  The audit trail of each DTD storing keys must be reviewed by the Supervisory User (or other person designated by the local commander/officer-in-charge) using the Supervisory CIK.  The audit trail reviewer should not be a primary user of the DTD, but should have enough knowledge of the authorized user(s) of that DTD and the keying material which the user handles to be able to detect anomalies in the audit trail.

Example anomaly:   DTD audit trail reflects a key issue at 0300 when DTD is maintained in a facility operated part-time (i.e., from 0800-1600).

b.) Frequency of Review.  The audit trail must be reviewed at least once per month, although more frequent reviews are encouraged.

c.) Logging Reviews.  The designated reviewer will keep a log of all audit reviews and indicate whether or not any anomalies were detected.  These logs will assist the reviewer in tracking any trends or changes in audit information and alert the reviewer to potential security problems.  Any potential security problems must be investigated to determine cause.

d.)  Classification of Audit Trail Records.  When uploaded to a computer and/or stored to disk, DTD audit trail records are classified SECRET.

e.) Retention of Audit Trail Records and Review Logs.   “Audit trail records” are the date/time/event recorded by the DTD, whether in electronic form in the DTD, uploaded to PC/diskette, or in a hard copy printed form.  “Audit review log” is a document recording when, who, and what was reviewed.    

(1.) There is no requirement to retain audit trail records that have been reviewed and found free of anomalies.  This applies to current audit trail data stored in the DTD, and audit trail uploaded to a computer printed and/or stored to disk.   
(2.)  Audit review logs will be retained for at least two years.  The format of the review log will be determined locally.      

   
5.)    COMSEC KEY GENERATION:   Key generation, also called field generation, refers to the generation of electronic keys locally, by using  a Key Processor (KP), KG-83/KGX-93/93A, ICOM SINCGARS or KY-99/99A.   Field generated electronic key, while not physically marked with a classification, must be handled/stored based on the highest classification of information to be protected, or in the case of KEK, the classification of the TEK being passed.

Commanders are authorized and encouraged to direct field generation and distribution of electronic COMSEC key to support operations and exercises.  The commander who directs field generation of electronic key becomes its Controlling Authority (CA).  



a.)    TAGGING FIELD GENERATED KEY:  The generator of key will tag the key by using three fields of information.  This information will be used to identify key on documentation, and can be associated with the key electronically when generated/loaded to a DTD.  Each field and its description will be as follows:

(1.) Field 1:  A two-digit number which represents the number of electronic keys produced by the generating station.  It is assigned in a one-up sequence and will restart daily at 0001Z.

(2.) Field 2:  This field will identify the CA(Controlling Authority)

(3.) Field 3:  The Julian date the key was generated.

EXAMPLE:   “018MAR019” – 01 represents the first key generated. 8MAR  represents 8TH Marine Regiment, and 019 represents the Julian date the key was generated.

NOTE:  Key tags should not exceed ten characters.

b.)  DOCUMENTATION OF FIELD GENERATED KEY:
Commands that generate electronic key must retain local accounting records for a minimum of 60 days following the date of the last entry on the key generation log.  Sample Logs for documenting field generation of key and OTAD (Over-The Air Distribution) of keys are provided in both the CMS-1 and NAG-16.  Figure 3-1 is a sample “Generating Station OTAR/OTAT Log” as provided in the CMS-1.  Figure 4-1 is a “Electronic Key Generation and Distribution Log” listed in the NAG-16.  In either case, the format is used to not only document the generation of keys, but also any subsequent OTAD.
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6.)    DATA TRANSFERS:    With the DTD there are various methods in which data can be transferred to various devices.  The type of data being transferred as well as the type of transfer will determine what documentation is required.  The following is basic information derived from the CMS-1 and NAG-16 for documenting the transfer of COMSEC keys.  Additional guidance can be obtained from the references and local policy.  

a.) PHYSICAL TRANSFERS:   “Physical Transfer” refers to the issuing of a DTD that contains COMSEC keys, or a cable transfer of COMSEC keys to a DTD.  Recipients of key issued in, or to a DTD, will acknowledge receipt for the key by signing local custody documents.  Minimum accounting information for the key will include: (This applies to the key and not the DTD itself, if also being issued.)

1. Short title or designator(s)

2. Classification

3. Date of generation and/or loading

4. Date of issue or transfer

5. Identity of issuer and recipient(s)

6. Controlling authority of key

7. Effective period of key

8. Serial number(s) of DTD and associated CIK(s).

b.)    OTAD (OVER-THE-AIR-DISTRIBUTION:  The are several methods of sending COMSEC keys electronically across a communications path.  The methods include AK, MK and OTAT.  The format, as provided by the CMS-1 and NAG-16 for documenting the field generation of electronic keys, and listed in figures 3-1 and 4-1 can also be used to document AK, MK, and OTAT operations. (Specific procedures for conducting AK, MK and OTAT operations is provided later in this handout.)

(1.) AK (Automatic Remote keying):  An AK operation involves a TEK being sent to a distant station where it automatically replaces an operational TEK being used in a piece of crypto equipment.  Because at the receiving station, the TEK is stored to a crypto device where it can not be further disseminated, only the sending and relaying stations are required to document the transfer. Whether sending COMSEC key converted from paper tape key, or field generated electronic key, the sending station must fill out all columns of the form being used (such as those in figures 3-1 and 4-1.)  If the key sent has been converted from tape, the short title is entered to identify the key.  If the key sent is field generated, then the designator, as previously described in “Tagging Field generated Key” will be used to identify the key.

(2.)  MK (Manual Remote Key):   An MK operation is similar to an AK operation in that a TEK is sent, intended for a receiving stations crypto equipment.  But unlike an AK operation, which automatically replaces an operational TEK, in an MK operation the receiving station can store the TEK to a user selected channel in the receiving device.  When the receiving device is a piece of crypto equipment where the key received can not be further disseminated, only the sending and relaying stations are required to document the transfer.


As with an AK operation, whether sending COMSEC key converted from paper tape key, or field generated electronic key, the sending station must document the operation using an appropriate form (such as those in figures 3-1 or 4-1.)  If the key sent has been converted from tape, the short title is entered to identify the key.  If the key sent is field generated, then the designator, as previously described in “Tagging Field generated Key” will be used to identify the key.

(3.)    OTAT (Over The Air Transfer):  OTAT is the electronic transfer of key from one FILL device to a distant FILL device via a communications path.  Because in an OTAT the key being transferred is received in a FILL device, and can be subsequently distributed, all stations involved in an OTAT (sending, receiving, and relaying) are required to document the OTAT.  


The form provided in the NAG-16 (figure 4-1) can be used to document the sending and/or receiving of an OTAT, while the CMS-1 provides a separate form for sending and receiving an OTAT.  The CMS-1 specifies that all columns of the “Generating station OTAR/OTAT LOG” (figure 4-1) be filled in by a sending station.  Figure 5-1 is a copy of the “Relaying/receiving station Log” to be used by relaying and receiving stations to document an OTAT.  The actual form used will be determined by local policy. 
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        CONFIDENTIAL   (When Filled In)

         RELAYING  / RECEIVING STATION OTAT LOG FOR THE MONTH OF ________ ______________

1.

Key I.D.

Short Title
2.

CA
3.

Class.
4.

Circuit Key Inteded For
5.

EFF

PD
6. Date/Time Receipt (R) Transmission (T)
7. Circuit ID Transmitted Over Received
8. 

Storage Position and Fill Device Serial No.
9. 

Zeroized Date  Time
10.

Initials
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CONFIDENTIAL   (When Filled In)

-------------------------------------------------------Figure 5-1------------------------------------------------------------------------

C. MANAGEMENT:   Management includes many responsibilities and concerns, ranging from compliance with doctrine and policy to ensuring proper training to users.  The following is obviously not the only responsibilities involved with DTDs, but are listed in the CMS-1. 
1.)  SUPERVISORY USER RESPONSIBILITIES:    Communications personnel will normally perform the role of supervisory use.  As such, the following responsibilities derived from the CMS-1 become the responsibility of communication personnel.
a.) Create CIKs and ensure that the number of CIK’s created is kept to a minimum required to satisfy local operational requirements.

b.) Ensure each CIK has a serial number to support its accountability in DTD audit trail records. The serial number will be created and assigned by the Supervisory User in strict accordance with paragraph 7c of the CMS-1 (paragraph 2.A.(7) above).

c.) Establish procedures that ensure that an accurate determination can be made regarding which individual user(s) had access to a CIK at any given time.

d.) Re-initialize CIKs at least annually and whenever key compromises occur.

e.) Always store Supervisory CIKs separately from associated DTD.

f.) Ensure DTDs are examined for breaches in housing at least weekly.

g.) If designated by local commander/officer-in-charge to be audit trail reviewer, review audit trail records as required by the CMS-1.

h.) Promptly delete CIKs from DTDs that are suspected of having been copied (i.e., when CIK update count check reveals disparity between update count on DTD and update count on the CIK) and review audit trail records to determine whether CIK was copied and what unauthorized actions, if any, were performed with the copied CIK.  If review results confirm that CIK was copied, notify CMS Custodian immediately so that a COMSEC incident report may be prepared and forwarded as required by paragraph 25 of the CMS-1.

i.) Ensure a tag is attached to each CIK that minimally identifies the CIKs classification and serial number.

j.)  Ensure a Tag is attached to each DTD via lanyard ring, that indicates the classification of the DTD when its associated CIK is NOT inserted.

2.) Operator (Basic User) Responsibilities:

a.) Whenever a CIK fails to work in its intended DTD, promptly notify the Supervisory User/CMS Custodian.  They will check the update counts of the CIK and DTD to determine whether a review of the audit trail records is required.

b.) Promptly notify the Supervisory User/CMS Custodian of any DTDs storing key and CIKS that are not tagged as described under Supervisory User responsibilities.

c.) Examine DTDs for casing damage or cracks at least weekly.

d.) Be familiar with the handling and safeguarding requirements of the CMS-1 and report all violations to the Supervisory User/CMS Custodian

3.    OPERATION OF BASIC DTD FUNCTIONS:   What makes the DTD flexible is the fact that different types of application programs can be loaded to support what the user requires.  In addition to specific functions to support specific systems or procedures, the DTD has basic functions which are part of the DTD whether applications are loaded or not.  This affords the ability to set-up the DTD to work as the user requires.  This ranges from initializing CIKs to adjusting how long before the DTD will power down by itself (time-out occurs).  Provided below are the basic functions available from the main menu of the DTD.  These are part of the basic operating system and are present whether application programs are loaded or not:


A.    Appl – APPLICATION:   This option provides a list of the current application programs loaded in the DTD and allows the user to select which is desired.

B.    Date and Time: These options will cause the DTD to display the Date or Time to which the DTD is currently set.  If a User CIK is inserted, this information can only be viewed, where as if a Supervisory CIK is inserted, the items can be changed.  There is one internal clock in the DTD.  If Time is change in the basic menu, it will automatically change the time available in the Radio application, like wise if the time in the radio application is adjusted, or is received as part of a transfer of SINCAGARS data from another DTD, the clock accessed in the basic menu is also changed.
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C.   Setup:  The setup option provides access to the following sub functions:
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1.)   Home_addr:  This option allows a two line address of the owning unit to be viewed or changed.  The address can be changed with a User or Supervisory CIK.  This option also provides the ability to obtain information about the CIK that is currently inserted, and CIKs that are associated with the DTD.
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a.)   Viewing CIK Index Information:  With the address in the display screen (after selecting “Display Address”) pressing the  “P DN” key will cause the DTD to display information pertaining to the CIK that is currently inserted into the DTD.  The information provided is in explained in the figure below.  If the CIK inserted is empty, the display will simply show “CIK Index:  Empty”.

b.)   Deleting CIK Index Information:    With the “CIK Indx” information being displayed, it is possible to delete the information currently in the CIK.  If a  User CIK is being viewed, it can only be deleted if it is “Valid” with the DTD that it is inserted into.  If the CIK being viewed is a Supervisor CIK, it can be deleted whether it is “Valid” or not.  To delete a valid User, or any Supervisor CIK, the “DELE” key is pressed while the CIK Indx information is displayed.  If a CIK being deleted is currently valid with the DTD in which it is inserted into, the associated “Slot” will also be deleted automatically. (DTD “Slot” information will be discussed next).   

It is possible to delete a User CIK that is not valid by powering on and accessing the CIK Indx information using a supervisor CIK which is NOT “Valid” for the DTD in which you are using to delete the user CIK.  When the CIK indx information of the supervisor CIK used, is displayed, it should be removed and the User CIK that is to be deleted is inserted.  Now when the “DELE” key is pressed, the CIK will be deleted because the DTD thinks its deleting a supervisor CIK.   

WARNING:  If a “Valid” User or Supervisor CIK is used in this process, when the “DELE” key is pressed, the DTD will delete the Slot information associated with the key that was used to access the CIK Indx screen. 
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c.)   Viewing DTD Slot Information:    After “CIK Indx” information is displayed, the “P DN”  key can be pressed again to view information pertaining the 8 slot locations within the DTD.  Where “CIK Indx” is the information stored to the CIK during initialization, “DTD Slot” information is the portion of data saved in the DTD when a CIK is initialized.  Because up to 8 different CIKs can be initialized, or associated with a DTD, there are 8 DTD SLOTs that can hold information.  Each time the “P DN” key is pressed, the DTD will display the information for a subsequent slot.  

d.)   Deleting DTD Slot Information:    As with the ability to delete the information on a CIK, pressing the “DELE” key while slot information is displayed will delete the information in the slot location displayed.  Unlike deleting CIK Indx information, the information contained in any slot can be deleted even without a CIK inserted.  

2.)  Serial#:  This will cause the DTD to display the serial number which has be entered into the DTD.  If a Supervisory CIK is inserted, the serial number can be changed. The serial # can be viewed even without a CIK inserted.  

3.)  Batt:  This will cause the DTD to offer the option to “display batt date time” or Change Batt Date/Time” .  A CIK is not required to view or the Battery Date/Time.  If “Change battery date time” is selected, upon selection the DTD  will automatically change the date time to the current date time and display “Battery Date and Time changed.  Press [CLR]”  There is no ability to specify a battery change date/time other then the current date/time set in the DTD. 

 


4.)  Keypad:  This option is used when the type of keypad used with the DTD is changed.  This option can be accesses even without a CIK inserted into the DTD. 




5.)   More..:   Because all options available from setup can not be viewed on one screen, “More” will cause the remaining setup options to be displayed.  These are:

a.)   Auto_off:  Simply allows the user to adjust how long before the DTD automatically shuts itself down after a key has been pressed.  No CIK is requried for this option.  

b.)   Def_CIK:   This option is used to specify whether a CIK will be a “User” or “Supervisor” CIK when initialized.  A User CIK  can view the setting, but it requires a Supervisor CIK to change it.  Although a supervisor CIK is required to change this setting, it does not have to be valid with the DTD that this setting is being changed in.  Therefore, even a supervisor CIK associated with a different DTD can be used to change this setting. 

c.)   Program:  This provides the ability to specify a default application program for which the DTD will automatically open when the DTD is power on.  If no program is selected as the default, then the DTD will display the basic menu functions of the “MAIN MENU” when the DTD is powered on.  A User CIK can view the setting, but it requires a Supervisor CIK to change it.  Although a supervisor CIK is required to change this setting, it does not have to be valid with the DTD that this setting is being changed in.  Therefore, even a supervisor CIK associated with a different DTD can be used to change this setting.  

To specify no default program, the user must select “[DEL]” from the options listed.  Selecting this from the Default program menu does not delete the program, but rather rests the DTD to a setting of no default program.

d.)   Comm_Mode:  This option allows the communications mode to be set to “RS-232” or “DS-101” for use when performing data transfers from the basic “MAIN MENU” options (such as loading application programs).  Both User and Supervisor CIKs can change this setting. 

e.)   Light:  Simply allows the user to adjust how long before the DTD automatically shuts the display screen light off after a key has been pressed.  As stated earlier, this “Light” is enabled by the “LAMP” key and is for use with Night Vision Goggles.

f.)   Files:  This option will display the files loaded to the DTD.  This provides the name and version number of files, such as application programs.  This can be accessed even without a CIK inserted. 


D.    Util (Utility):

1.)   Audit:  This option requires a Supervisor CIK and allows access to the audit trail records in the DTD.  The supervisor CIK does not have to be “Valid” for the DTD to access this option.

 


2.)   Load:  This option requires a “Valid” Supervisory CIK and allows programs to be loaded to the DTD.   

3.)   Erase:  Any Supervisor CIK can be used to access this option and erase a specific, or all application programs in the DTD.

 


4.)   Format:  Any Supervisor CIK can access this option and format the B:, C:, or D: disk drives of the DTD.

 


5.)   cIk:  Provides options of “Itcik” to initialize a CIK, and “Ldcik” to load a CIK.  


a.)   Ldcik:  Load CIK provides the CMS Custodian the ability to use the LMD/KP to create and manage CIKs.

  
b.)   Itcik:  Initialize CIK allows a CIK to be associated, and subsequently used with a DTD to access the cryptographic capabilities of the DTD.  Only empty CIKs can be initialized and the user must specify the CIK serial number and DTD slot to be associated with the CIK.  The CIK will be initialized as a User or Supervisor CIK dependent on the current setting in the “Def  CIK” option.  Any COMSEC keys that are in the DTD before a CIK is initialized can not be accessed for transfer or loading, but can be deleted.  Only  COMSEC keys loaded to the DTD after a particular CIK is initialized can be accessed by that CIK for transfer or loading.

6.)   Ckdat:  This option performs a test on resident data associated with drives C, D, COMSEC Database, and Slots 1-8.  Upon completion, the DTD will display the area checked and whether it passed or failed.  No CIK is required to perform Check Data.Revno:   This option will display the Revision number of  the BIOS, RSL, and COMSEC embedded software programs.  No CIK is required for this option.
 


7.)   More:    Allows access to additional Utility functions.





a.)   CloNe:  Requires a Valid Supervisor CIK and allows application programs, host operating systems or COMSEC operating systems to be transferred from one “version 3” DTD to another.  In cloning, the sending DTD uses the “Clone” option, while the receiving DTD must use the LOAD option under Utilities.  The Clone process can take a significant period of time to complete.  It requires approximately one minute for each 2K to be loaded.  For example: to clone the SOI program requires approximately 30 minutes. 





b.)   uphostOs:  Upgrade Host Operating System Requires a Valid Supervisory CIK.  This option is utilized after a DTD has received a clone of a Host operating system.  This function will cause the received operating system to overwrite the current .

E.)   Bit:    This option will run a destructive Built in Test.  This will cause the loss of all user data (SOI, SINCGARS DATA, COMSEC KEYS) and DTD Slot information.  This option can be accesses even without a CIK inserted. 

4.   RADIO APPLICATION PROGRAM:   The Radio Application program fully supports SINCGARS by providing storage, manipulation and transfer of SINCGARS Frequency Hopping data and COMSEC keys.  The radio application also supports MWOD (Multiple Word Of the Day) for HAVEQUICK operations with the PRC-113.

Although the Radio application will support both SINCGARS and PRC-113 Havequick operations, much of the following information is provide for SINCGARS support. 


A.   MANAGING FREQUENCY HOPPING DATA:   The DTD is an integral part of a system, which ultimately provides the capability for establishing and maintaining SINCGARS Frequency Hopping operations.  This class will cover how the DTD can be used to manipulate data obtained from RBECS, and how that data can then be used by operators to support SINCGARS radios.


User knowledge, Doctrine and local policy will determine to what extent that the capabilities of the DTD will be used.  The biggest limiting factor in the effectiveness of using the DTD in support of SINCGARS operations is the knowledge of the user.  Because of the many menus and options available, only frequent use and training with the DTD will allow a user to confidently and efficiently manipulate the data in a DTD to best support an operation.  Because of the basic role that the DTD performs, even non-communicators must understand the basics of operating the DTD.  It is the job of the communicator to train all personnel in the proper use of the DTD.  The result will be a responsive and efficient communications system.


1.)   PREPARING DTDs FOR FREQUENCY HOPPING OPERATIONS:   The capabilities of the DTD provides great flexibility in preparing Frequency Hopping data for use.  The extent to which data must be manipulated in the DTD will depend on how much preparation was performed by the senior command providing the data, and how the data will best be organized for use in the field.


The only data required by a SINCGARS radio to allow it to operate in the frequency hopping mode is; a HOPSET/LOCKOUT, TSK, Net Sync Time, Net ID, and COMSEC keys.  There are many ways of organizing this data for users in the field.  For proficient operators, this data can be left in a basic form, which must then be manipulate to be used.  But when this data is provided to operators less proficient in manipulating the DTD and the SINCGARS radios, the data can be customized into specific Esets and Loadset, therefore simplifying the use of this data in the field.  The level to which the data is prepared should be based on the ability of end user in the field and what will provide the best chance of success in its use.  Below is an example of basic and customized data:

a.)   EXAMPLE OF BASIC FREQUENCY HOPPING DATA:   A DTD prepared for field use with a proficient operator may contain nothing more then generic data (as shown below).  This could be a Loadset called “Generic”, containing 6 identical channels of an Eset also called “generic”.  This will require the operator have a list of Net IDs, and to change the Net ID of each channel, using the radio keypad after the loadset is loaded to the radio.  Failure to do so, or an error in changing the Net IDs will cause communications to fail.

Eset/Net Name
Net ID 

TSK


TEK





GENERIC

000

FEBRUARY

01SCTS049TEKFEBA


GENERIC

000

FEBRUARY 

01SCTS049TEKFEBA

GENERIC

000

FEBRUARY

01SCTS049TEKFEBA

GENERIC

000

FEBRUARY

01SCTS049TEKFEBA

GENERIC

000

FEBRUARY

01SCTS049TEKFEBA

GENERIC 
000

FEBRUARY

01SCTS049KEKACO

b.)   CUSTOMIZED FREQUENCY HOPPING DATA:  Another method of preparing a DTD for use in the field is to customize the data for operators less familiar with the DTD and SINCGARS radios.  This method only requires that the user in the field load the radio.  Because the data has been prepared ahead of time, the operator is not required to perform additional steps after loading.  The use of descriptive names for the Esets and Loadsets, allows for easier management and use of the data.  This method requires more preparation time, but will enhance the efficiency and minimize the chance of operator error. 


Below is an example of a loadset called “A CO”, created for the operator at Alpha Company.  It contains all of the necessary data to allow that operator to communicate on the circuits they would normally communicate on.

Eset/Net Name
Net ID 

TSK



TEK





BN TAC1 


350

FEBRUARY

01SCTS049TEKFEBA


BN TAC1RTX
351

FEBRUARY

01SCTS049TEKFEBA

BN TAC2


352

FEBRUARY 

01SCTS049TEKFEBA

A CO TAC

362

FEBRUARY

01SCTS049TEKFEBA

GENERIC


000

FEBRUARY

01SCTS049TEKFEBA

BN TAC2 


352

FEBRUARY

01SCTS049KEKACO

2.)   VIEWING DATA IN RADIO APPLICATION:  All data currently loaded to the Radio application in a DTD can be viewed through the “Database” / “Display” option.  Data can be viewed even without a CIK inserted into the DTD.  When viewing data, some data items may be found which are not required.  When it can be determined that an item will not be used, such as a NONICOM TSK, it should be deleted.  This will lessen the amount of data which users must scroll through when conducting operations with the DTD, and also lessen the chance of wrong data being selected.  

The type of data loaded to the DTD will vary with the source of the data.  When SINCGARS data is loaded from an RBECS terminal, even though the user may be loading only an “ICOM” loadset, RBECS will also automatically load a NONICOM version of the loadset and four different types of TSK.  On the other hand, if data is downloaded from a senior commands DTD, the data may have been “cleaned” up by having the NONICOM loadset, Eset and TSKs deleted.


The procedures below are for viewing data in the Radio application and includes examples of the type of data which can be present.

a.)   PROCEDURES FOR VIEWING / DISPLAYING DATA:    
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From the main menu of the Radio Application, when the user enters the “DATABASE” option, the DTD will provide the option to “DISPLAY”.  Selecting the “Display option, the user can then specify the type of data to be displayed.  The “All” option allows the user to view all of the types of data in one operation, so rather than having to return to the “Display” menu after viewing each type of data, the DTD will automatically proceed from the viewing of one type of data to the next.  

(1.)   DISPLAYING LOADSETS:
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Selecting “All”, the DTD will begin by displaying the prompt “select: Loadset  qUit”.  Selecting “Loadset” allows the user to view the loadset data, while selecting “quit” or pressing the “Abort” key will cause the DTD to jump to viewing the next type of data.  

With “Loadset highlighted, pressing the “ENTR” key will cause the DTD to display the first Loadset name.  If there are currently no loadsets in the DTD the display will show “No loadsets in database”.  In addition to showing the Loadset name, the right of the screen will identify whether it is a ICOM “(   I)”, or NONICOM “(  N)” loadset.  If the loadset being displayed is selected as the default, a “D” will accompany the ICOM or NONICOM designation.  Pressing the “P DN” key will 

allow the user to scroll through the names of all the 

loadsets currently in the DTD. 

As previously mentioned, when a loadset is down loaded from RBECS, RBECS will load an ICOM and a NONICOM version of the loadset.  When viewing data in a DTD and items such as NONICOM loadsets are present, if it can be determined that they will not be required, they should be deleted.  As data items can not be deleted from the display option, the user must use the “Remove” option to delete data.    
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In addition to viewing the names of the loadsets, the user can view the content of a loadset by pressing the “ENTR” key while the loadset name is being displayed.  This will cause the ESET for channel “1” of the loadset to be displayed.  Now by pressing the “P DN” key the user can scroll through and the Eset names for each of the six channels.  

[image: image12.wmf]DTD Slot:    4   Empty      

DTD Slot:  1      SN: 987634

CT: 7    

  

    [--------]  [--------]

DTD Slot # that the information

displayed applies to.  As each 

DTD can have up to 8 

CIKs 

associated with it, this number 

could be 1-8. 

 

 

The number of times that the CIK 

associated with this slot has 

electronically joined with its DTD 

to successfully reform the LKEK.

CIK 

Indx

:  3  

    

 SN: 791203

CT:  53  

   

 [VALID]  [USER]

  H

P DN

Pressing the

“P DN” key

Will cause

This is a serial number assigned 

by the DTD and is not the serial

number assigned by the user in 

the initialization process (which is

viewed when CIK 

Indx 

information 

is displayed).  
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While an Eset name is displayed, the user can view the Net ID and TSK of that Eset by pressing the “ENTR” key.  After the Net ID and TSK are viewed, pressing the “ENTR” key again will return the display to the channel “1” Eset name where the user can again page down 

through the Esets again.
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After the 6th channel Eset is displayed, continuing to press the “P DN” key will then display TSK.  This TSK is the cold start TSK and will be blank unless a cold start TSK was selected when the Loadset was created.  Continuing with the “P DN” key, the user will scroll through the COMSEC keys associated with the loadset channels.       

 If the “Abort” key is pressed while at any of the screens described thus far, the DTD will leave the Loadset display option and proceed to the Eset display option. Selecting the “quit”option while viewing a loadset name will also cause the DTD to proceed to the Eset display option.  Selecting the quit option when an Eset name is being displayed, or pressing the “ENTR” key while the TSK or COMSEC keys are being displayed will cause the DTD to return to the beginning of the display loadset option. 


Although Esets, TSKs and COMSEC keys can be viewed while in the display loadset menu, only Esets, TSKs and COMSEC keys which are components of the loadset selected can be viewed.  There may be other Esets, TSKs and COMSEC keys in the DTD, which if not component to a loadset, can only be viewed via display of that particular type of data. 

(2.)   DISPLAYING ESETS:
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Whether choosing “Display/Eset” option, or when “Display/All” is used and the user aborts from the loadset display, the Display Eset option will begin with the “select:  Eset  quit” prompt.  With “Eset” highlighted, pressing the “ENTR” key will cause the DTD to display the first Eset currently in the DTD.  Using the “P DN” key allows the user to scroll through the Esets.  Unlike viewing Esets in the display loadset option, all Esets, whether associated with a loadset or not, will be displayed.    

In addition to displaying the Eset name, the Net ID assigned to the Eset is displayed preceding the name, and a designation after the name identifies whether it is an ICOM or a NONICOM Eset.   Additional information, such as the associated TSK of an Eset can be viewed by pressing the “ENTR” key while the Eset name is displayed.  


The first two Esets displayed should be “NO FILL ICOM” and “NO FILL NONICOM”.  These are provided as part of the Radio application programming.  The NO FILL ICOM Eset will be used when it is desired to have blank channels (Esets) when creating a loadset.  And will be discussed further in the creating loadset section.


Pressing the “Abort” key while viewing Esets will cause the DTD to proceed to the viewing of TSKs.

(3.)   DISPLAYING KEY DATA:

Key data includes TSKs, TEKs, and KEKs.  If “Display” / “All” option was selected, pressing the “Abort” key when an Eset is displayed will cause the DTD to proceed to the Display / Keys option and immediately display TSKs.  If rather then displaying “All” data, the user selects “Display” / “Key” option, the user is additionally prompted to select the type of key to view (i.e.; TSK, TEK or KEK).  Only keys loaded to the Radio application can be viewed or manipulated from the Radio application.  Likewise, keys loaded to the FILL application are only accessible while in the FILL application.  









(aa.)   Viewing TSKs:
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The DTD begins displaying TSKs by showing the prompt “select: TSK    quit”, and the name of the first TSK.  As with other display options, the “P DN” key allows the user to scroll through TSKs currently loaded..  Using the down arrow key allows the user to view “tag” information associated with the key.  In the case of TSKs, this will normally be all zeros.  When COMSEC keys are being viewed, “Tag” information including short title may be viewed if it was entered by the user when the COMSEC key was loaded to the DTD.


When a DTD is loaded with a loadset from an RBECS terminal, RBECS loads various types of TSKs automatically, some of which are not used and most likely can and should be deleted.  As in the illustration to the right, TSKs loaded by RBECS have a prefix identifying what type of TSK that they are.  Loading a single loadset containing a single TSK from RBECS will result in RBECS loading four different types of TSKs.  If the TSK in the loadset was called “FEBRUARY”, RBECS will load:


        - “ICFEBRUARY” – This is a cold start ICOM TSK


        - “NSFEBRUARY” – This is a NONICOM spare, similar to a cold start TSK.


        - “IFEBRUARY” – This is the ICOM TSK attached to the Esets loaded.


        - “NFEBRUARY” – This is a NONICOM TSK


Each of these is different, and in the case of ICOM and NONICOM they are structurally different and can only be used in their respective family.  In most cases it can be easily determined that “NONICOM” TSKs will not be required and should be deleted.  Depending on local policy, the “cold start” TSK may also be deleted if not required.  Deleting unnecessary data will simply use by subsequent users and lessen the chance of wrong data being used.


Although RBECS automatically assigns a prefix to TSKs, it is possible to have TSKs which do not.  If a TSK is transferred between DTDs and the receiving DTD already has a TSK of the name which is being transferred, the user has the option to “replace” or “insert”.  If insert is selected, the user must enter a new name.  The name entered will only have a prefix if the user enters it.

 
Pressing the “Abort” key at any time while TSKs are being viewed will cause the DTD to leave the viewing of TSKs and proceed to the viewing of TEKs.   









(bb.)   Viewing COMSEC keys:
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Upon aborting from the viewing of TSKs, the DTD will display the prompt “select:  TEK”.  As with viewing TSKs, the user can scroll through current TEK Text IDs by using the “P DN” key.  Also, using the down arrow key will allow the user to view “Tag” information, such as short title of the key.  When COMSEC keys are loaded into the DTD, the user has the option of entering this tag information or not.  Depending on local policy, this Tag data may be all zeros if it was not entered. 


Pressing the “Abort” key, or “ENTR” key anytime while viewing the TEKs will cause the DTD to proceed to the viewing of KEKs.  Other than the prompt of “select: KEK” vice TEK, the 

viewing of KEKs is identical to viewing TEKs.  

(4.)   DISPLAY MWOD AND MX DATA: 
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When viewing data via the “Display”  / “All” option, pressing the “Abort” key or “ENTR” key while viewing KEKs will cause the DTD to proceed to viewing of “MWOD” (Multiple Word Of the Day for HAVEQUICK operations).  Using the “Abort”, “ENTR”, or down arrow key will allow the user to move from “MWOD” to “Training MWOD” and finally “MX Set” before returning to the Display menu. 



3.)   BUILDING E-SETS AND LOADSETS:   

a.)   GENERAL:   A unique Eset is required for each different Frequency Hopping circuit that is going to be used.  As standard policy, each of these E-Sets will use the same HOPSET/LOCKOUTS, TSK, Net Sync Time and COMSEC keys.  Uniqueness is established by varying the Net ID, and for managing the data in a DTD, a unique Net Name.  The DTD allows the user the ability to copy and change Net Names and Net IDs, and then group the created Esets into the necessary Loadset(s).  Although RBECS provides the ability to create every individual Eset and Loadset necessary, it is much more efficient to create a generic Eset/Loadset in RBECS, then load it into a DTD(s), and create the necessary Esets/Loadsets in the DTD. 


When data is initially loaded to a units DTD, it can vary from very basic data provided by an RBECS terminal, or more refined data that has been prepared, to an extent, by the providing command.  The procedures below are for creating Esets and loadsets from “Generic” data loaded from an RBECS terminal, but the procedures can be used to create Esets and loadsets from any appropriate existing data.  The Only concern when creating Esets and loadsets is that the existing Eset, which will be copied, contains the appropriate Hopset/Lockout and TSK.  

NOTE:  The Hopset/Lockout and TSK of an Eset can not be changed in a DTD.  If a new Hopset or Lockout is required, a new Eset with the new Hopset/Lockout and/or TSK must be loaded from RBECS.  The “Modify” option in the DTD only allows a Cold Start TSK to be modified, and not the TSK associated with an Eset.


Using the DTD to create the necessary loadsets for an operation from generic information is a three step process.  The first two steps create the Esets and the third step creates the complete loadset.  If COMSEC keys are not loaded to the DTD at the time loadsets are created, an additional step of Modifying the loadset to attach COMSEC keys will be required.

b.)   CREATING E-SETS:   Creating Esets from generic information is a two step process.  Once the basic information of a HOPSET and TSK is loaded to the DTD, normally as a “Generic E-SET/Loadset”, the user can create all of the necessary E-Sets.  The first step will create a copy of the desired Hopset/Lockout and TSK, and allow the user to change the name to the appropriate net name of the circuit for which the Eset is being created for.  The second step is necessary, to change the Net ID as appropriate.     
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(1.)   COPY  E-SETS:   From the MAIN Menu of the radio application, the user will select “Database”.  From the Database options, the user will select “Copy”.  The DTD will next display the prompt “select:  Eset” on the top line and the Net ID and Net Name of the first E-Set currently in the DTD.  The right side of the display also identifies whether the Eset being displayed is an ICOM “(I)” or NONICOM “(N)” Eset.  The user will scroll through the E-Set names, by using the “P DN” key until the Eset name that is to be copied is displayed.  

The first two E-Sets to be displayed will be “NO FILL ICOM   (I)” and “NO FILL NON ICOM (N)”, which are loaded as part of the programming of the DTD.  These purpose of these Esets will be discussed when building loadsets.    
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When the Net Name of the “Generic” Eset (or other Eset to be copied) is display, the “ENTR” key should be pressed.  This causes the DTD to make a copy of the Eset.  The user must next specify a Net Name for the newly created Eset when prompted “Enter Eset Text ID”.  After the Text ID/Net Name is typed in and the “ENTR” key pressed, the DTD will complete the function and prompt “Copy another E-Set?”.  The user would continue to copy the GENERIC ESET as necessary creating all the required E-Sets with their appropriate Net Names.  

(2.)   CHANGING NET ID OF E-SETS:   
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Once all of the necessary E-Sets have been created, the user must adjust the Net ID of the E-Sets that have been created.   This is accomplished by selecting the “Database”, “Build”, then “Net ID” options.  When the DTD now prompts “select: Eset”  the user will scroll through the E-Sets (using the “P DN” key) until the Eset which requires the NetID to be changed is displayed.  With the Eset displayed, the user presses the “ENTR” key, to which the DTD will display the current setting and prompt the user to enter the new Net ID. 

With the new Net ID entered, and the “ENTR” key is pressed and the DTD will prompt the user to select  “Replace” or “Insert”.  The user should select “Replace”, which will cause the Eset with the new Net ID to overwrite the Eset with the old Net ID.  If “Insert” is selected, a copy of the Eset with the old Net ID will be saved, in addition to a copy of the new Eset with the correct Net ID.  There should be no requirement to maintain a copy of the Eset with the wrong Net ID. Also having extra Esets in the DTD increases the chance that the Eset with the identical name but wrong Net ID be mistakenly selected.   


After a prompt “Operation Successful”, the DTD will return to the beginning of the process to which the user will change all Net IDs as required.  

c.)   CREATING LOADSETS:  With all of the necessary Esets created, the user can create the necessary Loadsets.  With the Marine Corps ICOM radios, COMSEC keys can, and should be included in the loadset when it is loaded to the radio.  Although it may be desirable to have COMSEC keys loaded to the DTD at the time the loadsets are being created, it is not required.  If it is impractical to have the COMSEC keys loaded at the time loadsets are being created, the loadset can be created without them.  This will require the user to Modify the loadset after COMSEC keys are loaded so that the COMSEC keys are attached to the loadest.  The procedure below does include the steps to attach COMSEC keys when creating the loadsets.
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From the radio application main menu the user will enter the “Database” then “bUild”.  Selecting the “Eset” option, the DTD will prompt select “Loadset”, “iE-set”, or “Nie-set”.  (The option “iE-set” allows an ICOM Eset to be created from a NONICOM Eset.  The “Nie-set” provides the opposite capability.)  Creating loadsets, the user will select “Loadset”.


Next the user selects whether the loadset being created will be ICOM or NONICOM.  Selecting “iCom”, the user next specifies whether the loadset will be created from Esets or MX  sets.  Selecting “Eset” the DTD will provide the prompt “select:  Eset” and the name of the first Eset.  As with previous operations, the user will use the “P DN” key to scroll through the Esets until the desired Eset for channel “1” of the loadset is displayed.

When the desired Eset is displayed, the user simply presses the “ENTR” key.  The Eset is placed in the loadset and the user is prompted “Do you want to add another Eset?”.   Selecting “Y”, the user will repeat the process specifying Esets to be included.  All six channels of the loadest can be filled with Esets by repeating this process.  As Esets are selected, they are placed into channels sequentially 1 through 6, although there is no indication on the DTD display which channel is currently being filled.  

If the user desires to have a blank channel(s) in the loadset, the “NO FILL ICOM”  Eset must be selected for the channel that is to be blank.  When a loadset is loaded to a radio, any channel in the loadset being loaded that has the “NO FILL ICOM” Eset assigned to it, will not affect any existing data in the corresponding channel of the radio. This provides a means of loading a single Eset into a channel of a radio without affecting data that may be in other channels.  This “new” Eset can have a unique Net ID, TSK or COMSEC key, however, the Hopset/lockout in this new Eset must be the same as contained in the existing Esets in the radio. 

(WARNING:  If an Eset with a different Hopset/Lockout is loaded to a radio which already contains data, the new Hopset/Lockout will replace the Hopset/Lockout information in all channels, even if that new Eset is only loaded to a single channel. )   

In addition to including “NO FILL ICOM” Esets for blank channels, it is also possible to stop adding Esets at any point after the first channel is assigned.  After the Eset is assigned to the last desired channel, the user can simply answer “N” to the prompt of “Do you want to add another Eset?”.  Doing so merely leaves the remaining channels blank, relative to Esets, and continues with prompting for the remaining loadset items such as Cold start TSK and COMSEC keys.  Even though channels in a loadset may be blank, in that there is no Eset assigned, or contains a “NO FILL ICOM” Eset, COMSEC keys can be attached to all channels.  The following should also be considered when creating loadsets:

-      If an ERF is conducted in the manual channel, the TSK required for the ERF will be obtained from channel “5”.  If there is no Eset loaded to channel “5”, it will not be possible to conduct an ERF in the “Manual” channel.  

· MK and OTAT operations are conducted on channel “6”.  If an Eset is not loaded to channel “6”, the MK / OTAT operation can not be conducted in the frequency hopping mode, which is preferred over the Single Channel mode.

· To operate in “CT” (encrypted) while in the CUE or MAN channel, a TEK must be loaded to channel “5” of the radio.
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 After Esets have been selected for all six channels, or the user selects “N” at the prompt “Do you want to add another eset?”, the DTD will prompt “Do you want a separate cold start TSK?”.  The user will answer this prompt depending on their local policy. (If a separate Cold start TSK is selected, only those stations that have their radios loaded with the same “Cold start” TSK will be able to conduct “ERF” operations on the manual channel.  If a cold start TSK is not part of a Loadset, ERF operations on the manual channel will use the operational TSK from channel “5”. )  Next the user is prompted “Do you want COMSEC keys?”.  Answering “Y”, the DTD will prompt the user “select:   KEK” and display the first KEK in the DTD.  Using the “P DN” key until the desired KEK is displayed, then pressing the “ENTR” key will select the KEK.  The DTD will then prompt “Do you want to select a TEK?”.  Selecting “Y”, the DTD will prompt “select:   TEK”  and display the name of the first TEK in the DTD.  Again, using the “P DN” key until the desired TEK for channel “1” is displayed then press the “ENTR” key to select it.  The user must select a TEK for every channel that is to have a TEK.  After the user selects the TEK by pressing the “ENTR” key, the number in the bottom right of the display will show for which channel the TEK is being selected for.  

When scrolling through COMSEC keys, the down arrow can be used to view “Tag” information associated with the key.  This tag information includes Short Title, Edition, Sequence number, and extension number. This information may be all zeros if the user did not specify it when the key was loaded to the DTD.  There will be two screens available to display this “Tag” information.  If no tag information was entered when the key was loaded, all fields will be zeros.  From the display of this tag information, the user can select the key for the channel, or use the “P DN” to view the next TEK Text ID.


It will be normal to include COMSEC keys for every channel when creating or modifying loadsets.  When assigning COMSEC keys to channels the following will apply:

· When a loadset is loaded to a radio, any channel with a COMSEC key assigned to it in the loadset will copy over any COMSEC key already in the radios corresponding channel.

·  Any channel of a loadset that does not have a COMSEC key assigned to it will have no affect on a COMSEC key that may already exist in the radio for that corresponding channel.

· Because TEKs are assigned sequentially and there is no way of skipping a channel, if it is desired that a particular channel not have a COMSEC key assigned to it, the user has two options.  

1) The user can assign COMSEC keys to all channels when the loadset is created, then use the "Modify” option to remove keys from the desired channels.  

2) The user can create a loadset without attaching COMSEC keys when the loadset is being created, then use the “Modify” option to go back and assign COMSEC keys to only those channels desired.  

· If there are no “KEK” COMSEC keys loaded in the DTD, the DTD will display “No        KEK in database”, and allow the user to proceed with selecting TEKs.

· If there are KEK in the DTD but the user does not want one assigned to channel “6”.  The user must select a KEK when prompted, but can then use the “Modify” option to remove the KEK from the loadset.
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After the TEK for channel “5” has been selected, or the user selects “quit” from the “select:   TEK   quit” prompt before loading TEKs to all channels, the DTD will prompt the user to enter a name for the loadset.  Pressing the “ENTR” key after the name has been entered, the DTD will prompt the user if they want to create another loadset.  The procedure can be repeated as necessary until all necessary loadsets have been created. 
4.)   MODIFYING A LOADSET:   There are many cases when it will be easier to Modify an existing loadset rather than creating a new loadset.  Because after modifying a loadset, the user has the option to “Insert” the newly changed loadset, rather than replacing the original loadset, the Modify option essentially can be used to make copies of existing loadsets.  Depending on the differences in the loadsets, this method of “copying” loadsets may or may not be more expeditious then creating each loadset through the Build option.  User experience will establish the best means to use when multiple loadsets are required.

The Modify option allows Esets and COMSEC keys to be changed, deleted or added to the channels of the loadset.  There is an ability to change a “COLD START” TSK associated with a loadset, but the operational TSK attached to the ESETS can not be changed.  When the user needs to change an operational TSK, such as at the beginning of a new month, a new Eset containing the new TSK must be loaded to the DTD from RBECS, then “Modify” can be used to install the new Eset containing the new TSK. 
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Entering the Database / Modify option, the DTD will prompt “select:  Loadset”.  Using the “P DN”  key, scroll the loadset names until the loadset to be modified is displayed.  The user selects the loadset for modifying by pressing the “ENTR” key. 

After a loadset has been selected, the user has the option to “Replace” or “Delete” the item listed in the bottom of the screen.  Using the “P DN” key the user can scroll through all six channels of Esets, the Cold Start TSK, then all six COMSEC key channels.  Simply stopping when the item to be modified is displayed, the user then selects replace or delete by highlighting the desired option and presses the “ENTR” key.  If an item is being deleted, the DTD will simply delete that item then prompt whether or not to modify another loadset element.  
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If the user chooses the replace option, the DTD will then display that particular type of data.  The user can then scroll through all of that type of data and select a particular item by pressing the “ENTR” key when it is displayed.  The DTD will then prompt “Modify another loadset element?”. 
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After all changes have been made to the loadset, the user will have the option to “Replace” or “Insert”.  The option to replace, as it’s name implies, will cause the newly modified loadset to overwrite the old loadset.  The “Insert” option provides the ability to maintain the original Loadset and save the new loadset under a different name.  Technically, users can build multiple loadsets using this method, but depending on the variances in the loadsets, it may be more efficient using the Build / Eset options when creating multiple loadsets. 

5.)   LOADING A RADIO USING THE RADIO APPLICATION:    With the Marine Corps “ICOM” SINCGARS radios, the only way to load Frequency Hopping data is with a “Mode 2” fill.  A mode 2 fill loads a loadset with up to 6 Esets and COMSEC keys.  In addition to a mode 2 fill, individual COMSEC keys can also be loaded using the Radio application.  (The DTD will not allow the user to load just a single “Eset by itself.  It  must be in a Loadset.)

a.)   LOADING COMSEC KEY(S):  Although COMSEC keys will normally be loaded as part of a loadset, it also possible to load individual COMSEC keys to any channel of the radio.  Although COMSEC keys can be load to a SINCGARS radio from either the FILL application or Radio application, COMSEC keys for support of SINCGARS circuits should be loaded to and manage in the Radio application.  If COMSEC keys for SINCGARS have been either accidentally or deliberately loaded to the FILL application, vice the radio application, the user will have to load the COMSEC key from the FILL application.  COMSEC keys loaded to one application can not be accessed by another application.  

The procedures below are for loading COMSEC keys to a SINCGARS radio channel from the radio application. 
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When it is desired to transfer just a COMSEC key to a radio, the “COMSEC” option is selected from the Radio application main menu.  This will cause the DTD to display the KYX-15 options.  From these options the user will select “LD”. The DTD will respond by prompting the user to select whether a TEK or KEK is to be loaded.  Which ever is selected, the DTD will then display the Text ID of the first key of the type selected.  The user can use the “’P DN” and P UP” keys to scroll through the keys currently in the DTD.  When the Text ID of the key which is to be sent is displayed, the user will press the “ENTR” key.  This will cause the DTD to display “XMT” in the bottom right of the display.  This DOES NOT mean the key is being transferred, but rather is just selected for transfer.  If desired, the user can actually select multiple keys for transfer in one operation.  Any (all) keys that have been selected and show the “XMT” in the display will be sent in the order that they were selected.  This is of limited usefulness when loading radios as it is normal that all channel tend to use the same TEK.     


Once the desired key has been selected, the user selects the “quit” option and presses the “ENTR” key.  The DTD will then prompt “Connect ANCD to RT”.  Pressing the “ENTR” key or the down arrow key will cause the DTD to display “sending TEK” and the name of the TEK which is going to be sent.  After a short period of time the display will automatically display “Press [LOAD] on RT” .  The display will show “1 keys transferred” and the radio will display “H TEK” to which the user must press the “STO” key on the RT and the channel number to which the TEK should be stored to.  In doing so the DTD will complete the transfer and return to the COMSEC  options menu.  If multiple keys where selected, the DTD will prompt “Press [LOAD] on RT” before sending each key.

b.)   LOADING FREQUENCY HOPPING DATA:  The DTD has the ability to manage and store many different loadsets.  In the procedures for loading a radio with frequency hopping data, there is not a step to select which loadset is to be loaded.  Rather the DTD will load what every loadset has been selected as default.  Therefore, it is important the user verify that the appropriate loadset to be loaded is selected as the “default”.  Only one ICOM (and one NONICOM) loadset can be selected as default.  The DTD identifies a loadset as being the “default” loadset by including a “D” preceding the ICOM / NONICOM designation.  For example, when veiwing a loadset name, if that loadset is the selected default, the DTD will show  “BN MAIN FEBA        (DI)” .

(1.)   SELECTING A DEFAULT LOADSET:
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To select a loadset as the default loadset, the user will enter the “SETUP option from the radio application main menu.  When “Setup is selected, the DTD will prompt the user to specify whether they want to select an ICOM or NONICOM default.  Selecting “ICOM”, the user will be prompted “select “LOADSET or NONE”.  The option to select “NONE” will cause no loadset in the DTD to be selected as Default.  This is necessary when the user desires to delete/ remove loadsets, as the DTD will not allow any item to be deleted if it is selected as default.  

In preparation for transferring a loadset, the "Loadset " option will be selected.  The DTD will then display "select loadset” and the name of the first loadset in the DTD.  Using the “’P DN” and 

“P UP” keys to scroll through the Loadset names, and when the desired loadset is displayed, pressing the “ENTR” key will make that loadset the default.  The DTD will automatically return to the previous screen, from which the user simply uses the “Abort” key to return to the RADIO application main menu. 
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(2.)   LOADING A LOADSET TO A RADIO:   After ensuring that the loadset to be loaded is selected as the default, the user should prepare the radio.  With a DTD connected to the RT’s AUD/FILL connector, the RT switch positions should be set to: “’LD”,  “FH” or FH-M”, “CT”.  The channel switch can be in any position other than “CUE” when loading a loadset. 


Select the “SEND” option from the radio application main menu.  The DTD will prompt “send to:  Radio   Ancd   Stu  Pc”.  As we are loading a radio, “Radio” is selected.  Next the user must specify what type of radio that the loadset is to be sent to.  Selecting “ICOM”, the DTD will prompt “Connect to RT AUD/FILL Connector.  Pressing the “ENTR” or down arrow key, the DTD will prompt, “Set FCTN switch to LD on RT”.  Again, pressing either the “ENTR” or down arrow key, the DTD will next prompt the user whether time from the DTD is to be included in the transfer.  The user selects “Y” or “N” and the DTD will prompt “Press [LOAD] on RT”.   
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With the radio set to receive the transfer, as soon as the user presses the “LOAD” key on the radio, the transfer begins.  The DTD will display particular items that it is transferring as it is transferring them.  The radio will beep periodically as it receives the various elements of the loadset.  Once all of the data has been sent, the radio will display “DONE” and the DTD will display “ICOM transfer successful”.  Pressing the “ENTR” or down arrow key will cause the DTD to return to the “send to: Radio  Ancd ....“ screen, where the user can load another radio or use the abort key to return to the main menu. 
If a loadset is loaded to a radio which already has Frequency Hopping data, the new data will overwrite any old data which may exist in the location (channel number) to which the new data is being loaded.  However, if the loadset being loaded does not have data for a particular channel, or contains “NO FILL ICOM” Eset, any data in the radios corresponding channel will not be changed or deleted. 

B.  MANAGING COMSEC KEYS IN RADIO APPLICATION:   Most DTDs in the Marine Corps have both the FILL and RADIO applications.  Both of these application programs can manage COMSEC keys, but the keys managed in the RADIO application should be exclusively for SINCGARS.  The following procedures can be accomplished in both the FILL and RADIO applications, although the specific steps below are used with the RADIO application.


A valid CIK is required to manage COMSEC keys in the DTD.  If a CIK was initialized after a COMSEC key was loaded to a DTD, it will not be accessible for transfer by the “new” CIK, although it may be deleted.


1.)  PHYSICAL TRANSFER OF COMSEC KEYS:   Physical transfer refers to the transfer of COMSEC keys between DTDs that are physically cabled together with a “Fill” cable.  Although the following procedures are for transferring a COMSEC key between DTDs, both using the RADIO application, it is possible to receive a key from a DTD using the FILL application to send the key, or a CFD.  Likewise, a COMSEC key can be sent to a DTD in the FILL application or CFD.  


With a “valid” CIK (User or Supervisor) inserted into the DTDs, the sending DTD will be accessed as follows:   

[image: image33.wmf]Enter Short Title=> 

      

?????????????????? 

Enter Segment Number

=> ### 

                         

Enter Edition

=> ?????? 

  

Enter 

Reg

 Number 

      

=> # # # # # # # # # # #

a.)   Preparing the sending DTD: 
From the RADIO application main menu, for the sending DTD, the “Send” option will be selected.  This will cause the DTD to prompt the user to specify the device to which the key will be transferred.  Selecting “ANCD”, the user will next specify what type of data is to be sent.  When it is desired to transfer COMSEC keys only the user will select “Key”.  The DTD will prompt “Select: TEK  TSK  KEK”, from which the user will specify the type of key to be sent.  Choosing TEK or KEK, as appropriate, the DTD will now display the first key currently in the RADIO application of the DTD.  Using the page down and page up keys the user can scroll the Text Ids of keys currently in the DTD.  When the key that is to be sent is displayed, the user simply presses the ENTR key, causing the DTD to prompt “Do you want to include time?  (Y/N)”.  Next the DTD will prompt “Connect to ANCD and press [SEND]”.  Ensure the receiving DTD is prepared before pressing the Send key.
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b.)   Preparing the Receiving DTD: For the receiving DTD, the user will select “Receive” from the RADIO application main menu.  Next the user must specify the type of device from which the key will be sent.  When the user selects “ANCD”, the user must select the type of data that will be received.  Selecting “Key”, the DTD will prompt the user “Connect to ANCD and press [RCV]”. 
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c.)   Transferring the key:  After both the sending and receiving DTDs have been prepared for the transfer, pressing the “SEND”/“RCV” keys on the sending/receiving DTD will cause the transfer to begin.  The sending DTD will display “Transfer in progress”, “Sending key # 1”, then “Transfer successful”.  Pressing the down arrow key will cause the sending DTD to return to the beginning menu in the sending sequence, from which the user can repeat the process to send another key, or abort back to the RADIO application main menu.  Unlike the FILL 

application, only one key can be selected and transferred per operation. 
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When the transfer is initiated, the receiving DTD will display “Transfer in progress”, “Receiving key # 1”, then “Transfer successful”.  At the display of “Transfer successful”, pressing the down arrow key will cause the DTD to return to the initial receive menu screen, from which another key could be received or the user can abort back to the main menu.  

When COMSEC keys are transferred from the RADIO application to a DTD also in the RADIO application, the text ID and all tagging information is also transferred with the key.  There is no capability to change any of the information, unless the text ID of a key being received is the same as a key that already exists in the receiving DTD.  
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When a key being received has the same text ID as a key that already exists in the receiving DTD, the user will be prompted with the options to replace or insert the new key.  If replace is selected, the existing key will be deleted and replaced by the newly received key.  If “insert” is selected, the user will be prompted to enter a new/unique text ID for the key being received. (all other tag information of the received key will remain the same.)   


d.)   Documenting a physical transfer:   When COMSEC keys are transferred to a fill device, such as a DTD or KYK-13, the transfer must be documented. Recipients of the key will acknowledge receipt for the key by signing local custody documents, such as an SF-153.  Minimum accounting information for the key will include: (This applies to the key and not the DTD itself, if also being issued.)

-  Short title or designator(s)

-  Classification

-  Date of generation and/or loading

-  Date of issue or transfer

-  Identity of issuer and recipient(s)

-  Controlling authority of key

-  Effective period of key

-  Serial number(s) of DTD and associated CIK(s).

2.)   FIELD GENERATING COMSEC KEYS:   Both the RADIO and FILL application programs provide the ability to “field generate” COMSEC Keys.  Because the RADIO application is for support of SINCGARS, it is normal to field generate keys for SINCGARS using the RADIO application.  Although technically a key generated using the RADIO application and a SINCGARS radio can be used on other systems, this is only permissible in COMSEC emergencies as outlines in CMS-1.  COMSEC keys generated using SINCGARS, KY-57,and KY-99 (whether using the FILL or RADIO application) are to be used only in their respective family of equipment.  The following procedures are for field generating COMSEC keys using the RADIO application and a SINCGARS radio.  A Valid CIK (User or Supervisor) is required to perform this operation.
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From the RADIO application main menu, the user will select the “COMSEC” option. This will cause the DTD to display the KYX-15 functions, from which the user will select “VG” (Variable Generate). 
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When “VG” is selected, the DTD will prompt “Connect to RT and press [ RCV ]”.  At this point the user will ensure that the DTD is connected to the radio AUD/FILL connector and the switch positions of the RT are in a normal operating mode, whether Single Channel or Frequency Hopping mode, using COMSEC “CT”. 
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Pressing the “RCV” key on the DTD will begin the generation process and the DTD will display “Load in Progress”.  After generating the key, the DTD will prompt the user to specify whether the key generated is to be a TEK or KEK.  
Next the DTD will prompt the user to enter the appropriate text ID for the key generated.  This can be letters, digits or a combination of both.  The CMS-1 requires that the generator of COMSEC keys identify generated key using three fields of information. They are: 

-   Field 1:  A two-digit number which represents the number of electronic keys produced by the generating station.  It is assigned in a one-up sequence and will restart daily at 0001Z.

-   Field 2:  This field will identify the CA(Controlling Authority)





-   Field 3:  The Julian date the key was generated.

EXAMPLE:   “018MAR019” – 01 represents the first key generated on a particular day. 8MAR  represents 8TH Marine Regiment, and 019 represents the Julian date the key was generated.

NOTE:  Key tags should not exceed ten characters.

This identification should be used when documenting the generation of the key, and can be used as the Text ID.  There is an ability to enter additional “Tagging” information pertaining to COMSEC keys when generated or transferred to the Radio application, as will be discussed next.  Unfortunately, the characters allowed for the various fields of this tagging information will not support the CMS-1 format for field generated keys.  Therefore, when it is desired to keep the CMS-1 identification electronically with the key in the DTD, it must be entered as the Text ID.  It may also be desirable to use the Text ID to specify the purpose of the Key, such as a description of its use (i.e.; TEKFEBA = TEK for February, edition alpha  or KEKACO= KEK for Alpha Co.).   Because the Text ID can be up to 16 characters long it may be possible to combine both items to provide maximum information (i.e.; “018MAR019TEKFEBA”). 

Note:  Local policy should be referenced to verify any specific requirements.
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Upon entering the text ID, the DTD will prompt the user,  “Do you want to skip the Tag sequence?  Y/N”. Local policy must be referenced to verify if “Tagging” information should be entered, and if required, what format.  The default is to skip the tag sequence.  (Unlike generating COMSEC keys in the FILL application, the user can select to not provide tag information to a key.)  If it is desired to enter the tagging sequence, the user will be required to enter data for all of the fields, which include; Short title, edition, sequence number, and extension number.  “@” represents characters which must be a letter, and “#” represents characters which must be digits.

        Unlike the FILL application, with the RADIO application there is no means of specifying default tagging information that will automatically be attached to keys generated or received. 
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After entering the tagging information, or if the user 

choose to skip the tagging sequence, the DTD will prompt the user to select the classification of the key generated.  Upon selecting the classification, the DTD will briefly display that it received the TEK or KEK, and the name the user entered for the Text ID.   (In the example to the right, the key generated was a TEK and the text ID entered was “01SCTS049TEKFEBA”.)  The DTD will automatically return to the COMSEC menu screen, from which the user can generate additional keys or “ABORT” back to previous menus.

Warning:  When entering a text ID and tagging information, it is possible to enter identical information for different keys, as the program does not verify any of the element fields against others that may already exist.


Upon successfully generating a COMSEC key, the creation of the key must be documented.  As previously discussed, in “Management, Documentation and Employment” section of this class, both the CMS-1 and NAG-16 provide sample forms that can be used to document field generation of COMSEC keys.

3.)   AK (Automatic Rekey)  OPERATION:   An AK operation provides the ability for an operational TEK in a SINCGARS radio to be replaced with a new TEK sent over a radio circuit from a distant station.  The procedure is considered “non-cooperative because all steps are performed by the sending station and requires non actions by the distant receiving station. 

The first step in conducting an AK operation is to ensure that the necessary equipment and data is available to perform the operation.  The Sending station should verify the following:

-    The sending station must have covered/encrypted comm with the distant station(s) using the operational TEK which is to be replaced/up-dated.  This could be on any channel that contains the TEK to be up-dated, other than chan “6” which will have the KEK loaded.  An AK operation can be conducted in the Single Channel or Frequency Hopping mode. 

-    The sending station must have a DTD connected to the radio AUD/FILL connector.  This DTD must contain the new/up dated TEK to be sent in the AK operation.  Also, this DTD must contain the KEK(s) of the out stations to receive the AK.  (Only the distant station(s) with a KEK common with those held in the sending stations DTD and specified in the AK procedures, will receive the new/updated TEK.)  

-     The distant station(s) to receive the AK operation must have communications with the sending station in the covered/encrypted mode using the TEK which is to be replaced/updated.  Although the distant stations will be communicating and receiving the  AK operation while operating on the TEK, the receiving radio(s) must also have a KEK loaded in position “6” of the radio.  The AK operation will only be received by a station when the KEK loaded to their position “6” matches a KEK stored and specified in the sending stations DTD.  (It is not necessary for the sending station to load a KEK into the sending radio.  All that is required is that the KEK(s) of the stations to receive the AK are specified in the sending DTD.)   The receiving station does not require a DTD to receive an AK operation.
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From the main menu of the RADIO application, the sending station will select the “COMSEC” option.  This will cause the DTD to display the KYX-15 functions, from which the user will select “AK”. 
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Selecting “AK”, the top line of DTD screen will show the options; “Select key” and  “quit”.  The bottom line of the screen will show the Text ID of the first KEK currently in the DTD. (Only keys loaded to the RADIO application will be displayed.  If a KEK was loaded to the FILL application of the DTD, it will not be accessible from the RADIO application.)  The user can use the “P UP” and “P DN” keys of the DTD to scroll through KEKs in the DTD.  
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When a KEK of an intended receiving station is viewed in the display, the “ENTR” key can be pressed while the “Select key” option is highlighted.  This will cause the KEK to be selected for the AK operation, and will be identified as selected by the display of “KEK” in the bottom right corner of the DTD screen.  (Pressing the “ENTR” key again will deselect the KEK).  The user can scroll through available KEKs and select multiple KEKs to be included in the AK operation.

Once the KEK(s) of the station(s) who are to receive the AK are selected, the user will select the “quit” option.  Selecting “quit”, the DTD will briefly display the number of KEKs selected, then automatically proceed to the next screen.
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The user must next select the TEK to be sent via the AK operation.  Similar to the screens for selecting the KEK(s), the user can use the “P UP” and “P DN” keys to scroll TEKs currently in the DTD (loaded to the RADIO application).   When the TEK that is to be sent via the AK is displayed, the user will press the “ENTR” key while the “Select key” option is highlighted.  The DTD will immediately display “1 TEK selected” and automatically prompt “Connect to RT and press [SEND]”. 
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Verifying the DTD is connected to the RT, the sending station will now contact the stations of the net to advise them to stand by for AK operation.  Although receiving stations are not required to perform any special actions to receive the AK, all stations must know not to transmit while the AK is being transmitted.  As previously mentioned, an AK operation is conducted on the operational circuit that is using the TEK that is to be replace/updated.  Communications can be in the SC (single channel) or FH (frequency hopping) mode, but must be in CT (Cypher Text) using the TEK that is to be updated/replaced.  RT switches are in normal operating positions during an AK operation.  (The figure below shows normal RT switch positions for SC operation.)

After all stations have acknowledged, the sending station can press the “SEND” key of the DTD.
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Upon pressing the “SEND” key, the DTD will display “Transfer in progress”, then messages that it is sending the TEK to the KEKs selected.  (i.e.:  “Sending TEK to KEK A CO”).  When the sending station has transmitted the AK for each of the KEKs selected, the DTD will briefly display “1 key transferred”, and then return to the COMSEC menu listing the KYX-15 functions. 

The AK operation replaces the TEK in the receiving radios, however, the TEK used by the sending station has not been update.  This will mean that immediately following a successful AK operation, the sending station should not be able to communicate with the distant stations that received the AK.  (This is a good indicator that the AK operation worked.  If the sending station has comm with a station before deliberatly loading the sent/new TEK, the stations that they have comm with did not receive the AK.)  The sending station must deliberately load the new TEK into their radio using the load function.  Once the TEK that was sent in the AK  is loaded, the sending station should now have comm with those stations that received the AK.  

Also during an AK operation, stations that received the AK will have their KEK automatically update in the process.  The KEKs in the sending station’s DTD are NOT automatically updated, and it is important that the sending station update the KEKs, or future operations (AK or MK) will not be possible.  If multiple KEKs were sent, and they received the AK, each unique KEK must be updated individually.  Its is very important that a KEK is not updated until it has been verified that the receiving station actually received the AK.
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 To update a KEK, the sending station must ensure that the new TEK is loaded to their RT.  With the DTD still connected to their radio and the RT switches in normal operating positions, the sending operator will access the “VU” (Variable Update) option.  When the VU option is selected, the DTD will display the “select key” and “quit” on the top line.  The bottom line will show the text id of the first KEK currently in the DTD.  Using the PG UP/PG DN keys, the user can scroll through the KEK currently in the DTD.  When the KEK of a station that received the AK is displayed, the user selects it for update by simply pressing the ENTR key.  When this is done, the DTD will prompt “Connect to RT and press  [RCV]”.  The user must ensure that the radio is set to “CT” and chan switch is to the chan with the new TEK.  Pressing RCV, the DTD will display   “Transfer in progress”, then “Enter Key Text Id”.  At this point the user is required to input a text ID for the KEK. The old KEK Text ID can be used, although local policy may specify a change in the name to keep track of the updates that the KEK has accrued.  (i.e.; “KEK A CO 2D” to specify the first update)

After typing the name and pressing the enter key, “Key updated successfully” will be displayed.   When a KEK is updated, the original KEK will be overwritten and unretrievable.  This makes it imperative that the intended receiving station(s) actually received the AK before the appropriate KEK is updated by the sending station.  Additionally, if that KEK is held in other DTDs, such as with an alternate NCS, or even with the receiving station, the KEK must also be updated in each case.  

Document the AK operation:   In addition to documenting a change of TEK in circuit logs and/or status boards as necessary, there is a requirement to document the transfer of a COMSEC key.  No documentation is required at stations that receive an AK, but the sending station must document the AK, and record the KEK updates. 

The table shown as figure 1-1 is a sample “Generating Station OTAR / OTAT Log” obtained from the CMS-1.  The CMS-1 specifies that all columns be filled in by the sending station when an AK operation is conducted. 

Local procedures and documentation must be established to keep track of KEK updates.  AK operations may require a proficient alternate net control, or additional radios at the NCS site to facilitate those late joining stations or stations that missed an AK operation.
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Figure  1-1
4.)   OTAT and MK OPERATIONS:    OTAT (Over The Air Transfer) and MK (Manual Key) operations provides a means of transferring a TEK to a distant station electronically across a communication path, such as a SINCGARS net/circuit.  Unlike an AK operation, which replaces the TEK that the operation is conducted on, with an OTAT or MK operation, the TEK is saved for later use, or use on a different circuit.  


TEK may be distributed via OTAT at any time during its effective cryptoperiod, and the cryptoperiod immediately preceding that in which it is to become effective.


OTAT is an operation where a TEK is sent from one DTD and stored to another, while an MK operation is when the TEK is sent from a DTD and stored directly to a channel in the receiving radio.  With an MK operation, the receiving radio can be remotely loaded with a TEK without destroying currently held TEK (as such with an AK) and does not require a DTD at the receiving station (as with an OTAT).  


OTAT and MK operations are considered “cooperative”, in that it requires specific actions by the sending and receiving stations.  OTAT and MK can only be accomplished when the sending and receiving stations have the same KEK loaded to their channel position 6 of their radio.  When there are multiple stations, each with their own KEK, an OTAT or MK operation must be conducted for each different KEK.


OTAT and MK operations can be performed using the RADIO application, FILL application (when set to emulate a KYX-15), or between RADIO and FILL applications.  The procedures below are for when the RADIO application is used.


OTAT and MK operations performed on SINCGARS circuits can be conducted using the single channel or frequency hopping mode, although the ECCM protection of frequency hopping should be used when available.  These operations can also pass through a retransmission site without any actions necessary from retrans personnel.

a.)   CONDUCTING AN OTAT:    (The following steps do not necessarily need to be followed in the order presented, but should be accomplished before the actual transmission of the OTAT)

(1.) Sending Station preparations:     

-  The sending station will direct the stations of the net to refrain from transmitting until notified.  The receiving station(s) will be directed to prepare for MK operation.

-  The sending station must have a KEK identical to one that is held by the receiving station, loaded to the radio.  Because KEK can only be loaded to channel position “6”, channel “6” must also contain an appropriate single channel frequency or frequency hopping E-set.

 

-  The sending station must have a DTD, containing the TEK to be transmitted, connected to the AUD/FILL connector of the RT.

-  The CMS-1 requires that prior to the actual transmission of a key via OTAT, the transmitting station notify all recipients of key.  The notification must include the following:




-  Time key will be transmitted.




-  Identity of the circuit on which key will be sent.

-  Destination instructions for recipients (i.e.; device/circuit for    which the key is intended).

-  Identification of the key to be transmitted, to include short title, classification, effective period, and Controlling Authority.
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-  The sending station will prepare their DTD by selecting “COMSEC” from the main menu of the RADIO application.  This will cause the DTD to display the KYX-15 functions, from which the user will select “Mk”.  When “Mk” is selected, the top line of DTD screen will show the options; “Select key” and  “quit”.  The bottom line of the screen will show the Text ID of the first TEK currently in the DTD. (Only keys loaded to the RADIO application will be displayed.  If a TEK was loaded to the FILL application of the DTD, it will not be accessible from the RADIO application.)  The user can use the “P UP” and “P DN” keys of the DTD to scroll through TEKs in the DTD.  

When the Text ID of the TEK that is to be transmitted is displayed, it is selected by simply pressing the ENTR key.  This will cause the DTD to display the prompt “Connect to RT and press [SEND].  Before pressing the SEND key, the sending operator must verify that the receiving station has made the necessary preparations and coordinate to meet the receiving station on channel “6”.

(2)   Receiving Station preparations:   To prepare for an OTAT, the receiving station will:


-  Ensure that the appropriate KEK is loaded to channel position “6” with the appropriate single channel frequency or frequency hopping E-set. 

-  Ensure that a DTD is connected to the Radio’s AUD/FILL connector.  The DTD does not require any COMSEC keys be loaded in order to receive an OTAT.
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-  Prepare the DTD by selecting the COMSEC option from the RADIO applications main menu.  When the KYX-15 functions are displayed, the receiving operator will select “RV” (Receive Variable).  This will cause the DTD to prompt “Connect to RT and press RCV].  At this point, the receiving station will stand by for further guidance from the sending station. 

(3.)   Transmitting the OTAT:   The sending station will direct the receiving station to go to channel “6” and establish communications.  The radio’s switch positions should be in the normal operating positions for the mode being used (i.e.; CT, Chan 6, SC/FH/FH-M as appropriate).
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Once comm has been established on channel “6”, the sending station will direct the receiving station to press the RCV key on their DTD.  The sending station will immediately unkey their handset and press the DTD “SEND” key. The sending DTD will display a series of screens showing; transfer in progress, that it is sending the selected TEK, then “1 key transferred” before automatically returning to the COMSEC options screen. 
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The receiving DTD will display “Load in progress”.  After the key has been received, the DTD will prompt “Enter the Key Text ID”.  Using the keypad, the receiving operator will enter the name as directed by the sending station.  When the “ENTR” key is pressed after the name is entered, the DTD will prompt “Do you want to skip tag sequence”.  If the sending station has provided the necessary information, it should be entered.  (This will depend a local policy.)  After entering the tag information, or selecting to skip the tag sequence, the DTD will display “received TEK” and the TEK name that was entered.  The DTD will automatically return to the COMSEC option menu.

Because an OTAT can only be sent to a single KEK per operation, the sending station will have to repeat this process for each different KEK that is to receive the TEK being sent.

(4.)   Documenting the OTAT:   The following guidance is derived from CMS-1.  Local policy should be consulted for more detail and additional requirements.

An OTAT requires documentation to be completed by both the sending and receiving stations.  The transmitting station will complete the “Generating Station OTAR/OTAT Log”, as shown in figure 1-1.  

The receiving or relaying stations must account for keys locally, and fill in appropriate columns of a “Relaying / Receiving Station OVER-THE-AIR-TRANSFER LOG”, as shown in figure 1-2. 
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           Figure  1-2

b.)   CONDUCTING AN MK (Manual Key) OPERATION:   Unlike an OTAT, which transfers a TEK from one DTD to another via a communications path, a MK-OTAT transfers a TEK from a DTD to a channel in the receiving radio.  This allows a TEK to be sent to a station who may not have a DTD to receive the TEK via an OTAT. 

The following steps do not necessarily need to be followed in the order presented, but should be accomplished before the actual transmission of the MK.

(1.)   Sending Station preparations:     

 

-  The sending station will direct the stations of the net to refrain from transmitting until notified.  The receiving station(s) will be directed to prepare for MK operation.

-  The sending station must have a KEK identical to one that is held by the receiving station, loaded to the radio.  Because KEK can only be loaded to channel position “6”, channel “6” must also contain an appropriate single channel frequency or frequency hopping E-set to conduct the MK on.

-  The sending station must have a DTD, containing the TEK to be transmitted, connected to the AUD/FILL connector of the RT.
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-  The sending station will prepare their DTD by selecting “COMSEC” from the main menu of the RADIO application.  This will cause the DTD to display the KYX-15 functions, from which the user will select “Mk”.  When “Mk” is selected, the top line of DTD screen will show the options; “Select key” and  “quit”.  The bottom line of the screen will show the Text ID of the first TEK currently in the DTD. (Only keys loaded to the RADIO application will be displayed.  If a TEK was loaded to the FILL application of the DTD, it will not be accessible from the RADIO application.)  The user can use the “P UP” and “P DN” keys of the DTD to scroll through TEKs in the DTD.  

When the Text ID of the TEK that is to be transmitted is displayed, it is selected by simply pressing the ENTR key.  This will cause the DTD to display the prompt “Connect to RT and press [SEND].  Before pressing the SEND key, the sending operator must verify that the receiving station has made the necessary preparations and coordinate to meet the receiving station on channel “6”.

-  The CMS-1 requires that prior to the actual transmission of a key via OTAT, the transmitting station notify all recipients of key.  The notification must include the following:




-  Time key will be transmitted.




-  Identity of the circuit on which key will be sent.

-  Destination instructions for recipients (i.e.; device/circuit for  which the key is intended).

-  Identification of the key to be transmitted, to include short title, classification, effective period, and Controlling Authority.

-  The sending station will coordinate with the receiving station to meet on      channel 6”, in CT using the KEK.  

-  The sending stations RT switch settings will be set for CT, Squelch ON, Chan 6, and the appropriate Mode (SC, FH, or FH-M).  Below is an illustration of an RT  set to send an MK.  In this example, the mode being used is Single Channel (SC).
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(2.)  Receiving Station preparations:   


-   Ensure that the appropriate KEK is loaded to channel position “6” of their radio, with the appropriate single channel frequency or frequency hopping E-set. 

-  The receiving station will prepare their radio by:



-  Set channel switch to “6”.



-  Set Function switch to “LD”.


-  Set COMSEC switch to “RV”.  This will cause the radio to display “RK  6”.  This means that the Received Key will be stored to chan 6.  Obviously, because this is the KEK position, this is not desirable.  By pressing the RT “CMS” key, then repeatedly pressing the RT “CHG” key, the radio will cycle through displays of “RK 1, RK 2, RK 3, RK  4, RK  5, RK  6, and TEMP”, each representing a location to store the received key.  (“TEMP”, as the name implies, will save the received key in a temporary memory until a different key is stored, the RT is turned off, or zeroized.  TEMP does not allow the key to be subsequently saved to a channel.) When the desired location is displayed, simply stop there.  The radio display will timeout and no longer display the selected location, but the location is still selected.  

[image: image58.wmf]select:

   

  

  TSK 

                        

 TSK 1: 

  

                                    

select:

   

  

  Key                          

 KEY 1:  01SCTS049TEKFEBA 

 

select:

   

  

  Key                          

 KEY 2:  01SCTS049TEKFEBA 

 

select:

   

  

  Key                          

 KEY 6:  01SCTS049KEKACO   

End of 

loadset

. 

                        

Press                                 [     ]

Using the “P DN” key will scroll 

through the remaining key for

channels 3,4, and 5.  Then the KEK

for channel “6” will be displayed.

P DN

P DN

P DN


Below is an illustration of an RT setup to receive an MK.  In this example the SC mode is being used, and the received key will be stored to chan “2”.

-  The receiving station is now prepared for the MK.  

(3.)   Sending the MK:   With both the sending and receiving stations setup as described above, communications is still possible, although the receiving radio will hear two beeps at the beginning of a received transmission, and the sending station should wait 2 seconds after keying before talking.  This ability to communicate allows the sending station to call the receiving station to verify that they are ready to proceed.  
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With both stations ready, the sending station simply presses the SEND key on their DTD.  The DTD will then display “Transfer in progress, sending TEK, then “1 key transferred”.  The receiving station’s radio will display “PT RX” and they will hear 3 beeps, after which the radio COMSEC key is set to “CT”, the FCTN switch to Squelch “ON”.  The received TEK is now in the selected channel and can now be accessed as necessary.  

(4.)   Documenting the MK:   The following guidance is derived from CMS-1.  Local policy should be consulted for more detail and additional requirements.

An OTAT requires documentation to be completed by both the sending and receiving stations.  The transmitting station will complete all columns of the “Generating Station OTAR/OTAT Log”, as shown in figure 1-1.  

The receiving or relaying stations must account for keys locally, and fill in appropriate columns of a “Relaying / Receiving Station OVER-THE-AIR-TRANSFER LOG”, as shown in figure 1-2. 
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Figure  1-2
5.   FILL APPLICATION PROGRAM:   The FILL application program supports the storage and transfer of COMSEC keys.  Although the RADIO application has the abillity to manage COMSEC keys, the FILL application should be used to manage COMSEC keys for all non-SINCGARS equipment.  The DTD with the FILL application program can handle all types of COMSEC keys to support current crypto systems.  Annex K of the NAG-16 lists crypto systems that can be supported by the FILL application.  The DTD has been designed to work in conjunction with the EKMS (Electronic Key Management System), eliminating dependency on paper tape key.  Interfacing with a CMS Custodian’s LMD and Key Pprocessor, COMSEC keys will be handled in an electronic form.

The FILL application allows the user to specify a desired protocol.  The FILL application can, and will mostly be utilized to emulate CFDs, allowing the user to perform all the functions that use to be supported by KYK-13 and KYX-15.  This includes the ability to conduct OTAR/OTAT operations.


Procedures for common operations with the FILL application will be provided below.  When conducting operations with the FILL application, the following should be considered: 

-  A valid CIK (User or Supervisory) must be inserted to access the FILL application.

-  When COMSEC keys are received into a DTD using the FILL application, key tagging information must be specified.  Depending on the current settings (default protocol and setup settings) Tagging information may or may not be automatically transferred or applied.  For example:
-  When COMSEC keys are transferred between DTDs using DS-101 protocol, COMSEC key Text ID and Tagging information is automatically transferred.
-  When COMSEC keys are transferred using a CFD protocol, COMSEC key text ID and Tagging information is not automatically transferred.
-  If the user sets default tag information in the Utility/setup function, that default tag info will be automatically assigned to COMSEC keys received.

A.   FIELD GENERATING COMSEC KEYS:   The FILL application provides the ability to “field generate” COMSEC keys when connected to a crypto device, such as KY-99, KY-57, or SINCGARS radio.  The following procedures are for field generating with the DTD connected to a SINCGARS radio.  Although technically a key generated using the FILL application and a SINCGARS radio can be used on other systems, this is only permissible in COMSEC emergencies as outlines in CMS-1.  COMSEC keys generated using SINCGARS, KY-57, or KY-99 (whether using the FILL or RADIO application) are to be used only in their respective family of equipment. 

A Valid CIK (User or Supervisor) is required for field generating COMSEC keys, as the FILL application can not even be accessed without a valid CIK inserted into the DTD.

1.)   Changing Protocol:  
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Entering the FILL application, the user must ensure that the DTD protocol is setup as KYX-15.  The current protocol setting is displayed in brackets in the upper right of the DTD screen at the FILL application main menu screen.  Additionally, when in the KYX-15 mode (protocol), the main menu screen of the fill application includes the option “NET”.  
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        If the DTD is set to a protocol other than {K15}, the user can simply enter the “Utility” option from the FILL application main menu, then enter the “Setup option”.  Entering the Setup option, the DTD will allow the user to “setup” the Protocol or Tag information.  Tag information will be covered later.  Selecting “Protocol”, the DTD will prompt the user to select from the protocols available, including the desired “Cfd”.  The user must now specify the type of the Common Fill Device (CFD) desired, to which K15 (for KYX-15 emulation) should be selected.  Upon selecting “K15” the DTD will automatically return to the Utility menu screen, from which the user can simply “Abort” back to the FILL application main menu. 


2.)   Field generating COMSEC keys:  
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With the DTD in the {K15} protocol, the user will select the “NET” option from the main menu.  This will cause the DTD to display the KYX-15 options.  Selecting “VG” (Variable Generate) the DTD will display the prompt “Connect to station and press [RCV]\[ABORT]”.   
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The operator must ensure the DTD is connected to the radio AUD/FILL and the RT switches are in a normal operating mode, whether Single Channel or Frequency Hopping mode, using COMSEC “CT”. 
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Next the user will press the “RCV” key on the DTD, which will begin the generation of the Key.  The DTD will display “Load in progress” and a beep will be heard in the Handset.  
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When complete, the DTD will prompt “Enter Text Id”, to which the user will enter an appropriate Text ID for the key generated.  Depending on local policy and user preference, the Text ID  may be the required identification specified by the CMS-1.

The CMS-1 requires that the generator of COMSEC keys identify generated key using three fields of information. They are: 

-   Field 1:  A two-digit number which represents the number of electronic keys produced by the generating station.  It is assigned in a one-up sequence and will restart daily at 0001Z.

-   Field 2:  This field will identify the CA(Controlling Authority)

-   Field 3:  The Julian date the key was generated.

EXAMPLE:   “018MAR019” – 01 represents the first key generated on a particular day. 8MAR  represents 8TH Marine Regiment, and 019 represents the Julian date the key was generated.

NOTE:  Key tags should not exceed ten characters.

This identification should be used when documenting the generation and future operation with this key, and can be used as the Text ID.  With the FILL application (unlike the RADIO application), this identification could be listed as the short title in the additional “Tagging” information as will be discussed next. 

Note:  Local policy should be referenced to verify any specific requirements.
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After entering the text ID, the user will be prompted to enter a series of data elements, which form the tagging information for the key generated.  Each of these elements is mandatory and requires an input from the user.  Elements with a “?”, can receive a letter or digit, but elements with “#”s displayed will only accept digits.                          

     Default parameters for all or some of these data elements can be specified using the FILL applications “Utility” option.  Selecting the “Setup” option from the Utility menu, then selecting “Tag”, the operator can specify defaults for all or some of these data element fields.  Any data element specified in this process will be automatically assigned to any key generated in, or transferred to the DTD.  As subsequent keys are generated or transferred into the DTD, the Segment number, which was specified in the setup process will be increased by one, while all other elements specified will remain identical.  Any data element which was left blank (if any) in the setup process will have to be entered by the user after each generation or reception of a key.  

Warning:  It is possible to enter identical information for different keys, as the program does not verify any of the element fields against others that may already exist. 
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After the user specifies the Tag information, or it is assigned by the DTD from defaults, the DTD will display a prompt for the user to select the classification of the key generated.  Using the arrow keys to highlight the desired choice, pressing the “ENTR” key will finalize the process and the DTD will display “1 keys received” before returning back to the display “Connect to station and press [RCV]\[ABORT]”.   At this point the user can repeat the process to generate additional keys, or use the “ABORT” key to return to previous menus.  

3.)   Documenting the generation of the COMSEC key:   Upon successfully generating a COMSEC key, the creation of the key must be documented.  As previously discussed, in “Management, Documentation and Employment” section of this class, both the CMS-1 and NAG-16 provide sample forms that can be used to document field generation of COMSEC keys.


B.   PHYSICAL TRANSFER OF COMSEC KEYS:   Physical transfer refers to the transfer of COMSEC keys between DTDs that are physically cabled together with a “Fill” cable.  Although the following procedures are for transferring a COMSEC key between DTDs, both using the FILL application, it is possible to transfer keys between DTDs that are using different programs, or between a DTD and CFD (KYK-13,KYX-15,ect). 


There are two methods of transferring COMSEC keys between DTDs using the FILL application.  One method uses the DS-101 protocol, and the other uses a CFD protocol.  The Advantage of using the DS-101 protocol is that the key tag information will automatically be sent to the receiving DTD.  Using a CFD protocol to transfer keys will require that the user enter key tag information for each key received.  If multiple keys are being transferred, the DS-101 protocol will probably be easier, but if only a single key is to be transferred, assuming the user will probably be using a CFD protocol for most operations, it may be easier to enter the key tag information for one key than to change between protocols.


Other than adjusting the DTDs to the appropriate protocol using the “Utility” / “Setup”, and not being required to enter tag information when using the DS-101 protocol, the procedures are identical.  The following procedures are for using a CFD protocol.

With a valid CIK (supervisor or user) inserted into the DTDs and connected with an appropriate fill cable, the user should verify the protocol settings of both DTDs.  The current protocol setting is displayed in brackets in the upper left corner of the DTD screen when at the main menu of FILL application.  If the protocol displayed is other than {K13} or {K15}, the user must access the FILL application “Utility” menu to adjust the protocol. 
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On the receiving DTD, access the “Recv” option from the FILL application main menu.  The DTD will then display “Connect to station and press [RCV] / [ABORT]”.  Do Not press “RCV” yet.
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On the sending DTD, select the “Xmit” option from the FILL application main menu.  This will cause the DTD display the options of; “Select”, “Find”, and “Send” on the top line of the screen.  The bottom line of the screen will show the Text ID of the first key currently in the DTD.  Using the down/up arrow keys the user can view the tag information of that key (Short title, edition, segment number, and reg number).  Using the page 

down/page up keys, the user can view sequentially, any other keys 

that may be in the DTD.  
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When the key that is to be sent is displayed, pressing the “ENTR” key, with the “Select” option highlighted, will select that key for transmission.  Multiple keys can be selected for transmission.  Keys selected are identified by “XMT” being displayed in the bottom right of the screen when the key is displayed.  If multiple keys are selected, they will be transferred in the order in which they were selected.

[image: image71.wmf]Enter 

Loadset 

Text Id 

          

=>???????????????? 

        

Do you want to create 

             

another 

loadset

?  

     

   ( Y / N )

The “Find” option offers a limited search capability, where the user can specify a search string, which the program will compare to the short titles and text IDs of keys currently in the DTD.  Keys that have a match to the search string will then be displayed and can be selected for transmit.


After the key(s) that are to be sent are selected, the user will select the “Send” option.  This will cause the DTD to display the prompt “Connect to station  Press [CLR]”.
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After pressing “CLR” on the sending DTD, the DTD will display the text ID of the first key to be sent, and prompt the user “Press [Send] / [Abort]”.  Pressing the “Send” key, the DTD will briefly display “Transfer in progress”, “Processing please wait”, then “Press initiate on receiving station.”  At this point the “RCV” key on the receiving DTD should be pressed.  The key will then be transmitted. 

NOTE:  It is important not press the RCV key on the receiving DTD until the sending DTD display shows “Press initiate on the receiving station”.
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As the key is being received, the receiving DTD will display “Load in Progress”, then “Received key  Parity Passed”.  The Receiving DTD will then automatically prompt the user “Enter Text ID”.  
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If no default Tag information was specified (using the FILL application utility option), the user will be required to enter; Short Title, Edition, Segment number, and, Reg number. 
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Lastly, the user will select the Classification of the key received.  When all of the information has been entered, the receiving DTD will return to the prompt “Connect to station and press [RCV]/[ABORT]”, from which another key can be received, or the user can abort back to previous menus. 
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If multiple keys are being sent, the sending DTD will display the Text ID of the next key to be transmitted and the prompt “Press [Send] / [ABORT]”.  If only one key is being sent, or after the last key has been sent (when multiple keys are being transferred), the DTD will display the options “Retransmit”, “Modify”, and “New”.  As the names of the options imply, the user can select to retransmit the selected keys, modify which keys are selected, or specify new sending parameters.   When all transfers have been completed, the user can simply press the ABORT key to return to previous menus. 


When COMSEC keys are transferred to a fill device, such as a DTD or KYK-13, the transfer must be documented. Recipients of the key will acknowledge receipt for the key by signing local custody documents, such as an SF-153.  Minimum accounting information for the key will include: (This applies to the key and not the DTD itself, if also being issued.)

-  Short title or designator(s)

-  Classification

-  Date of generation and/or loading

-  Date of issue or transfer

-  Identity of issuer and recipient(s)

-  Controlling authority of key

-  Effective period of key

-  Serial number(s) of DTD and associated CIK(s).

6.  SOI (Signals Operating Instruction) APPLICATION PROGRAM:
    SOI is the Army term for CEOI (Communication Electronic Operating Instruction).  The SOI application provides for the storage, viewing and transfer of CEOI data, including; Frequencies, Net IDs, Callsigns, Callwords, Suffixes, Expanders, Smoke and Pyrotechnic signals.  A CEOI created in RBECS can be electronically transferred to the SOI application in a DTD. 


All data loaded to the SOI application can be accessed, viewed, deleted or transferred without a valid CIK inserted in the DTD.  This must be considered, as the DTD does not provide any security for this data as it does for COMSEC keys.  If SOI data is loaded to the DTD, the DTD must be protected to the level of the data loaded, whether a CIK is inserted or not.


In addition to the basic ability to view SOI data loaded to the DTD, SOI information can also be transferred via various means from one DTD to another, or even uploaded to an RBECS terminal.  Transfers can be accomplished between DTDs connected via: Cable, STU-3, or across a SINCGARS radio circuit using “BROADCAST”.
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The SOI application consists of the following menu items, which are displayed when the SOI application is accessed.  As with all menus, an option can be selected by pressing the Capital letter in the desired option, or with letter lock off, the cursor can be arrowed over the desired option and the “ENTR” key pressed.  When in the SOI application, the capital letter of these main options are “Hot keys”, which when pressed from any screen in any option, will cause the DTD to jump to the corresponding option.  This permits the user to move to different options without returning to the main SOI menu.  

The type of data and the format that it is presented in the DTD, depends on how the data was created in RBECS.  CEOI information is organized and viewed in the DTD in the same manner that it is organized and viewed when printed.  In the case of Frequencies and Call signs, the information that would be printed on a single page is a “Group”.  When viewing CEOI information in a DTD, the user must specify the “Group” or page that is to be viewed, in addition to specifying the Time period/Day to be viewed.  Although there is an ability to have the DTD search all “Groups” of a selected time period for a user specified item, only one “Group” can be scrolled at a time.
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A.   SET:   When a complete CEOI is loaded to a DTD, there is an option to load any where from 1 to 10 time periods (days) worth of data.  A “Set” is data that pertains up to five time periods maximum. (i.e.; One “Set” could be all information pertaining to days 1-5, and a second “Set” contains all of the information for time periods 6-10.)  Normally, two sets containing ten days worth of data is loaded.  

The “Set” option provides the ability to choose between the two “Sets” that could be loaded, and is also used when loading (Receiving or sending) SOI data. 


Selecting the “Choose” option, the DTD displays instructions for scrolling and selecting the desired “Set”.  The first time this option is selected after the DTD is powered on, an additional prompt describing how to delete a “Set” is also provided.  After selecting the desired “Set”, the DTD will automatically return to the SOI main menu. 

1.) RECEIVING A “SET”:
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When receiving SOI data the user selects “Receive” and then specifies the type of device from which the data is being sent.  After a prompt to connect to the device selected and the sending device is ready, the “RCV” key is pressed and the data is transferred.  The DTD will show various prompts showing the transfer of the data.  Ultimately the DTD will show “Receiving operation was successful” and then, after the down arrow key is pressed, will show the name and time periods received.  
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Sending Data is more complex as there are options that enabled the user to select whether some type of data are to be transferred or not.  When “Send” is selected, the DTD displays the first of the two possible sets loaded to the DTD.   Using the up/down arrow keys to display the set to be sent, the user then presses the “ENTR” key to select it.  The DTD will next prompt whether to include the “QREF” (quick reference) or not.  If “Y” is selected, the DTD will next prompt want type of device the data is to be sent to.  Upon selecting the receiving device the DTD prepares the data for transfer, then prompts connect to the receiving device.  When the “SEND” key is pressed, the DTD will display a series of screens showing the status of the transfer until the prompt “Sending of SOI data is complete”.  Pressing the down arrow at this time will cause the DTD to return to the “Send to device” screen, where additional transfers can be conducted.


If the user selects “N”, when prompted whether or not to include “QREF”, the DTD will additional prompt whether the user wants to specify what groups and time periods are to be sent, and whether smoke and pyro signals should be sent.  
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After answering these prompt, the DTD will continue the normal send process with the prompt to specify the receiving device. 
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B.   TMPD  -  TIME PERIOD:  Allows the user to select the Time period (day) within the selected “Set” to view.  If the options are time periods 1-5 when this option is accessed, and the user desires to view time period “6”, the user must change to the “Set” that includes time periods 6-10. (Assuming 10 days worth of information has been loaded to the DTD.)  
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C.   GROUP:    As previously described, CEOI/SOI data is grouped together in what would appear on a single page.  Only one group can be selected at a time, and to change the group being viewed the user must enter the “GROUP” option and select the appropriate group to view. 


When “Group” is selected, the groups in the currently selected Set can be scrolled using the up/down arrow keys.  When the desired group is displayed, it is selected by pressing the “ENTR” key.  The user must then use the “ABORT” key to return to the SOI main menu.  
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In addition to providing the Group name and number that was assigned to the group when created in RBECS, the current Time Period and Set name are also displayed.


D.   NET:  The “NET” option cause the DTD to display the actual frequency / call sign information of the selected “Group” (CEOI page) and Time Period.   The information displayed includes the Time period (day), Net Name or Unit name if entry is for Call sign only, the call sign, CUE frequency, and Manual frequency.  Pressing the right arrow key will cause the frequency information on the bottom line to be replaced by the Call word if assigned to the item being viewed. (Left arrow key returns to the frequency information.) 


The information in the group (page) can be scrolled by using the down and up arrows.  The “P DN” and “P UP” keys will cause the DTD to jump to the last or first line, respectively.

Pressing the “ABRT” key will return the user to the main SOI menu.
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E.   SUFX  -  SUFFIXES AND EXPANDERS:  
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            This option allows the user to view the suffixes and expanders of the Time period selected.  When accessed, the user can scroll through the data line by line using the down / up arrow keys.  The sequence is the same as which the suffixes and expanders were created in RBECS and will be printed.  After the last suffix is displayed, the first expander will then be displayed.  

Using the “P DN” and “P UP” keys allows the user to jump quickly from suffixes to expanders and back again.   
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F.   PYRO  -  SMOKE AND PYROTECHNIC SIGNALS:  Allows the user to view Smoke and Pyrotechnic signals and their definitions.  When the type of signal is displayed (i.e. white smoke), pressing the right arrow key will then display the meaning of that signal.  If the meaning of signals are viewed, pressing the left arrow key will display the type signal for which the meaning applies.  The down / up arrow keys can be used to scroll either the meanings or the type of signal.   The “P DN” and “P UP” key will jump to the last / first signal or definition.  A Time period is not displayed for Smoke/Pyrotechnic signals as they are non-changing through an operation. 
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G.   C/s  -  Signs / Countersigns:   This option simply displays the Sign and Countersign (Challenge and Reply) for the selected time period.  Pressing the “ABORT” key will cause the DTD to return to the SOI main menu. 


H.   FIND:   Find is a search option which will allow the user to select the type of data (i.e.; frequency, call sign, call word) and a search string to which the DTD will search the selected time period for a match.  The search option includes “High Probability Search/Exact Match” feature.  This allows items to be identified even if the search criteria is not an exact match, or complete.  When the search option finds a “match” to the search and it is displayed, the “J” key can be used to continue the search in the remaining data to identify other occurrences of the criteria entered by the user. 
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I.   qRef (Quick reference):   Quick reference allows the user to store frequently used items, such as information for a particular net, smoke/pyrotechnic signal, ect .  This information stored to the quick reference area may provides faster access to the data then the normal method of changing Net Groups and scrolling many lines of data.  


With the Quick reference initially blank, the user adds items by pressing the “K” key when the item desired to be placed in quick reference is displayed through the normal search methods.  Up to 40 different data items can be stored in the quick reference, and may be from different “Groups”.  Selected items are stored in the order in which they were selected for inclusion in the quick reference. 

To view the various items in the quick reference, the arrow down / arrow up keys are used to scroll the information.  The “P DN” and “P UP” keys will jump to the last line and first line of qref data respectively.  After viewing a particular item in the quick reference, the user can use the “Abort” key to return to the main menu, or a hot key to jump to a different option. When the user returns to the quick, reference rather than displaying the first item in the quick reference, the last item viewed will be displayed.  Data displayed when the “QREF” is accessed is for the Time Period currently selected. 

 For example;  If the user presses the “K” key while the information for Regimental TAC 1 circuit is displayed for Time period “01”, all of that particular data will be stored to the “qref”.  If  the user then changes to time period “02” and now views the Regimental TAC 1 information in the quick reference, the information displayed for Regimental TAC 1 will be for time period “02”.   

   
To delete an item from the quick reference, the user simply presses the “DELE” key when the item to be deleted is displayed.


The “Quick Reference” pages that can be created in RBECS can not be loaded to the DTD.  The Quick reference in RBECS is totally different from the quick reference in the DTD.
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J.  MEMO:   This option allows up to four memos, each up to six lines of 22 characters to be typed in via the DTD key pad.  These memos can then be viewed at a later date, and can be transferred between DTDs.  When the MEMO option is accessed, the first seven characters of each memo is displayed.  To view a memo, the user simply presses the number (1-4) corresponding to the memo to be viewed, or highlights the desired memo and presses the “ENTR” key.  The first line of the memo will be displayed and the down arrow key can be used to scroll through the remaining lines.  Pressing the “ABORT” key when done takes you back to first memo screen. 

Memos are deleted when the DTD is zeroized, or a memo can be deleted letter by letter using the “DELE” key while the memo is being displayed/viewed .     

7.   RDS  -  (RBECS Data Transfer Device Software):   RDS is a shell program which merely simplifies access to the RADIO and SOI applications, and makes it more difficult to get to other options of the DTD.  When the DTD is used by radio operators in the field, it may be likely that they will only need access to the RADIO and SOI applications.  If this is the case, “RDS” can be selected as the default program.  When RDS is the selected program, the menu options provided are; “SOI”, “RADIO”, and an option called “Supervisor” which allows access to the DTDs main menu.     
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