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                                                                                            ANNEX D

STUDENT HANDOUT
HF / UHF

LEARNING OBJECTIVES:
1.  TERMINAL LEARNING OBJECTIVES:  Provided a mission, concept of operations and designated equipment, and references; supervise the operation of a single channel radio system in accordance with the references.  (2591.3.4)

2.  ENABLING LEARNING OBJECTIVES:  The Senior Course Training Section (SCTS) has received permission to omit published ELO's from its student handouts.  SCTS will continue to follow the ISS process in that the Program of Instruction (POI) will be used to determine training requirements, and that all tests administered will follow the ELO's contained within the appropriate POI.  All material within the lesson will continue to support the POI and ITS's.

BODY:                                                                                                  



AN/PRC-104B

1. [image: image1.wmf] Description – A lightweight radio transceiver that operates in the high frequency (HF) spectrum (See Figure 1).  It is designed to be carried and operated by one Marine in the manpack configuration, or can be configured for vehicular or fixed station use with the proper accessories.  With proper planning and employment, the AN/PRC-104 makes it possible to maintain long range communications using lightweight, portable equipment that is easy to install and use.

2. Characteristics:

a. Frequency Range – 2.0000 to 29.9999 MHz

b. Channel Spacing – 100 Hz

c. Channels of operation – 280,000

d. Emissions:

1) Voice

2) Secure Voice

3) CW (Morse Code)

4) TTY 

e. RF Power Output – 20 Watts

f. Antenna Tuning – Automatic (Three seconds average time for completion)

g. Power Requirement – 20 to 32 VDC

h. Rated Ranges (Distances approximate):

1) 10 miles over land with AT-271

2) 100 miles over water with AT-271

3) 0-300 miles with AS-2259

4) 1000 miles with dipole antenna

i. Sidebands – Upper and Lower (Use upper unless otherwise instructed)

j.   
Cipher Devices – KY-99 and KY-65 and also the KG-84C

3. Components:  There are numerous components for the AN/PRC-104, however, only the three main components will be described.  For specific details on the other components, see the SL-3 for this equipment.
a. RT-1209 (Receiver-Transmitter) – Receives and transmits single-sideband, amplitude Modulated radio waves (See Figure 2). 


[image: image43.png]



b. AM-6874 (Amplifier-Coupler) – Amplifies power output from RT to 20 watts, allows matching and tuning, and provides an antenna connector (See Figure 3).

[image: image2.wmf]
c. CY-7875 (Battery Assembly Case) – Houses two BA-5590 Lithium, or two BA-590 Nicad batteries which provides 20-32 Vdc for manpack operations (See Figure 4).
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 When latched together, the receiver/exciter is electrically interconnected with the amplifier/coupler via a built-in connector;  the battery pack power is connected to the amplifier/coupler.  The total weight of the assembled AN/PRC-104B (three units with battery) is 14 pounds, making a lightweight and easily carried package.


BATTERY PACK.  The radio set operates from a nominal 28-volt dc battery pack, with acceptable voltage input between 20 and 32 vdc.  It is normally latched to the other two units, but may also be connected to the amplifier/coupler via the 3-foot Electrical Power Cable Assembly CX-13031/Prc-104 (battery extender cable).  Battery types:  two 12-volt lithium BA-5590/U or

two NICAD storage BB-590/U.

MODES OF OPERATION


NORMAL COMMUNICATIONS-  For two way communications under normal circumstances, the radio set should be operated on V-TR.  This selection permits the radio to transmit and receive voice or cw on any of the 280,000 frequency settings.


RADIO SILENCE-  When field conditions require that no radio transmissions be made, the mode selected should be V-RCV or D-RCV.  These modes render the radio set passive and inhibit the modulator in order to prevent inadvertent transmission.


DATA COMMUNICATIONS-  When field conditions require transmitting and receiving data, the radio set mode selected is D-TR.  This mode permits two-way communication of coded data or teletype (TTY) between field sites.



AUDIBLE INDICATORS.  Five distinctive audio signals in the handset are provided to tell the trained operator much about the operational condition of the radio set. 



1) low battery indicator-  A repetitive clicking sound indicates that the battery voltage has fallen to less than 20 volts and that the battery is nearly exhausted.  The clicking sound will first be heard during a tune-up or voice transmission, and will stop when the PTT switch is released and the radio reverts to the receive conditions, where the battery drain is a minimum.  At this point, the battery retains enough charge to permit about one (1) hour of receive operation, with five or six very brief voice transmissions during the hour.  When the battery voltage falls low enough that the clicking sound is heard continuously in the receive mode, the battery must be replaced or recharged.



2)  power output indicator-  If, while transmitting, the operator hears his voice in the handset earpiece, he is hearing what is called sidetone.  The presence of sidetone guarantees that the radio set is actually generation an rf signal.  The absence of sidetone means the handset or radio set is defective.



3)  tuning indicator-  If the ANT SEL switch is in the BNC or whip position and the radio has just been turned on, the tuning operation will begin the first time the PTT switch is pressed.  A continuous 1-kHz tone will be heard in the handset during the tuning operation.  The PTT switch may be released until the tuning operation is complete.  When the tone ceases, an increase in receiver noise level (static) indicates that the antenna has been matched and that the radio is now receiving atmospheric noise.  If the tone ceases but the receiver noise level does not increase, the antenna is open, shorted or otherwise faulty.

                       4)  no-tune indicator-  If the tuning tone continues for a very long time (8 through 12 seconds) and a beeping sound is heard after the tuning tone stops the tuner has failed to tune and a tune-fault has occurred.  ( The beeping tune-fault tone will also be heard if the operator selects a frequency below 2 MHz).  
Turn the radio off and then back on and momentarily press the PTT switch to start a second attempt at tuning.  If a second tune fault occurs, the antenna is open or shorted or possibly not suitable for the frequency in use.  If all connections to the antenna are tight, no shorts are evident, and the antenna is free of obstructions, adjust the antenna length, clear the tune fault and attempt a retune.  If all efforts fail, the antenna tuner is defective.



5)  vswr indicator  -  If the antenna or its immediate environment is disturbed during a transmission, its impedance will change and a high vswr (unmatched) condition will occur.  The antenna tuner will measure the vswr at the beginning of the next transmission and will retune if the impedance change is permanent.  A short beep at the beginning of a transmission indicates a previous momentary high vswr condition but no permanent change and no retune.  A permanent change in antenna impedance will cause a retune when the PTT switch is pressed..

OPERATING CONSIDERATIONS 


GENERAL- This section provides information to assist the operator in selecting the proper antenna, frequency, mode and site for achieving best communication with this radio set.


The reliability and effectiveness of radio communications in the high frequency (HF) range is dependent on several factors:



1)  Type of antenna used



2)  Operating frequency selected



3)  Terrain around transmitting site  



4)  Time of day



5)  Geographic location and distance between stations



6)  Atmospheric conditions



7)  The effects of the ionosphere on radio waves


The radio operator can control, to some degree, only the first four or five of these factors.  The others affect propagation characteristics and background interference, and are beyond operator control.  The antenna and frequency are the most important factors under operator control, and should be selected to best suit the propagation characteristics and distance of the link.  Several frequencies will probably have been assigned from upper echelon.  They will have been selected in various portions of the band in order to allow a frequency change when propagation conditions change.


MANPACK OPERATION.  The basic manpack configuration consists of the radio set (three units), a whip antenna and an audio input/output device.  Antenna AT-271A/PRC is a 10-foot standard whip antenna that screws into Spring Section Antenna AB-129/PR (shock mount) which in turn screws into the antenna mount on the amplifier/coupler.  The whip antenna will be adequate for most short range requirements (less than 10 miles).  



The field environment, tactical situation, and range required determine the antenna selection.  If the radio set is to be used while on the move (manpack operation),  the whip antenna supplied with the antenna is used.  For most short range requirements using ground wave, the whip antenna will be satisfactory up to 10 miles over land.  However, over sea water, this antenna will provide reliable communications up to 100 miles.

[image: image4.wmf]WHIP ANTENNA-  Omnidirectional, easily and quickly assembled, limited range, 10                    miles over land, may be better under good propagation conditions.

`
FIXED-SITE OPERATION.  When the tactical situation permits, the effective range of the AN/PRC-104B may be extended by utilizing Antenna AS-2259/GR, the 15-foot near-vertical incidence skywave (NVIS) antenna, or a simple half-wave dipole. A two-foot long Radio Frequency Cable Assembly CG-3815/V (antenna base cable) is used to connect the NVIS Antenna Base AB-1241/PRC-104 to the BNC jack of the amplifier/coupler.


The Near Vertical Incidence Skywave (NVIS) twin dipole antenna can be used between 2 and 12 MHz to extend the range of the radio considerably by utilizing the "skip" phenomenon.  In this mode the radio waves are bounced off the ionosphere and back to the earth's surface providing coverage to 300 miles or more.  The twin dipole may be used at frequencies above 12 MHz, but automatic tuning may not work at all frequencies.  The nature of the dipole or NVIS antenna optimizes the skip effect but final results depend on existing propagation characteristics.


AS-2259-  Is Omnidirectional, however, requires fairly large clear area (60 square                                         feet), for proper erection, extended range 0 to 300 miles.

[image: image5.wmf]
HALF-WAVE DIPOLE-  Bi-directional, quickly assembled and erected, extended                                                                   range 0 to 300 miles and beyond.


QUARTER-WAVE

               SLANT WIRE-                 Bi-directional, quickly assembled and erected, range to                                                                    1000 miles.

[image: image6.wmf]             HALF WAVE DIPOLE                               QUARTER WAVE SLANT WIRE
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AN/GRA-50
[image: image8.wmf][image: image9.wmf]                                                                          

FREQUENCY  SELECTION


The primary considerations when selecting an operating frequency are the distance between the sending and receiving stations, and the time of day.  Other considerations are atmospheric conditions.  If rain or other precipitation is present, signals at the lower end of the hf  band may be degraded by atmospheric noise while the higher frequencies will  be affected to a lesser degree.  Therefore, higher frequencies will provide more effective communications in inclement weather.


The most useful phenomenon in radio wave propagation is the "skip" effect.  This effect occurs because the layers of the ionosphere become ionized by the ultraviolet radiation of the sun.  This level of ionization determines the highest frequency for skip over a given distance.  Generally, the higher the ionization level, the higher the frequency that can be used in "skip" mode and therefore the broader the range of frequencies available for use.


The following is a breakdown of the hf band and a general description of the behavior of each segment.  There are exceptions but the descriptions hold true in most cases.

2  thru  5  MHz is useful during daylight hours for intermediate and short range skywave communications and good for long range (several thousand miles)  during the night.

5  thru 10  MHz band is similar to the 2 thru 5 MHz band except long range communication is possible during daylight hours under good conditions (high sunspot activity).  

10  thru  15 MHz band is the best choice for reliable intermediate and long range communications during all propagation conditions.  During very low levels of sunspot activity, the band is not useful at night but improves greatly at dawn and holds up well until dusk.

15  thru  25 MHz band is highly variable and dependent on sunspot activity.  When conditions are good, it is useful during day and early night, but if sunspot conditions are poor, it may not be usable at all.  This band is suitable for short range  (less than 10 miles) surface wave communication using a whip antenna.

25  thru  30 MHz band is useful as a very short range communication band (less than 10 miles) and is excellent for long range ( several thousand miles) communication during good propagation conditions.  It is generally unusable for intermediate range communication.

SITE SELECTION


Site selection is particularly important for short range, ground wave communication.  The existing tactical situation determines how much of a selection is available.  Generally, the best communications are obtained if the transmitting site is clear of all obstructions, located in an area with good ground conductivity ( wet or plowed ground ) and as high ground as possible.  Several locations in the same general vicinity should be checked as possible sites.  A slight change in antenna location can make a substantial difference in effectiveness.

[image: image10.wmf]Avoid areas near sources of  electrical interference such as power lines, radar sets, field hospitals with X-ray machines, etc.  Also avoid large structures having metallic content - bridges, tanks, steel reinforced buildings, etc.  If enemy jamming is a possibility, the site should be selected so that a large object or terrain feature is situated between the radio and the jamming source.  This minimizes the effects of the jamming station and makes it more difficult to locate your transmitter using direction-finding equipment. 

AN/GRC-213A


The AN/GRC-213A (V)1 is configured for vehicles using Receiver-Transmitter RT-1209A/URC (RT), Radio Frequency Amplifier AM-6874/PRC-104 (amplifier / coupler), interconnecting cables, Speaker LS-454 (loudspeaker), Amplifier-Power Supply AM-7152/GRC-213 (amplifier-power supply), and a mounting base.

RADIO SETS
[image: image11.wmf]AN/MRC-138 & AN/GRC-193

1. 
Description:  A transportable, ruggedized tactical HF, single sideband radio set which provides voice, data, or teletype communications.  When describing the AN/MRC-138 in this section, all information also applies to the AN/GRC-193.  They are identical except the AN/MRC-138 is mounted in, and powered by a HMMWV, and the AN/GRC-193 is rack mounted and requires a power supply for fixed station operations.

2. Characteristics:  Most characteristics describing the AN/MRC-138 are identical to the AN/PRC-104 except for the differences listed below:

a. Transmitting Ranges – AT-1011 is indefinite; 0-300 miles with AS-2259

b. Power Requirement – 26.5 VDC

c. Power Output –  100 watts minimum or 400 watts maximum

d. Antenna Tuning – Automatic in 6 seconds after 60-second warm-up time.

e. Cipher Devices – KY-99, KY-65, and KG-84C

3. Components:  Consists of the following major components:



Power Amplifier AM-6545



Antenna Coupler CU-2064



Receiver Transmitter RT-1209



Amplifier Converter AM-6879



Rack, Electrical Equipment MT-6014

The Receiver-Transmitter RT-1209 is a miniaturized HF-SSb transceiver that provides control of frequency, mode selection, SSB transmit/receive switching, and tuning of the radio set.  The RT can be operated in the USB or LSB, voice or data modulation modes at any frequency from 2 to 29.9999 MHz, in increments of 100 Hz.  Audio connections are provided for a handset, headset, CW key or data inputs. The same used with the AN/PRC-104 

[image: image12.wmf]
The Amplifier-Converter AM-6879 contains an audio amplifier and speaker to provide audio output of signals received by the radio set.


Power Amplifier AM-6545 is an automatically tuned 100 or 400 watt high frequency amplifier designed for use with a single sideband (SSB) receiver-transmitter.  It is continuously tunable over the frequency range of 2 to 29.9999 MHz in response to bandswitching signals from the receiver-transmitter and the RF signal from the RT.  The unit amplifies the RF input from the RT to 400 watts average.  Primary power at 26.5 Vdc (nominal) is supplied from a vehicular electrical system or other source and is distributed from the power amplifier to the RT, amplifier converter and the coupler.  Fault indications are provided for self-testing the system and a meter is provided for monitoring output power and internal operating parameters.

[image: image13.wmf]Antenna Coupler CU-2064 automatically matches the impedance of an HF antenna to   frequency.  Matching is accomplished automatically in response to a tune start signal from the RT via the power amplifier and the application of the RF signal from the power amplifier.  The coupler provides a ready signal when tuning is completed.  
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COMPATIBLE  ANTENNA'S  FOR THE AN/MRC-138 AND AN/GRC-193



1.  AT-1011 ( 16 or 32.0 Foot Omni-Directional Whip )   Range:  Indefinite

                           (WTA-1 whip tilt adapter)  Can also be utilized.



2.  AS-2259 ( Near Vertical Incidence Skywave - Omni-Directional )  Range:

                            0 to 300 miles.


CIPHER DEVICES COMPATIBLE WITH AN/MRC-138 AND AN/GRC-193



1.  TSEC/KY-99



2.  TSEC/KY-65  



3.  KG-84C

AN/TSC-120
[image: image15.wmf]AN/PRC-113 ANTENNAS


DESCRIPTION-  The Communications Central AN/TSC-120 is a transportable HF communications terminal that provides data and voice communication.  The system is a lightweight, survivable, transportable system housed in a type S-788/G Lightweight Multipurpose Shelter (LMS) and can be mounted on a HMMWV.  When mounted, the system can operate in an AC or DC mode, and can be transported via a roll-on / roll off status within a C-130 aircraft.  The HF radio operates from 2.0 to 29.9999-MHz and provides worldwide data and voice communications.  The system operates with the Automatic Digital Network (AUTODIN) into DCS entry stations, the Digital Switched Network (DSN), and intratheater communications, as well as other HF radio systems.


In the DC configuration, the equipment remains stowed in the transport mode, and the whip antenna and coupler are installed.  For DC operation, the computer control unit, HF radio, audio panel, remote interface unit and optional KY-99 are operated from the HMMWV 24-V DC power system.  In the AC mode, primary power (120/208+/- 10% V AC, 3-phase, 5-wire,47 to 63 Hz, 10kW max), the sloping V antenna's, transmission line, and an auxiliary generator are connected through quick-disconnect connectors on external panels to allow the system to be connected to ground tie-lines.  The equipment is set to mission requirements and the remote interface panel is located in either a remoted mission control position or within the system shelter.  

SYSTEM LEVEL FUNCTIONAL DESCRIPTIONS


Four major subsystems adapt the system to varying mission requirements.


A.  DATA SUBSYSTEM

1.  The Data Subsystem consists of adapters and modems to convert most forms of data transmission into one that can be used on the HF radio net.  The subsystem is made up of voice frequency carrier telegraph (VFCT) adapters, a secure system, and multi-mode HF modems.



(a)  VFCT adapters- sixteen identical programmable adapters convert audio FSK data to MIL-STD-188-144 DC level data.  Each adapter will operate at a baud rate of 75 to 600.  Each adapter can be individually programmed using an external programmer.



(b)  In the system transmit direction, VFCT tone data from the signal entry panel is conditioned by line conditioners and then processed by the adapter according to the parameters set by the module.  



(c)  In the system receive direction, digital data from the HF modem is processed by the parameters set in the programming module.  The VFCT audio data is conditioned by line conditioners then goes to the DC patch panel.


2.  The Secure Rack (AUTODIN Operator Terminal) contains the elements to send protected data and audio through the HF radio net for DCS entry or secure TTY traffic.  The rack consists of a KG-84 for data encoding device.  An AUTODIN interface connects the computer and the printer to the KG-84.  The computer serves as a compiler and storage for the secure rack. The printer provides hard copy data.



(a)  KG-84 encrypts/decrypts data from the black to the red data.  Either a KG-84A or KG-84C can be used in the system.



(b)  AUTODIN INTERFACE- The AUTODIN interface serves as a terminal controller, linking the AN/TSC-120 with the AUTODIN network for DCS entry.  Functions of the interface are blocking format conversion and message flow control for AUTODIN modes I, II, and V.  The interface processes incoming messages according to their precedence and security classification.  Transmitted messages are stored and transmitted on a first in first out basis.



(c)  PRINTER-  The printer is a TEMPEST ruggedized dot matrix printer.  A parallel connects it to the ACU.  Data from the ACU computer is converted into printed copy. 



(d)  AUTODIN CONTROL UNIT-  The ACU is a TEMPEST laptop MS-DOS computer with disk stored software to operate and monitor AUTODIN interface, The ACU memory will store messages for transmit and messages received.  Stored messages can be sent to the printer.



(e)  HF MODEMS-  Convert MIL-STD-188-144 data to audio data for transmission on the HF radio.  The HF modem is controlled from the system computer.  The modem operates in different modes to interface with various other types of modem systems.


B.  AUDIO SUBSYSTEM

1.  The Audio subsystem connects secure audioand telephone audio to the HF radio.  It consists of an optional secure voice encryption device.  KY-99 audio interfaces microphones, handsets, headsets, etc.  



(a)  KY-99-  encrypts/decrypts audio from the connected handset to the HF audio line.  The KY-99 is powered by DC voltage from the PA when the system is operated in either the AC or DC mode.



(b)  STU-5M  Telephone converts two (2) wire telephone voice and signaling information to four (4) wire information for the HF radio.



(c)  TA-838 Field Telephone is a self contained 2 wire or 4 wire telephone system.  It can be used for local net communications within a tactical radio system.



(d)  AUDIO CONTROL PANEL  monitors the audio received and transmitted by the HF radio.  One or all of the transmit / receive sideband can be monitored.  Connections for a microphone of CW key are available on the panel.


C.  RADIO SUBSYSTEM

1.  THE RADIO SUBSYSTEM has four independent sideband (ISB) channels.  The radio operates either simplex or duplex and is controlled by a computer control unit (CCU).  The CCU, in conjunction with an EMP protected remote interface unit, can operate the radio from inside the shelter or at a remote located up to ten miles away.  Modes of operation include AM, CW, ISB, and FM. 



(a)  AUTOMATIC LINK ESTABLISHMENT modem is a self contained processor which can control the radio subsystem.  When enabled, the ALE will send messages to other ALE equipped radio systems in order to establish the " BEST " radio transmission paths.  Data to and from ALE is automatically patched into the radio.  When disabled, the ALE has no effect on the channel.  ALE can be patched into any other sideband, but must be in the same sideband as other radios at receive end.  UNINTENTIONAL XMTR KEYING, DUE TO AUTOMATIC LINK ESTABLISHMENT (ALE) SYSTEM, CAN INITIATE TRANSMIT WITH OUT OPERATOR ACTION IN RESPONSE TO INCOMING CALLS, OR DUE TO AUTOMATIC SOUNDING.  THE RADIO MAY RADIATE AT THE ANTENNA WITHOUT WARNING.  IF SERVICING THE ANTENNA, EITHER DISABLE THE ALE, INHIBIT ALL TRANSMISSIONS, OR DISABLE THE POWER AMPLIFIER UNTIL THE ALE IS SET AS REQUIRED AND THE ANTENNA SITE IS CLEAR. 

D.  CONTROLLER / MONITOR  SUBSYSTEM


(a)  AUXILIARY PANEL primary use is to connect the CCU control/monitor bus to the system equipment during remote operation.  When the CCU is mounted outside the shelter, the auxiliary panel has line modems to provide a long distance (up to 10 miles) connection path to the system.



(b)  COMPUTER CONTROL UNIT (CCU) is a laptop MS-DOS computer that operates and monitors the HF modems, receiver/exciter, ALE, and the power amplifier.


E.  ANTENNA'S   Two types of antennas are provided with the system; Whip and Sloping Vee.



(a)  SITE SELECTION.  A favorable antenna location should be the first consideration in selecting a site to operate.  The site should be reasonably level, higher than the surrounding terrain.  The shelter/vehicle site should be reasonably drained and capable of supporting the system and vehicle.  The three sloping vee antennas require a roughly rectangular area approximately 1,000 ft one each side.  The area should be free of trees, power lines, and other obstructions within 50 feet of the antennas.



(b)  SLOPING  VEE's are used as both transmit and receive antenna's.  The antenna balun is mounted at the apex of the antenna (top of the 40 foot telescoping mast).  15 foot masts support the element ends.  An experienced crew of three will require approximately 30 minutes to erect the sloping vee antenna.



(b)  WHIP antenna is used for both transmit and receive.  The antenna is a jointed unit which screws together and is mounted on the shelter mounted base.  AT-1011, (top 4 sections only) 16 foot whip antenna for transmitting and receiving signals in the DC mode.  The Whip antenna connects through an antenna coupler unit when in use.  The whip antenna and coupler cannot be used to transmit in excess of 400 watts RF power.  



F.  GROUNDING
1. Grounding the AN/TSC-120 requires driving the 15 grounding pegs into the ground at approximately 4 foot intervals; starting near the shelter.  Pegs must be driven in far enough to hold the cable tightly between the peg and the ground.
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G.  DCS  ENTRY


(a)  Marine Corps units have a variety of reasons for accessing a DCS gateway they include but are not limited to the following:




1.  Unit level training




2.  Routine quarterly HF system training




3.  Participation in Operational Readiness Evaluations and / or Operational                                         Readiness Inspections.  




4.  Operator proficiency training in DCS Gateway Entry procedures and                                            DCS extension and activation into tactical switched networks and / or                                             terminal equipment.




5.  Scheduled Exercises




6.  Contingency Operations



(b)  The DISANMOC CONEXPLAN provides the information, guidance, and direction to support DCS HF entry operations for Joint Staff, CINC, and service controlled transportable communications facilities.  These provisions are restricted to WESTHEM.  Refer to DISA-PAC and DISA-EUR CONEXPLANS for PAC/EUR intratheater capabilities.



(c)  DISANMOC / DOQ controls and manages three CONUS HF Entry gateway stations and associated contingency trunks and tail circuits.  The DCS HF facilities located in CONUS are:  




1.  DCS ANDREWS 




2.  DCS PUERTO RICO




3.  DCS Stockton Ca. (a receive site with transmitters near San Diego)


ANNEX I Appendix 1 to 4 DISANMOC CONEXPLAN 10-94 has a listing of the complete capabilities of the above stations.



(d)  Due to the demand on DCS HF resources, it is imperative that each user provide a detailed comprehensive and accurate DCS HF support request.  The following is an example of a REQUEST FOR DCS GATEWAY ENTRY.  Requests must be submitted in USMTF Format.

FM USER
TO DISANMOC WASHINGTON DC//DOQ//
USAFFREQMGTCTR WASHINGTON DC//USAF FMT-09//
JTP USMCEB WASHINGTON DC
INFO  AS REQUIRED
BT
CLASSIFICATION
MSGID/GENADMIN/      USER PLA   //
SUBJ/REQUST FOR CONUS HF DCS ENTRY//
REF/A/DISANMOC/ DTG OF DISANMOC MSG REQUESTING QTRLY RQMTS//
REF/B/DISNMOC CONEX PLAN 10-93//
NARR/REF A IS THE DISANMOC (DOQ) REQUEST FOR QUARTERLY HF DCS ENTRY GATEWAY REQUIREMENTS INPUT. REF B IS THE DISANMOC CONTINGENCY AND EXERCISE SUPPORT PLAN DATED XXXXXX//
RMKS/
1. IAW REFS A AND B, REQ CONUS DCS ENTRY GATEWAY ACCESS FOR XXQTR CYX. THE FOLLOWING INFORMATION IS PROVIDED IAW REF B:
A. IDENTIFICATION OF OPERATING UNIT AND PARENT COMMAND: (PROVIDE COMPLETE PLAs.)
B. PRIMARY/ALTERNATE SERVICE DATES (COMPLETE DATE-TIME-GROUPS).
C. DESIRED DCS HF ENTRY STATION (PRIMARY/ALTERNATE).
D. EMISSION DESIGNATOR:
E. TYPE OF TERMINAL COMMUNICATIONS SHELTERS/VANS/FIXED:
F. TYPE OF TERMINAL EQUIPMENT: (UCG'S, ETC.)
G. DATA MODE OF OPERATION: (75BD MANUAL INDIRECT AUTODIN ACCESS OR 300BD MODE I DIRECT AUTODIN ACCESS) (See Annex D, Appendix 1 CONEXPLAN)
     (1) TYPE OF MODEM
     (2) TYPE OF CRYPTOGRAPHIC EQUIPMENT:
     (3) FOR 300BD MODE I INCLUDE
         (A)  SECURITY CLASSIFICATION
         (B)   SPECIFY CONTINUOUS OR BLOCK- BY- BLOCK OPERATION
         (C)  TRANSMISSION LINE IDENTIFICATION: (YES/NO)
         (D)  EQUIPMENT DESTINATION CODE E, G, AO, AC, ETC.
         (E)  NARC (S) REQUIRED (YES/NO)
H. VOICE OPERATION:
    (1) SPECIFY TYPE OF TACTICAL SWITCHBOARD:
    (2) SPECIFY TYPE OF SIGNALING DEVICE:
I. LIST REASON FOR/PRIORITY OF MISSION (SEE ANNEX C AND EXAMPLE BELOW:
    (1) JCS OR CINC SPONSORED EXERCISE ETC 
    (2) OPERATIONAL READINESS INSPECTION/EVAULATION
    (3) ROUTINE TRAINING
J. POC (S) INCLUDE COMMERCIAL AND DSN NUMBERS FOR BOTH THE TACTICAL (DEPLOYED) UNIT AND PARENT COMMAND.//
DOWNGRADING INSTRUCTIONS (AS REQUIRED)

(e)  Upon approval of the Request for HF DCS entry DISANMOC / DOC will transmit to the user a response called HF MISSION DIRECTIVE MESSAGE.  This message is DIRECTIVE IN NATURE and specifies required user / DCS station coordination and programming requirements.



(f)  The following is an example of an DISANMOC / DOQ HF MISSION DIRECTIVE MESSAGE.

FM DISANMOC WASHINGTON DC//DOQ//
TO TACTICAL USER 
ASSIGNED DCS HF ENTRY STATION
ASSIGNED DCS AUTODIN SWITCHING CENTER
DISA WESTHEM AUTODIN CONTROL SYRACUSE NY//ASQNK-NA//
INFO JOINT STAFF ICP MANAGER MACDILL AFB FL
HQ AFFREQMGTA WASHINGTON DC//USAF FMT-09//
DISANOC WASHINGTON DC//DONC//
OTHER INFO ADDEES AS APPROPRIATE
BT
CLASSIFICATION (AS APPROPRIATE)
MSGID/GENADMIN/DISANMOC WASHINGTON DC//
SUBJ/HF MISSION CXXX-94 TACTICAL USER
REF/A/RMG/USERPLA/DDHRMIZMONYR/-/NOTAL//
REF/B/RMG/DISANMOC WASHINGTON DC/DDHRMIZMONYR//
REF/C/CON/DISANMOC DOQ/UNIT DAYMONYR//
REF/D/DOC/DISAANMOC CONEX PLAN 10-93//
NARR/REF A IS USER PLA REQ FOR HF DCS ACCESS. REF B IS CONUS HF ENTRY SCHEDULE FOR XXX QTR CY-XX THROUGH CHANGE XX. REF C IS MISSION COORDINATION TELCON BETWEEN DISANMOC DOQ (RMC  PIEREC)/USER PLA USER NAME . REF D IS DISANMOC DOQ CONTINGENCY AND EXERCISE SUPPORT PLAN DTD XXX XX.//
RMKS/1 IAW REFS A THROUGH C TACTICAL USER WILL ACCESS ASSIGNED DCS ENTRY STATION FOR REASON FOR ENTRY FROM XXXXXXZ XXX XX TO XXXXXXZ XXX XX. HF TACTICAL EQUIPMENT FOR 75 OR 300 BAUD DATA CIRCUIT FIELDED
  A. AN/TSC-120 COMMUNICATION SHELTER
  B. AN/UGC-XXX TERMINAL EQUIPMENT
  C. KG-84X CRYPTO EQUIPMENT
  D. XXXXXXXX MODEM
  E. XXXXXXXX SWITCHBOARD
  F. XXXXXXXX SIGNALING DEVICE
ACTIVATION/OPERATING PROCEDURES AND REPORTING REQUIREMENTS ARE IAW REF D AND THIS CALL OUT DIRECTIVE.
2. FOR ASSIGNED DCS ENTRY STATION: REQUEST THE FOLLOWING ACTIONS: 
   A. ACTIVATE ON-CALL TRUNKS/CIRCUITS PER TAB C OF APPENDIX 1, ANNEX B REF D.
        1. ASSIGNED HF/ISB TRUNK, MODE OF OPERATION.
        2. A-1 SLOT -CCSD, VFCT TRUNK XX/XXXXX, TONE DIVERSITY MODE FOR CCSD (LOAD ROUTING INDICATOR XXXXX TO CIRCUIT CCSD, XXXXXX MODEM AND TSEC/KG-84X SECURE TO DCS STATION FOR AUTODIN REFILE.
        3. B-1 SLOT - CCSD, DCS (DSN) VOICE TO XXXXXXX TECH CONTROL
   B. PROVIDED PATCH CAPABILITY FOR DCS VOICE CIRCUIT CCSD
   C. UPON TERMINATION OF THE EXERCISE, CONTACT DISA WESTHEM AUTODIN CONTROLLER TO DETERMINE ROUTING INSTRUCTIONS FOR ANY BACKLOG TRAFFIC ADDRESSED TO '"ASSIGNED SEVEN LETTER ROUTING INDICATOR/NARC"
3. FOR TACTICAL USER:
    A. PRE-EXERCISE COORDINATION WITH DCS STATION IS REQUIRED TO CONFIRM EXERCISE OBJECTIVES AND IF REQUIRED ARRANGE ANY SPECIAL SUPPORT NOT ADDRESSED BY REF D. A "PRE-COORDINATION " MESSAGE SHOULD BE TRANSMITTED AS SOON AS POSSIBLE.
B. CONFIRM AL TELEPHONE COORDINATION . INCLUDE DISANMOC WASHINGTON DC//DOQ// ON ALL MESSAGES CONCERNING THIS ENTRY..
C. ARRANGE TRAFFIC LOADING OF EXERCISE CIRCUITS AS OUTLINED IN REF D.
D. ADVISE DISA WESTHEM AUTODIN CONTROLLER OF PREPLANNED AUTODIN ALTROUTE REQUIREMENTS PRIOR TO START OF EXERCISE.
E. ADVISE JOINT STAFF ICP MANAGER MACDILL AFB FL OF YOUR 'INTENT TO USE' INTERTHEATHER COMSEC PACKAGE (ICP) SOFTWARE. SUBMIT MESSAGE AT LEAST TEN (10) DAYS PRIOR TO ICP USE DATE, TO INCLUDE IDENTIFICATIONS OF SHORT TITLE, EDITION, ETC.
F. ENSURE A FREQUENCY REQUEST MESSAGE IS ACCOMPLISHED UPON RECEIPT OF THIS CALL-OUT DIRECTIVE AND SENT TO HQ AFFREQMGTCTR WASHINGTON DC//USAF FMT-09//.
4. GENERAL PROCEDURES
A. AN FTA-28 (OR EQUIVALENT SIGNALING DEVICE ) IS REQUIRED TO PROVIDE DSN INTERFACE CAPABILITY FOR TACTICAL TERMINALS TO/FROM HF DCS ENTRY STATION SWITCHBOARDS.
B. VFCT SYSTEMS, IF USED , WILL BE CONFIGURED TO OPERATE MARK LOW (-42.5) SPACE HIGH (42.5).
C. EXISTING DSN SUBSCRIBERS INITIATE TELEPHONE CALL TO THE TACTICAL TERMINAL BY CALLING THE SWITCHBOARD AT DCS STATION (PHONE NUMBER) AND ASK FOR EXTENSION XXXXXXXXX.
D. TACTICAL USERS CALL OPERATOR AND REQUEST DSN ACCESS NUMBER.
E. ROUTING INDICATOR 'XXXXXXX' WILL BE USED FOR EXERCISE TRAFFIC AN TTY CIRCUIT CCSD.
5. MISSION AFTER-ACTION REPORTS ARE REQUIRE NO LATER THAN SEVEN WORKING DAYS FOLLOWING MISSION COMPLETION. SPECIFIC DETAILS ARE CONTAINED IN DISSANMOC CONEX PLAN XX-XX.
6. DSN COORDINATION DIRECTORY:
    DISANMOC DOQ                                             286-5413/222-9479
    DISANMOC SYSTEMS CONTROL OFFICER (SCO)                    222-2714/2060
    DISA WESTHEM AUTODIN CONTROL                              489-9415
    ASSIGNED DCS STATION HF ENTRY COORDINATOR             XXX-XXXX
    ASSIGNED DCS STATION TECH CONTROL                     XXX-XXXX
    ASSIGNED DCS STATION CRYPTO                           XXX-XXXX
    ASSIGNED DSN SWITCHBOARD                              XXX-XXXX
BT
(g)  An HF Exercise AFTER ACTION REPORT will be submitted by both the DCS entry station and tactical user elements after each HF entry exercise.  A sample report format is shown in Appendix 4 Annex I DISANMOC CONEX PLAN 10-93.
H.  THE FOLLOWING DIAGRAM SHOWS HOW THE AN/TSC 120 WILL NORMALLY BE DEPLOYED:
[image: image17.wmf]   

 HF RADIO DCS  SYSTEMS
 
(a)  HF radio for multi-channel voice and message systems was once an important

link for long-haul international communications connectivity into the DCS.  With the increased reliability

and higher signal quality of multi-channel and single channel satellites, use of HF DCS systems has declined considerably over the past ten years.  In 1992, the Air Force reviewed the HF DCS systems with emphasis on reducing the number of HF sites worldwide.  In March of 1994, final recommendations for closings and realignment were forwarded.  



Recommended reductions were based on the cost of maintaining and operating long-haul HF DCS facilities, the large land areas used, and the minimal amount of use by all services.  Current plans will retain the following CONUS HF DCS entry sites:



Andrews AFB, MD.  



Puerto Rico



Stockton Ca. (a receive site with transmitters near San Diego)

The Air Force hopes to keep a site open on the West Coast, but base closings have delayed the selection.


In Europe, ther will be three sites:  



Incirlik, Turkey (USAF)



Croughton, U. K. (USAF)



Sigonella, Italy (Navy).


In the Pacific, the operational sites are:



Guam (Navy)



Japan (USAF)



Diego Garcia (Navy)


The question of service responsibility for the Pacific sites is still unresolved.


In recent years, the Army and the Air Force have seen major reductions in HF equipment inventory at lower echelons.  This is due to increased use of UHF single and SHF multichannel satellites.  The increased Navy and Coast Guard reliance on satellites may eventually eliminate most HF DCS stations, with the possible exception of the Pacific.  The Coast Guard will require HF DCS access longer than any other service.


During Operations Desert Shield/Desert Storm, five DCS entry systems were pressed into service.  These stations were primarily used for transmission of low priority calls during the initial phase of Desert Shield; later in the operations they were seldom used. Operation Restore HOPE, on the other hand, showed that HF DCS entry may still be a viable option, scarce.


With the drawdown of forces, lack of use and the operational costs, HF DCS entry will probably disappear.  Until it does, planners should view HF DCS entry as possible alternative to UHF satellite communications.  

                        The AN/PRC 113(v)3.  AND AN/VRC-83                                                                         

           1.  The radio set AN/PRC-113(V)3 is a small, lightweight manpacked configuration of the RT-1319(v)HQ receiver-transmitter. Some features include: single connector to interface with the handset or encryption device; automatic narrow band wideband switching; keyboard control and LCD frequency/mode display; memory of last selected frequency in a nonvolatile memory when "frequency" mode entered either from preset or radio On/Off. The PRC-113(v)3 is compatible with TSEC/KY-57 in baseband. It is used primarily for forward air control, ground-to-air communications. The RT-1319(v)HQ incorporates HAVE QUICK ECCM capability.


2.  The AN/VRC-83 Vehicular  Radio.  This is the most common UHF vehicular radio used to support SC and HAVE QUICK communications in the Marine Corps.  The AN/VRC-83 augments the RT-1319B with Radio Amplifier AM-7176A.  In addition to the low and high power modes of the RT, the AN/VRC-83 system offers a power amplified (PA) mode (30 watts) for long range transmissions.  


a,  Technical Characteristics.


1)
Modulation: 


Amplitude Modulated (AM)


2)
Emission: 


voice, secure voice,  Data


3)
Frequency range: 

116MHz  to 149.975MHz (VHF) or







225.000MHz to 399.975 MHz(UHF)


4)
Channels of operation: 
1360(VHF), 7000(UHF)


5)
Channel spacing: 

0.25 MHz (25KHz) 


6)
Power requirement: 

24 VDc (2 BA-5590)
                        7)       Power Output: 

                                   AN/PRC-113                           2 watts (Low) 

                                                                       10 watts (High)
                                   AN/VRC-83                            2 watts (Low)
                                                                                   10 watts (High)
                                                                                   30 watts using pwr amp
3..  Compatible Equipment for the AN/PRC-113(v)3.  



1.ANTENNAS: AN/PRC -113                                                          
      

 

  UHF antenna, short PRC-113
                     
  VHF antenna, short PRC-113


  Dual purpose antenna, short PRC-113 , 

[image: image18.wmf]
2.  AN/VRC-83:                   




AS-390/SRC:  AN/GRC-171                                                                                                                                  

      


AS-3588/GRC:  AN/VRC-83
                                   AT-197A/GRC:  AN/GRC-171
                                    AT-803/VRC:  AN/GRC-171 OR  AN/VRC-83
[image: image19.wmf]                                  VHF/UHF dual port antenna, vehicular
3. CIPHER DEVICES:





TSEC/KY-57



TSEC/KY-99

e.  NORMAL  MODE.  Like older UHF radios, HAVE QUICK radios can broadcast and receive AM transmissions based on a single frequency, commonly called single channel (SC).  The SC function on HAVE QUICK radios is called normal mode.  Although designed to perform frequency hopping  (FH), HAVE QUICK retains the normal mode to communicate with SC-only systems.  Normal mode also provides a means for FH radios to establish contact with each other if the resources needed to conduct FH are unavailable or disrupted.  Normal Mode is the only means by which  HAVE QUICK radios can communicate with older UHF equipment, including ALLIED SYSTEMS.


HAVE QUICK radios are channeled differently from older UHF SCRs.  This fact is a planning consideration when building  or reviewing a CEOI.  HQ II radios provide more than twice as many channels as most older UHF SCRs because frequency channels are set 25 kHz apart.  Most older UHF SCRs and some Allied SCRs can be set only in 50-kHz increments.  Communications between HAVE QUICK radios and these equipment's will have to occur on a frequency ending in .x50 or .x00 MHz  (where x = any digit).  Some Marine HAVE QUICK radio models provide SC access to the VHF band and/or frequency modulation.  VHF channels on these HQ II radios are also set 25 kHz increments may also be necessary to communicate with Allied or older type US radios.  

HOMING SOURCE in Normal Mode.  The AN/PRC-113 and AN/VRC-83 radios can be used to transmit a signal that a tactical aircraft can locate.  This function, labeled DF, is only effective using NORMAL mode on the radio and plain text (PT) mode on the COMSEC equipment (if attached).  All aircraft with HAVE QUICK radios installed, and some with other UHF-AM radios, have the capability to locate this signal.  This technique may be useful for rescue operations: however, use of the DF signal in a threat environment risks interception.  NOTE:  THE DF TONE TRANSMITTED BY THE RT-1319 ALSO SERVES TO PASS TOD.


f.  ACTIVE MODE.  The FH function, called Active Mode, makes HAVE QUICK different from other UHF radio systems.  The active mode makes HAVE QUICK radio transmissions resistant to jamming.  In order for the enemy to jam, monitor, or insert false information into UHF transmissions, the threat equipment must identify an operating frequency and maintain that identification.  The Active mode constantly changes the frequency on which a HAVE QUICK radio is operating.  HAVE QUICK radios operate in the same net hop simultaneously.  The series of frequency changes (hops) have no discernible pattern.  Active Mode will be used during Marine Corps tactical operations.  Active Mode is particularly suited for passing information during jamming operations.


g.  FILL.  Information required for FH operation (or the process of loading this information) is called fill.  HAVE QUICK requires fill to perform active mode and COMSEC operations.  The equipment normally used to load fill data into a HAVE QUICK radio system is called a fill device.  The AN/CYZ -10  Data Transfer Device (DTD) is an example of a fill device.The fill can also be manually loaded.


HAVE QUICK fill data consists of net numbers and WODs.  Net numbers are loaded into presets and used much like SC presets.  A single WOD can be loaded into the upper - most six presets.  Six WODs can be loaded into data buffers.  WODs are distributed on paper tapes with the first element labeled "CH14/34" and the last element labeled "CH00/20/40".  Even though the procedures for loading a WOD into HAVE QUICK radios differ between nomenclatures, the WOD elements must be loaded in the correct order for synchronization to occur between radios.


HAVE QUICK can receive or pass ECCM, Time, and COMSEC fill information from a variety of sources.  Each fill technique has advantages and limitations.  Presently there are two fill techniques:  exchange by physical linkage, and exchange by radio transmission.  


1.  Physical Linkage-is the current Marine Corps fill devices for HAVE QUICK , this                        includes:   AN/CYZ-10 DATA TRANSFER DEVICE

                                 AN/PSN-11  PLGR



         TSEC/KYK-13 ELECTRONIC TRANSFER DEVICE



         TSEC/KYX-15  NET CONTROL DEVICE



         TSEC/KOI-18  GENERAL PURPOSE TAPE READER


2.  Exchange by Radio Transmission-  Two kinds of HAVE QUICK related DATA can be  passed by radio transmission:  TOD and TEK:

                                  MICKEY is the procedure to pass the TOD. (this will be discussed                                                  later). 




Over The Air Rekeying  (OTAR) is the technique used to transmit                                                COMSEC fill from one COMSEC device to another.  HAVE QUICK radios can support OTAR  can only update the TEK used in COMSEC. OTAR requires that the same KEK be loaded in the sending and receiving COMSEC device.  OTAR was formerly termed SAVILLE Advanced                                              Remote Rekeying (SARK) Automatic Rekeying (AK), or Manual Rekeying (MK) in electronic publications.           


h.   INDIVIDUAL FH FILL DATA.  HAVE QUICK radios that are synchronized in time and that use the same net number and WOD can successfully communicate in the active/plain text mode.  Apart from any COMSEC requirements, HAVE QUICK requires the following information before operating in the active mode:

                NET NUMBER...  frequency (ies) on which the signal will be passed


    WOD ...  sequence and rate by which the signal will hop from one frequency to                                              another.


      TOD...  current time.


i.  NET NUMBER.   The NET NUMBER determines the set of frequencies on which a signal will be passed during operations in the active mode.  This set of frequencies is called a Hopset.  Not all hopsets give equal protection to jamming.  Generally, three factors increase the effectiveness  of a hopset:





1.  the number of frequencies used





2.  the separation of the frequencies from each other.





3.  the separation of the frequencies from those of other nets.


The MAGTF frequency manager assigns net numbers to nets based on their relative requirement for jam resistance.  The operator enters the desired net number, in place of a SC frequency, on the face of a HAVE QUICK radio or control.  The net number is a 6-digit alphanumeric code expressed as a variable  AXX.XYY.


a.  First Character.  The first character "A" is presently (since fielding HQII) a constant                   representing active mode.  This convention prevents the net number from being                            confused with a  frequency setting expressed in MHz.  If HQ IIA is fielded, it will also                  accept a "B" as the first character to access nets unique to HQ IIA. 


b.  Middle Three Numbers.  "XX.X" is a 3-digit variable (000-999) that uniquely                             identifies  a net.  The CEOI provides a Marine Corps Forward Air Controller (FAC)                     with a net  number to direct helicopters.The middle three digits of this net number are                    unique within a specified time period.


c.  Last Two Numbers.  "YY"  is a 2-digit variable that determines the frequency table to                   be used.  A given HAVE QUICK frequency table contains a subset of all the                                  frequencies to which a radio can tune.  Frequency tables are embedded in HAVE                           QUICK radios.  Each successive generation of HAVE QUICK radios offers more                          frequency tables than the previous generation.  Each frequency table cross- references                   net numbers to the frequencies allocated for use.

                 The values for "YY" representing the four HAVE QUICK frequency tables are:



...  00 for HQ I operations



...  25 for (all HQII, HQIIA  FM)  NATO/Europe area operations



...  50 for (all HQII, HQIIA  FM)  non-NATO/Europe operations



...  75  for (future) HQIIA  FAST FH (FFH) operations only

Net number assignment is not arbitrary.  Assignment of appropriate net numbers deconflicts the frequency spectrum.  It minimizes the use of the same frequency on different nets.  To further reduce the chance of Electromagnetic interference (EMI), the net number also establishes a minimum separation between the nearest frequencies used for nets.

j.  WORD OF DAY.  The method by which a HAVE QUICK radio hops from one frequency to the next is determined by a multi-digit code called the Word Of Day.

    a.  TRANSEC VARIABLE:  The WOD is the Transmission Security Key (TSK) or TRANSEC variable, for HAVE QUICK.  Given a net number, the WOD determines the timing and sequence of frequency changes in active mode. The WOD does not perform a COMSEC function, even though both operational and training WODs are presently distributed through COMSEC accounts on paper tape.

b.  WOD  Format  The WOD consists of 6 to 36 digits, broken into elements of 6 digits each.  Each 6-digit element is in the same format as a UHF frequency, for example , 303.000.  HAVE QUICK radios read WOD elements as codes, not as discrete frequencies.  Each WOD element is stored in a preset on the radio.  Up to six presets are used to store an entire WOD.
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c.  MWOD format.  HQII and HQIIA can accept MULTIPLE Words of Six WODs.  Each MWOD has a Day  of Month (DOM) designator.  The DOM allows Marine Corps HQ II radios to automatically cycle to the appropriate WOD.

The most important consideration when using WOD is that all members of the same net share a common WOD for a given day.  This is true whether training or operational WODs or MWODs are used.  Training WODs should not be used for operations because they offer minimal protection from jamming.  Operational WODs are normally reserved for operations or select MAGTF-approved training events.


k.  Time of Day.  A HAVE QUICK radio must be synchronized with all of the distant stations with which communications by active mode is desired.  If the radio does not remain synchronized, communications will not be possible in the active mode.  TOD is the time , established by the NCS, to be used on radios within the net for synchronization.  TOD consists of two parts: precise time and DOM.  Most HAVE QUICK radios are not able to display precise time to the operator. DOM, sometimes called Operations (OP) day, can be equal to a number from 1 through 31 to express the calendar day.  The procedure used to pass this signal is called a MICKEY.

MICKEY is the procedure used by an NCS to transmit TOD to another HAVE QUICK radio.  This is desirable when a net member has no direct access to a universal time source or if the NCS has decided to operate the net on a TOD other than universal time.  Unlike SINCGARS, the HAVE QUICK radios internal clocks are not automatically updated when a transmission is received from the NCS.  MICKEY is an overt process requiring the cooperation of the receiving radio operator.  NOTE:  MICKEYS MUST BE TRANSMITTED USING PLAIN TEXT MODE.
Time loading equipment, either the PLGR or SLGR are used to provide TOD to HAVE QUICK radios.  Both devices provide UCT by passively receiving signals from any GPS satellite.  The Operator performs a transfer procedure by connecting a cable, provided with the GPS equipment,

 to the radio requiring TOD.

Clock drift involved in all HAVE QUIC radios is a major planning factor.  Even after synchronizing, clock drift makes the practice of radio silence for extended periods (several hours) less desirable.  The lifting of radio silence using FH transmission may not be heard by all net members due to clock drift.  To be effective, resynchronization must be a routine, probably scheduled, process.


l.  Communications  Security.  HAVE QUICK radios may be used with COMSEC equipment based on SAVILLE logic.  No matter what type of device is used, equipment based on SAVILLE logic requires two critical pieces of information to set up a secure link:  



a.  Traffic Encryption Key

                        b.  Key Encryption Key

These COMSEC keys are a type of fill data.  Unlike the WOD, COMSEC keys are loaded into a COMSEC keys are loaded into a COMSEC device, not the radio.

Traffic Encryption Key  (TEK)---  The TEK is a set of computer instructions governing the encryption or decryption of a message.  Since the same TEK always produces the same pattern of encryption, HAVE QUICK radios can receive a transmission secured with equipment based on SAVILLE logic.  With the seemingly random behavior of such an encrypted signal, predicting the pattern is almost impossible for the threat.  To secure HAVE QUICK normal or active mode transmissions, both the sending and receiving radios must share common TEK.

Key Encryption Key  (KEK)---  The KEK is a set  of computer instructions governing the encryption or decryption of a TEK.  It is necessary to prevent compromise when transmitting the 

TEK using Over The Air Rekeying (OTAR).  The KEK is never transmitted.  A COMSEC device loaded with an identical KEK will automatically decrypt a TEK received over the air.  


m.  Data Transfer Device  (DTD).  The AN/CYZ-10 Data Transfer Device is the primary Marine Corps fill device.  The DTD can receive, store, and transfer data between other DTDs, HAVE QUICK  and other radios, SAVILLE COMSEC devices, and computers including the AN/UYK-83 and the Lightweight Computer Unit (LCU).  Its primary purpose is to transfer fill data, including WOD and COMSEC data.  

Software installed on the DTD varies from service to service.  This difference in software allows service specific functions to be performed.  Operating instructions are therefore not universal.  Marine Corps DTDs use the Revised Battlefield Electronic Communications Electronic Operating Instructions (CEOI) System (RBECS) DTD Software (RDS) to support HAVE QUICK operations.  

[image: image21.wmf]NOTE:  FOR THE DTD TO CORRECTLY LOAD WOD INTO THE AN/PRC-113 OR AN/VRC-83, A SPECIAL INTERFACE DEVICE MUST BE USED.  THIS DEVICE IS CALLED MXF - 109.
[image: image22.wmf]Transferring fill data should always be transferred by secure means.  WOD can be transferred to another PC directly over a Local Area Network or a Wide Area Network using STU-IIIs at each end, or it can be physically transferred by disk.  Using either DS-101 or RS-232 protocol, fill data can be transferred over a cable directly to a DTD

n.  Use Of Traffic.  Radio traffic using HAVE QUICK consists of either voice or data.  To support EMCON, the length and number of transmissions using HAVE QUICK radios should be kept to a minimum.

Data communications is a more recent and growing means of communicating.  HAVE QUICK radios can only pass data from one radio to another.  External devices must be used to generate and interpret such data.  For example, the AN/PSC-2 DCT can pass text and map information among other DCT users having HAVE QUICK radios.  A PC, like the AN/GYQ-73 LCU, can pass digital traffic using a Tactical Computer Interface Module (TCIM).  



1.  Advantages of using data communications can provide a technological edge over a less sophisticated threat.  More than just a different scheme of communications, data in digital form creates opportunities unavailable to voice traffic.  Digital data can be processed by computers, including Marine Corps data devices, and can be switched or routed automatically.  To maximize the use of available circuits, it can be divided into packets.  Each packet can be sent over a different path and can be reassembled at a common destination.

Digital data can be compressed for briefer transmission or smaller storage.  Digital data can be repeated and compared automatically to detect errors introduced during transmission.  The various formats used by machines to pass data is one more barrier the threat would have to overcome to make use of any intercept.  If managed well, data communications can support a great amount of coordination among units.



2.  Disadvantages besides requiring extra equipment and training, data can be lost if the interfaces between machines and people are not carefully constructed.  Without constraints or discipline, the ability to pass huge amounts of data can create an unmanageable flood of information at the receiver.  Data transmission is sensitive to interference, particularly interruption by competing traffic on the net.  The effective transmission range of data by UHF SCRs is limited.  While secure data communications can be nearly impossible for the threat to decrypt, the threat can record transmissions and rebroadcast them at a latter time to confuse or harass net members.



3.  HQ II radios used by Marine Corps ground units do not process data digitally.  Data can be passed through them but cannot be manipulated by the radio.  Unlike SINCGARS, these HQII radios can not alter data rate nor perform additional error correction other than that supported by the data communications equipment used.  The maximum data rate is determined by the HAVE QUICK radio model being used.  



4.  Error correction schemes used by data devices can restore some data to its original form.  Digital messages can, however, have an all or nothing character.  Data devices may reject a message entirely if interference has corrupted the data.  Mixing voice and data on the same net may result in poor message completion.  Dedicating  nets for data traffic can reduce this potential for interference.  Short range, high power, low data rate transmissions have the best chance for message completion.  

There is a cost associated with low data rates.  The slower a message is sent, the longer it takes to get there.  So the lower the data rate, the higher the effective traffic rate.  As the traffic rate increases, so does the chance that Marine Corps stations will be detected by threat DF.  Low data rates and their corresponding high traffic rates also increase the chance that  Marine Corps stations will interfere with each other.  When this interference occurs, traffic rates may increase even further as the data devices repeat (respoll) the message.

To Communicate Effectively using data communications on HAVE QUICK radios




...  ensure that the target data device can interface with the source data                                                 device





...  ensure that a compatible data rate is selected for both data devices and                                         that it does not exceed the maximum rate supported by the model of                                                HAVE QUICK radio being used.





...  ensure the net is free of ongoing  traffic




...  ensure that the date and time of the received data message is current to                                         avoid hostile rebroadcast




...  balance the need to limit the number and length of transmissions with                                           the lower bit error rates achieved by slower data rates.


o.   Marine Tactical Command and Control System:  This system of computers and communications equipment's used to create, exchange , process, and manage C2 information.  MTACCS can be used to exchange an unprecedented amount of automated information across the battlefield.  MTACCS has systems fielded or under development in the following areas:



1)  GROUND C2



2)  AVIATION C2





3)  COMBAT SERVICE SUPPORT 



4)  INTELLIGENCE


p.  Role of HAVE QUICK Radios in MTACCS.
 HAVE QUICK radios can be used to exchange MTACCS information.  Current plans envision that each functional area in a tactical command post (CP) will have a personal computer (PC) workstation.  Within the CP, the PCs will be linked together by wire using a Local Area Network (LAN).  Communications with MTACCS PCs in distant CPs will be through a Message Router.  The Message Router will send each message to an appropriate communications system based on factors such as message classification and device availability.  

While Large CPs may be augmented with Satellite Communications (SATCOM) systems, smaller CPs  will be limited to Single Channel Radio (SCR) systems.  HAVE QUICK radios are the UHF system for the Marine Corps.  
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ANNEX D

STUDENT HANDOUT

KY-99

LEARNING OBJECTIVES:

TERMINAL LEARNING OBJECTIVES:  Provided a mission, concept of operations and references, and commander’s guidance, operated the KY-99 with the appropriate equipment.  

ENABLING LEARNING OBJECTIVES:  The Senior Courses Training Section (SCTS) has received permission to omit published ELO’s from it’s student handouts.  SCTS will continue to follow the ISS process in that the Program of Instruction (POI) will be used to determine training requirements, and that all tests administered will follow the ELO’s contained within the appropriate POI.  All material within the lesson will continue to support the POI and ITS’s.

BODY

1. Description

The KY-99 is a lightweight terminal capable of secure or plain text half-duplex reception and transmission of voice, data or rekeying over narrowband radio or wireline facilities via an external modem.  It provides secure voice and data terminal with both digital and analog capabilities.  The KY-99 meets all operational requirements, including nuclear survivability, reliability, and the capability to operate in extreme environments.  It accommodates low data rate modes and a point-to-point mode.  The KY-99 has both on line and off line built in test (BIT) capabilities.

2. Characteristics

a. On Line Configuration – The KY-99 is capable of cipher text operation in the following modes:  High Frequency (HF), Line of Sight (LOS), and Black Digital Modes.

1) The HF mode includes Net Voice, Point-to-Point, Voice, Net Data (300, 600, 1200, 2400 BPS), and Saville Automatic Re-Keying (AK) or Manual Keying (MK).

2) The Line of Sight mode includes Net and Point-to-Point Voice, Net Data at 2400 BPS only, and SARK AK or MK.

3)  The Black Digital modes are Net voice, Net Data and SARK AK or MK.

b. Off-Line - Plain Text operation is possible in HF and LOS modes, but not in Black Digital mode.

c. Power Requirements – Primary power and standby power are both required for Ky-99 operations.

1)  Either one BA-5590 or one BB-590 provides primary power.

2) Standby power is provided by either one BA-1372 or BA-5372.

3. Components  (Required, but not supplied)

a. Handsets – H-189, H-250, or H-350

b. Ancillary Devices :

1) TSEC/KOI-18

2) TSEC/KYX-15

3) TSEC/KYK-13

4) CYZ-10 (DTD)

c. Z/AIJ Battery Case or HYP-57 Vehicular Power Adapter

d. Primary power battery (BA-5590 or BB-590) and standby power battery (BA-1372 or BA-5372)

e. Fill Cable (ON512424)

4. Functional Description

a. Modem Processing – The word “modem” is a contraction of the compound word modulator-demodulator.  Transmission lines (both wire and radio) are designed to carry analog or voice signals.  Therefore, all KY-99 digital signals must be converted into a signal that is acceptable to wireline and radio use.  The modem processor is used to convert digital signals to analog signals for transmission.  When the KY-99 is used in the Black Digital configuration, an external modem must be used to connect wirelines for encryption with the KY-99.

b. Voice Processing – Voice transmissions are normally carried by analog signals.  When communications security is required, the voice signal is converted to a digital data stream so that it can be input to the COMSEC module.  This voice processor employs analog-to-digital and digital-to-analog converters to interface the analog signals with the COMSEC module.

c. The COMSEC module accepts digital plain text information from the voice processor and outputs digital cipher text information to the modem processor for transmission.  At the receiving KY-99, the COMSEC module accepts and decrypts cipher text to provide plain text to the voice processor.  The COMSEC module receives preamble information to synchronize with the transmitting KY-99.

5. Controls, Indicators, and Connectors

a. OFF/VOL Control – Two position rotary switch that controls the operating power and volume level to the unit.

b. INIT (Initiate) Switch – Pushbutton switch that activates the mode selected on the LED display.

c. RIGHT ARROW – Pushbutton switch that selects the display field to be changed.

d. UP ARROW – Pushbutton switch that changes the display fields.

e. LED Display – Dot matrix LED display that indicates KY-99 operational status, operator error, and prompts.

f. MODE CONTROL SWITCH (Function) – Five position rotary switch that enables the selection of various on-line and off-line operations.

1) CT (Cipher Text) – Enables encrypted voice and data signals to be transmitted and received.

2) PT (Plain Text) – Permits uncoded analog voice signals to be passed to/from the KY-99 and the communication channel by bypassing the COMSEC module.

3) RK (Receive Key) – Permits automatic and manual rekeying in the ON-LINE operating mode.

4) OFF-LINE – Enables the operator to perform the following functions:  Locking/unlocking, key loading and updating, alarm testing, zeroize selected keys, adjusting display brightness and signal levels, and select either internal or external clocks.

a)  The OFF-LINE function menu consists of the following:  TEST, KEYS, DISPLAY, LOCK, and INFC.

5) Z ALL – Zeroizes all stored keys in the KY-99.  This function is active whether the KY-99 has been powered or locked.

g. AUDIO Connector (J1) – Six pin connector that provides audio or data input/output when connected with voice mode handsets or data mode digital devices.

h. FILL/DATA Connector (J2) – Six pin connector that connects the key fill devices (KYK-13, CYZ-10, etc.) and the KY-99. Use of a fill cable is recommended.

i. Radio Connector (J3) – Thirteen pin connector which provides connection to the HF/UHF/VHF radio or an external modem.  Depending on the connected equipment and the cable programming, this interface provides for transmit/receive cipher text (CT) or plain text (PT) input or output, push to talk signaling, CT detect signaling, digital data clock signals, and HF, LOS, or Black Digital mode selection.
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6. Modes of Operation

a. Cipher Text (CT) Operation – Three KY-99 cables allow cipher text operation:  One wired for High Frequency (HF), one for Line of Sight (LOS), and one for Black Digital operations.  These cables will be required for all operations and must be locally fabricated.  The pin-outs for these cables can be found in the reference (TM 09726-13).  The following modes can be implemented in cipher text which are listed in the table below:

                         HF
                               

LOS
                                                

BLACK DIGITAL

VOICE                          


VOICE


                                                  VOICE


NET                                 


NET                                                      



NET


PTP


    -






DATA                             


DATA                                                    



DATA


2400 bps


                          2400 bps


                                               2400 bps


1200 bps


                              -



                                                        1200 bps


600 bps


                                -                                                          



600 bps


300 bps


                                 -



                                                         300 bps


REKEY                            


REKEY                                                  


REKEY









NOTE:  SEE SET-UP/OPERATING INSTRUCTIONS IN THE TM FOR STEP-BY-STEP PROCEDURES.

1) HF Modes:

a) Net Voice – Used for cipher text or plain text operations on a voice only net.

b)  Net Data – Used for cipher text or plain text operations on a digital net.  The data rate must be manually entered (300, 600, 1200, 2400 BPS).

c) Point-to-Point – Enables secure voice transmission while maintaining cryptographic synchronization between two KY-99 terminals during periods of non-transmission.

d) Receive Key – This mode includes both Automatic Re-Keying (AK) and Manual Re-Keying (MK).  A CYZ-10 or KYX-15 is required for these operations.

e) Voice – Used for most normal operations when operating on a secure voice net.

2) Line-of-Sight (LOS) Modes are identical to the HF modes except for one difference:  2400 BPS is the only rate useable for Net Data operations.

3) Black Digital Modes available are Net Voice, Net Data, and Receive Key as described in the HF modes of operation.  When performing Black Digital operations, an external modem may be connected to the KY-99 for use in a secure wireline network.

REFERENCES:

TM 09726-13  TSEC/KY-99
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