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ANNEX D

 STUDENT HANDOUT
SINCGARS
LEARNING OBJECTIVES                               
  
TERMINAL LEARNING OBJECTIVE:
Provided with a mission, concept of operations, commander's guidance, automated planning tools, and references; plan a single channel radio system which will support the concept of operations per the commander's guidance and references.   (2591.1.10)

ENABLING LEARNING OBJECTIVE:  The Senior Course Training Section (SCTS) has received permission to omit published ELO's from its student handouts. SCTS will continue to follow the ITS process in that the Program of Instruction (P0I) will be used to determine training requirements, and that all tests administered will follow the ELOs contained within the appropriate P0I. All material within the lessons will continue to support the P0I and ITS's.

REFERENCE:

1.  FMFRP 0-41  Talk II SINCGARS, Multi-Service Communications Procedures for   

     SINCGARS
2.  CJCSM 6230.04  Manual for Employing RBECS

3.  ULSS-001991-15  SINCGARS User's Logistic Support Summary

4.  TM 11-5820-890-10-1 Appendix F  SINCGARS with AN/CYZ-10, ANPSN-11, STU,     
     FHMUX Operator's Manual

5.  TM 11-5820-890-10-2  Pocket Operator's Manual

6.  TM 11-5820-890-10-7  Net Control Station (NCS) Pocket Guide

7.  TM 11-5820-890-10-8  Operator's Manual, SINCGARS

8.  I MEF SINCGARS SOP

1.  SINCGARS AND FREQUENCY HOPPING: SINCGARS (Single Channel Ground and Airborne Radio System) is a VHF-FM radio system developed to provide resistance to electronic counter measures  (ECM).  SINCGARS is capable of providing voice or data circuits, and will become the primary means for tactical VHF communications, supporting Command and Control from MEF to Squad level operations.  The employment of  SINCGARS involves new support systems and concepts developed to maximize the capabilities of the system.  Most of the new concepts associated with SINCGARS are centered on the ability to "FREQUENCY HOP". 


A.   FREQUENCY HOPPING: Frequency Hopping (FH) is a method of transmission where the radio automatically changes frequencies in constant and rapid succession using a pseudo-random pattern. In order for this to occur, there are four elements or variables which all radios on the circuit/net must have.. These are;

                        NET ID  - A designated frequency on which the signal will begin to hop                                 

           HOPSET - A list of frequencies the signal can use to hop on

           TSK    - A pattern the signal can use to hop on

           NST    - Synchronized time

B.   TERMINOLOGY:


1).  HOPSET: A Hopset is a set of authorized frequencies which a SINCGARS circuit/net will utilize to hop on.  Although SINCGARS radios will change frequencies about 100 times per second, the number of frequencies in a Hopset will vary.  As a rule of thumb, a Hopset should contain at least 100 frequencies.  The more frequencies in the Hopset, the greater the 

ECCM effect achieved.  



2).  TSK- TRANSMISSION SECURITY KEY: The Transmission Security Key is the actual pattern that SINCGARS radios utilize when hopping on the given frequencies or Hopset.  The TSK (sometimes referred to as a TRANSEC variable) provides ECCM (Electronic Counter Counter Measures), but DOES NOT ENCRYPT THE SIGNAL.  The TSK is not communications security (COMSEC) information, nor does its use make the channel secure. 

The TSK is a pseudo-random stream of numbers. This stream of numbers is needed by SINCGARS to select which frequency to use in any given instant in time. The same TSK always produces the same pattern. These numbers and their corresponding frequencies seem to be in no specific order. A timely prediction of their pattern by the threat is almost impossible.  



3).   NET SYNCHRONIZATION TIME (NST): NST provides a common time reference for synchronized employment of the same Hopset and TSK.  Failure to remain synchronized will prevent communications in FH mode. SINCGARS has a clock which may be read from the face of the radio. Time is displayed by SINCGARS as the last two-digits of the Julian date, the hour, and the minute. It is also possible to view the time in minutes and seconds. The radio can have unique time settings for each channel (net) selection. SINCGARS FH operation requires synchronization with a tolerance no greater than + or - four seconds.  




4) Net Identifier (Net ID):  The net ID is a three-digit numeric code and  serves to determine where a specific FH circuit begins hopping on the frequencies of the Hopset while using the given pattern.  Changing the Net ID that a radio SINCGARS radio is operating on is synonymous with changing the frequency on non-frequency hopping radios.  



5) ELECTRONIC COUNTER-COUNTER MEASURES SET (E-SET): An E-SET is simply all information required to compose a single FH radio channel or net.  An E-SET contains a Hopset,  a TSK, and a net ID.  E-sets do not contain time or COMSEC keys.  E-sets are stored in both the DTD (as part of a loadset) and in SINCGARS individual FH channels. An E-set provides a unit of information that can be loaded into a SINCGARS radio more quickly than loading the individual data items separately.


6) LOADSET:  A loadset is a complete SINCGARS radio fill package which is created in RBECS and stored in the DTD.  A Loadset provides all the information needed, in one package, for secure (Cipher Text) FH operation. A Loadset contains both FH data and COMSEC

keys together.  Loadsets do not contain time but time may be included in a radios fill process concurrent with the loadset's download to a RT-1523B.




a.) COMSEC:  As discussed earlier, a frequency Hopping net provides ECCM, but does not provide security against other forms of enemy exploitation of our signals.  Even with a frequency Hopping net the requirement to use Cryptographic encryption still exists.  With the Marine Corps ICOM (Integrated COMSEC) radios, the crypto hardware is built into the radios, but like other crypto systems, crypto variables must be used.  Using the SAVILLE COMSEC standard, SINCGARS radios are totally compatible with other systems using KY-57 or KY-58 VINSON encryption devices.  The cryptographic capabilities of SINCGARS is the same as with VINSON, including the use of TEKs, KEKs, and has the ability of OTAR or SARK operations.





1.) TRAFFIC ENCRYPTION KEY-TEK: TEKs encrypt normal voice and data traffic. To secure SC or FH transmissions, both the sending and receiving radios must share a common TEK. TEKS are always classified. TEKs can be passed electronically over-the air by a NCS using Saville Advanced Remote Keying (SARK) procedures. The TEK is normally loaded into the SINCGARS RT from an ANCD, or other COMSEC fill device, if desired. A TEK may be loaded into all six channels of the RT, or channel 6 may be reserved for OTAR use (KEK). Normally, the same TEK is loaded into channels 1-5, but any TEK can be loaded into any channel. If, for example, it is necessary to communicate with elements of a different division, you would load their TEK into the channel you intend to use for that net. Although not used often, the SINCGARS radio offers the operator the ability to move TEK's from channel to channel. The process of moving the TEK is referred to as "scrolling".





2.) KEY ENCRYPTION KEY - KEK: KEKs are used for encrypting TEKs in SARK operations. It is necessary to prevent compromise when transmitting the TEK using Over-The-Air Rekeying (OTAR). An ICOM SINCGARS or external COMSEC device loaded with an identical KEK will automatically decrypt a TEK received over the air. A KEK is always classified. Unlike a TEK, KEKs can not be transmitted over the air. 



7). ERF - ELECTRONIC REMOTE FILL: ERF (sometimes referred to as ECCM remote fill) is the only technique used to transmit (by radio broadcast) FH data from one SINCGARS to another. FH data consists of Net-ID, hopset, TSK and Net Standard Time (NST). ERF does not pass COMSEC information. Once the target radio has the correct working TSK, it can be filled remotely using ERF procedures. This technique can be used to open a net, add a new member, or update the data being used by a net member. ERF is an invaluable tool for synchronizing a radio with the NCS clock during FH operations. In all cased, the NCS leads the calling station through ERF procedures. COMSEC keys can not be transferred in an ERF.
 



8).  COLD START: Prior to the fielding of ANCDs and PLGRS, the Cold Start procedure was the primary method of net opening. A Cold Start is a means of opening a Frequency Hopping net in which net operators are required to load COMSEC key and FH data into their radios in preperation for the Cold Start ERF. Each receiving radio must have a TSK loaded in order to receive other required FH data by ERF. This is not the preferred method of opening a FH net.    



9).  HOT START: Hot Start is the means of opening a Frequency Hopping net in which net operators load all required COMSEC, FH data, and sync time from their ANCD and merely check into the net at a prescribed time. This is the preferred method for opening a FH net.



10).  PASSIVE LATE NET ENTRY: Passive Late Net Entry is a method of resynchronizing a net radio whose internal clock has drifted beyond the +/- 4 seconds from the NST.  For a radio to have a successful Passive Late Net entry, the radios clock must be within 60 seconds from NST, and all other FH elements / variables must match the FH net. (i.e. Hopset, TSK, Net ID).  Each time the NCS transmits, the radio internal clock is updated closer to the NST.   



11).  CUE FREQUENCY: A CUE frequency is used exclusively to signal the NCS of a SINCGARS FH net. Used when the calling station has a non-FH radio or has lost contact with the FH net. Transmitting in the Plain Text mode on the CUE frequency causes a light on the face of the NCS RT to flash, the word "CUE" to appear in the display, and  a 150-Hz tone to sound. CUE calls will not work if the transmitting radio is in the Cipher Text mode. a single channel frequency used by a station that does not have the ability to join a frequency hopping net in the FH mode, to signal (or CUE) the Frequency Hopping net.   




12).  MANUAL FREQUENCY: A Manual Frequency is a SC frequency and designated channel used for transmission and receipt of ERFs. 
2. SINCGARS EQUIPMENT:
a.  GENERAL:   SINCGARS is a family of radios, which contains many configurations to support different applications.  Although components may vary between the different    configurations, all of the ground SINCGARS radios are based on the RT-1523( ) Receiver/ Transmitter.  There are four versions of the RT-1523; The RT-1523, RT-1523A, RT-1523B and RT-1523C.  The current TM 11-5820-890-10-8 should be referenced for specific differences between versions.  

All of the Marine Corps SINCGARS radios are ICOM (Integrated COMSEC) radios, therefore eliminating the requirement for external COMSEC equipment.  SINCGARS COMSEC is based on the SAVILLE standard and are compatible with VINSON family COMSEC equipment such as the KY-57 and KY-58.  Because COMSEC is built into the radios, Marine Corps SINCGARS radios are CCI (Controlled Cryptographic Item) and require appropriate safeguards as such.   

b.   CHARACTERISTICS :   SINCGARS radios are capable of operating with older VHF equipment in the SC mode, but care must be taken to ensure that the capabilities of the older radios is not exceeded.  This includes; Frequencies used have a 50 KHz Channel spacing, Frequencies used are at or below 75.95 MHz, and the older VHF equipment is set to "NEW SQUELCH" only.

   Frequency Range -----------------------------------------------------------------30-87.975Mhz

   Channel Spacing  -----------------------------------------------------------------25 Khz

   Number of operating channels --------------------------------------------------2320

   Modulation -------------------------------------------------------------------------FM  

                                                                                                                     
   Mode of operations --------------------------------------------------------------SC or FH, PT or CT 

   Preset channels; -------------------------------------------------------------------Six SC frequencies                                                                                                                                .                                                                                                                      and/or Six Net ID's

                                                                                                                       plus Cue and Manual                                                                                                                          .                                                                                                                      frequencies

   Frequency Offset capability ---------------------------------------------------- +/- 5 or +/- 10 KHz

   Power Output --------------------------------------------------------------------- 500 microwatts (LO)

                                                                                                       
               160 milliwatts (MED)










                                                                                                                     4 watts (HI)                                                                                                                                      .                                                                                                                     50 watts (amplified)               

 Capable of voice or data communications  (Provides standard data rates of 600, 1200, 

   2400, 4800 and 16,000 bps).  


c.) PLANNING RANGES: The planning ranges listed below are based upon line of sight and are average for normal conditions.  Range depends on location, sighting, weather, and surrounding noise level, among other factors.  Use of OE-254 antenna will increase the range for both voice and data transmissions.  Enemy Jamming and mutual interference conditions will degrade these ranges.  In data transmissions, use of lower baud rate will increase range.
1.) VOICE TRANSMISSION MAXIMUM PLANNING RANGES:
[image: image1.wmf]


2.)   DATA TRANSMISSION MAXIMUM PLANNING RANGES:
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C.  CONFIGURATIONS:  As previously stated, the different configurations of SINCGARS radios are based on the RT-1523( ). With the many vehicle configurations, the addition of various components distinguishes the type of configuration and its basic capability.       


Primary differences between configurations is achieved by the use of power amplifier(s) making the configuration "Long Range", and by adding components necessary to dismount the radio (such as Battery box, and ALICE Pack) allowing a radio to be removed from a vehicle and used as a Manpack variation.  "Short" range vehicular configurations have the same range as the manpack AN/PRC-119.  The mounting Adapter used in vehicle configurations does not increase the power out of the RT. Only the use of a power amplifier will increase the power output of the radio.
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SINCGARS Configurations
 It is important to note that in configurations that use power amplifiers and multiple RTs, the amplifier(s) is associated with a specific RTs.  Although a RT can physically be cabled to any amplifier in the vehicle, cabling an amplifier to the wrong RT will damage the equipment.
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1).   AN/PRC-119A: The AN/PRC-119A is the direct replacement for the AN/PRC-77.  The AN/PRC-119 uses a BA-5590 battery for a power source.  The AN/PRC-119 has two component antennas; the AS-3683 (short) and the AS- 4266 (long).   Extreme care must be taken as the current whip antenna (AS-4266) was not designed to be used as a mobile antenna, and breakage of the antenna is common when this antenna is used other than at a fixed site.

AN/PRC-119
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2).  AN/VRC-87A and AN/VRC-87C: The AN/VRC-87A & C are both vehicular mounted, "Short" range radios.  The primary difference between the two is that the VRC-87A uses a Mounting Adapter, and the VRC-87C uses a Power Supply Adapter.  

AN/VRC-87A and AN/VRC-87C



3). AN/VRC-88A and AN/VRC-88C:The AN/VRC-88A & C are identical to the AN/VRC-87s, with the exception that manpack equipment is supplied to allow the radio to be dismounted from the vehicle. In its dismount configuration, it is identical to a AN/PRC-119.
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4.) AN/VRC-89A: The use of two RTs and one Power Amplifier makes the AN/VRC-89A capable of one Long range and one Short range.  The AN/VRC-89 does not include components to dismount a radio. 
AN/VRC-89A and AN/VRC-91A


5).  AN/VRC-91A: The AN/VRC-91A is similar to the AN/VRC-89, but the components to dismount one of  the radios is provided. 
[image: image11.wmf]


6).  AN/VRC-90A: The AN/VRC-90A uses one RT and one power amplifier, making it a Long Range radio. It does NOT contain components to use dismounted.

AN/VRC-90A



7).   AN/VRC-92A: With two RTs and two power amplifiers, the VRC-92 is capable of supporting two long range circuits.

            
 
8).   AN/MRC-145:  The MRC-145 is identical to the VRC-92 with the exception that the VRC-92 can be mounted into many vehicle types, while the AN/MRC-145 includes a soft top HMMWV as a component of the radio system.  The MRC-145 serves as a C2  vehicle or retransmission station. 
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9).  AIRCRAFT SINCGARS RADIOS: There are various Airborne SINCGARS radios, all operationally compatible with Ground radios.  Air Force uses the term "HAVE SYNC", which is synonymous to SINCGARS. All Marine VHF frequency hopping radios installed in aircraft are based on the RT-1556. This RT is currently available in only one system, the  AN/ARC-210. All tactical Navy and Marine aircraft are scheduled to receive this radio. It will replace older VHF systems currently in use in Navy/Marine aircraft. The Army and Air Force are procuring limited numbers of the AN/ARC-210 as well. The RT-1556 does not have integrated COMSEC. However, the existing TSEC/KY-58 secure device will provide security for all AN/ARC-210 radios. The RT can be controlled by either a radio set control (C-11896, C-11897, C-11898) or by a standard flat-panel display (MIL-STD-1553B data bus). RT-1556 was designed specifically for flight requirements. It generally has more capabilities than SINCGARS. It tunes across a greater portion of the spectrum, is capable of Amplitude Modulation (AM), and offers more channels. The AN/ARC-210 capabilities include:




 ---Guard channels at 121.5 MHz and 243.0 MHz
 ---25-kHz channelization 

---Data rates up to 32,000 bits per second
---25 channels for SINCGARS FH or SC nets               

 

---Power output is 15-22 watts for FM and 10-15                     watts for AM
[image: image12.wmf]
AN/ARC-210

              The AN/ARC-201 is the U.S. Army's SINCGARS for aircraft. It should not be confused with the similar nomenclature, AN/ARC-210, which is a completely different system for Navy and Marine aircraft as explained earlier. The Army's AN/ARC-201 appears in three basic configurations, each based on one of three RT series; RT-1476, RT-1477, and RT-1478. A version designator of "A" for the system nomenclature signifies that TSEC/KY-58 is installed aboard the aircraft to provide COMSEC capability. Nomenclature  without alpha character version designators do not have VHF COMSEC available aboard the aircraft. None of the AN/ARC-201 versions have an inherent ability to interface with data devices. The CV-3885 Data Rate Adapter must be installed to interface with systems such as TACFIRE  
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3.   MAJOR COMPONENTS OF MARINE CORPS SINCGARS SYSTEMS
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Amplifier-Adapter, AM-7239/VRC

[image: image16.png]SCRU
BINDING

HOLDING
LATCH

HOLDING
LATCH




Mounting Base MT-6352/VRC

[image: image17.wmf]AS-3900

AS-3916

OE-254


Battery Box CY-8523A/PRC

4. ADDITIONAL EQUIPMENT DEVELOPED FOR SINCGARS:

The following equipment was developed for SINCGARS and has been issued to Marines. The equipment includes 


a).  ANTENNAS:   Antennas which where used with the old VHF equipment, such as the RC-292, AS-2851 and AS-2236, can be used with SINCGARS radios, but these antennas are not designed to be used across the 30 to 87.975 MHz band that SINCGARS radios are capable of.  With this in mind, these older antennas will sufficiently support SC operations, but may loose efficiency if used with SINCGARS in the FH mode, or with frequencies above 76 MHz.  Antennas that have been specifically created for SINCGARS are listed below.




1.) AS-3683/PRC: A flexible 1-meter base-fed whip.




2.) AS-4266/PRC: A 3-meter base-fed whip composed of collapsible rigid elements with a spring base.




3.) AS-3900:  A vehicular antenna, 3 meters long and base fed whip.




4.) AS-3916/VRC: The Survivable Low-Profile Antenna (SPLA) is a 2-meter base-fed whip. It is extremely thin, yet tough enough to provide survivability on armored vehicles and TOW HMMWVs.

[image: image18.wmf]


5.) OE-254 Antenna Group: A transportable antenna with a 12 meter mast providing longer communication ranges.

SINCGARS Vehicle and Transportable Antennas


b).  REMOTE CONTROLS FOR SINCGARS: The AN/GRA-39 can be used to remote SINCGARS radios, although two devices were developed specifically to provide SINCGARS with remote control; the Secure Remote Control Unit (SRCU) and the Control Monitor (CM). 

[image: image19.png]





1).   SECURE REMOTE CONTROL UNIT (SRCU) C-11561(C)/U: The SRCU is a CCI (Controlled Cryptographic Instrument) remote made specifically to control SINCGARS.  The SRCU provides a optionally secure link of up to 4 KM from a remote location to the distant RT.  The SRCU and the RT are connected using field wire via the binding posts on the amplifier-adapter or battery box.  The SRCU appears and operates almost identically to the RT.  An exception to the capabilities is the loading of ECCM fill.  Only the RT itself can receive  a ECCM fill.  COMSEC data is loaded into the SCRU and FH data is loaded into the RT.  No COMSEC data is loaded into the RT. One SRCU can only remote One RT.
RCU Front Panel
[image: image2.wmf]



                  2).   CONTROL MONITOR (CM) C-11291/VRC: The CM is made specifically to control SINCGARS from a vehicle station.  It is used in vehicles such as Tanks, in which the radio operators have no direct access to the RT.  The link between the CM and the RT is not secure, and the CM is not CCI.  A single CM can control up to three RTs.  Conversely, two CMs can be used to control the same RT.  The CM is power by the vehicle.
C-11291/VRC CONTROL MONITOR  (CM)
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               3.) LOUDSPEAKER LS-671/U: The LS-671 has more capabilities than older loudspeakers.  Volume can be changed at the loudspeaker.  A light indicates the power selector switch is on.  A handset can be plugged directly into the face of the speaker.  A 50ft extension cable is available.  It can be used with a RT or SRCU.

LS-671/U Loudspeaker
4).   AN/CYZ-10 Data Transfer Device (DTD):  
[image: image20.wmf]Although the AN/CYZ-10 is capable of functions not directly related to SINCGARS, the DTD is instrumental in the employment of SINCGARS radios.  The DTD is the Primary means of loading FH data and COMSEC keys into SINCGARS radios.    

                                             AN/CYZ-10 Data Transfer Device (DTD)



5).  Revised Battlefield Electronic CEOI System (RBECS): As with the AN/CYZ-10, RBECS provides functions not directly related to SINCGARS, although a key feature to RBECS is to support the generations and manipulation of SINCGARS FH data.  The RBECS program contains Revised ICOM Non-ICOM Support Software (RSINISS) which can generate all the necessary FH data.  RBECS and RSINISS will be covered in detail in a future class.



6).   FREQUENCY HOPPING MULTIPLEXER (FHMUX): The purpose of the FHMUX is to enable as many as four SINCGARS radios mounted in a single vehicle to use a single antenna.  The FHMUX is under development.
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FH-MUX Frequency Hopping Multiplexer
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7).  AN/PSN-11 PLGRS (Precision Lightweight GPS Receiver): The primary purpose of the AN/PSN-11 is to provide accurate location information through the Global Positioning System (GPS).  In support of SINCGARS operations, the AN/PSN-11 is used as a primary source for NST (Net Sync Time).  

                                                        AN/PSN-11
8).   STU-3: AN/CYZ-10s can be cabled directly to STU-3 terminals for the transfer of FH Data across commercial or military telephone lines.  The STU-3 can also provide a secure path for transfer of data between RBECS terminals.



 9).   KYK-13, KOI-18, KYX-15 CFD (Common Fill Devices): Common Fill Devices can be used with SINCGARS, although the AN/CYZ-10 is designed to emulate all the capabilities of Storing, Transfer, Generate, Update and OTAR of COMSEC keys.



10).   TSEC/KY-90 Secure Digital Net Radio Interface Unit: Provides secure voice and data interface between subscribers of a switched backbone systems (TRI-TAC) and radios, including SINCGARS.  The KY-90 can interface an analog or Digital telephone signal.



11).   COMPATIBLE DIGITAL DEVICES:
                                    a).   DCT   


                                    b).   AN/PYC-1 (TACFIRE)


                                    

c).   GDU


                                    d).   UGC-74A

                                    

e).   AN/GXC-7 and AN/UXC-7 Facsimiles: 

                                   

f).   COMPUTERS:  A variety of computers appear on the battlefield.  
Generally, PCs require the Tactical Computer Interface Module (TCIM) to interface with SINCGARS.  The TCIM is a circuit card and associated software which can be installed into tactical computers (i.e. AN/UYK-83A, AN/UYL-85A, and AN/GYQ-73) to provide interoperability over wire and radio.  The TACFIRE family of computers require no additional components to interface with SINCGARS.


5.   RECEIVER TRANSMITTER CONTROLS AND INDICATORS:
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RT-1523( ) Front Panel
                        1).   FCTN (Function) Switch: Sets RT function; operating positions are listed below and followed by a brief description. For positions that are boxed-in, you must pullout the knob to turn to these functions.




a).   OFF:   Turns off all power to the RT, including HUB (Hold Up Battery).  When turned to this position, all memory is cleared after five seconds.  Because of this, it is normally used when the radio is taken completely out of action.




b).   TST (test): Starts the RT self-tests.  Circuits tested include ECCM, data, and RT.  The RT display shows the results.




c).   SQ ON (squelch on): Turns on RT and squelch.  Prevents rushing noise in the handset or loudspeaker.




d).   SQ OFF (squelch off): Turns the RT on, but not the squelch.  




e).   REM (remote): Disables RT front panel controls.  Used for CM or RCU operation.




f).   RXMT (retransmit): Puts the RT into retransmit mode. 




g).   LD (load): Used for loading SC frequencies, FH Data, and COMSEC key data.  Used to receive ERF.    




h).   STBY (stand by): Turns off primary power to the RT, but the HUB power to maintain memory (SC frequencies, FH data and COMSEC) is maintained.  Also, SYNC time will be maintained for 24 hours.   



2).   MODE Switch: Sets RT mode to SC (Single Channel), FH (Frequency Hopping), or FH-M (Frequency Hopping Master).  Only the NCS uses the FH-M mode, If more than one station uses the FH-M mode, net communications may be lost.



3).   COMSEC switch:  




a).   PT (Plain text): Places RT in Plain text (not secure) mode.




b).   CT (cipher text): Places the RT in the secure mode.




c).   TD (time delay): Places the RT in the secure mode.  Used when necessary to compensate for transmission delays due to a long distance between radios, such as with retrans.




d).   RV (receive variable): Used when receiving remote fill of COMSEC key in an OTAR (Over The Air Rekey).




e).   Z (zeroize): Used to zeroize or clear COMSEC keys.  Instantly clears  COMSEC keys in channel 1-5 when turned to this position, and clears the COMSEC key from channel 6 when held in this position for 5 seconds.    


4).   CHAN (Channel) switch: Selects manual frequency, CUE frequencies and presets.




a).   CUE:  If a CUE frequency is loaded into the CUE channel, any time that radio is in the FH mode and a signal is transmitted in Plain text on that frequency, the radio displays "CUE" in the display screen and an audible beep is heard.  Also for SC channel operations, a SC channel frequency can be loaded into this channel and used.   



b).   MAN (Manual): This position can be used to store a SC channel frequency for SC operations, or a SC "Manual" frequency used for conducting ERF operations.



c).   1-6:  Positions 1 through 6 of the CHAN switch can be loaded with one or more of the following:





(1).   SC frequencies





(2).   FH data 





(3).   COMSEC keys



5).   RF Switch: Adjusts power level.



6).   DIM CONTROL: Adjusts the display screen brightness.  Turn full counter-clockwise for use with night vision goggles.



7).   VOL/WHISPER Control: Adjusts audio volume.  Whisper control is enabled by pulling knob to turn and allows you to speak softly during transmit, and receive at a normal level.



8).   DISPLAY SCREEN: The RT Display Screen provides the operator with information regarding signal-strength, status of the HUB battery and a host of operational messages such as SC frequencies, Net ID numbers, Sync Time, and failure messages.



9).   RT KEYPAD: The RT Keypad provides a means for entering information into the radio, and also allows the operator to obtain information from the radio.  When entering data into the radio through the Keypad, the display will go blank approximately 7 seconds after the last entry.  For example, if you load 4 numbers of a SC frequency and then pause for more than 7 seconds, the display will go blank, and you will have to start over again.




a).   1 THRU 0:Used to enter numbers for items such as SC channel frequencies or Net IDs.




b).   CMSC (COMSEC): Press this key to determine the COMSEC key position being used.  The RT display will show TEK 1 thru 5, or KEK




c).   * :   Ignore this key as it serves no purpose during normal operation.




d.) SYNC:  Pressing this key activates the Passive Late Net entry feature of the RT.




e).   FREQ:   This key is used to Load, Check, Clear, and Offset SC frequencies.  This key is also used to check and change Net ID's




f).   DATA:  Used to determine the data status which can read; 600, 1200, 2400, 16000, AD1 (Analog Data 1), TF (TACFIRE), or OFF.




g).   ERF (Electronic Remote Fill): NCS operators press this key when sending an ERF for a Cold Start or net update. This key is NOT used by the other operators. 




h).   OFST (offset): Used in conjunction with the FREQ and CHG keys enabling an operator to offset a SC frequency.




i).   CHG (Change): When used in conjunction with the DATA, OFST, or COMSEC keys, this key causes the display to scroll through available data or options.




j).   LOUT (Lock Out): This key is only used by NCS and is rarely needed with current operating procedures.




k).   ***TIME:  Pressing this key once to see the Julian Date; Pressing a second time to see the Sync Time hours and minutes; pressing it a third time to see Sync Time in running minutes and seconds.  Used in conjunction with the CLR and STO keys, the TIME key allows entry of sync Time via the RT keypad.




l).   CLR (Clear): Use in conjunction with other keys, the CLR key enables the operator to delete entries of stored data.




m).   LOAD:  Used to load data into holding memory and to retrieve data from permanent memory.




n).   STO (Store): This key is used to place data into permanent memory of the RT.  Use of the STO key is the last step in various operator procedures.




o).   BATT (Battery): Used to check and set battery life condition in the manpack radio. 




p).   CALL:  This key is used to communicate between the radio and an attached RCU.  



10).   CONNECTORS:    




a).   AUD/FILL (audio/fill): Used for connecting a fill device for loading FH data and/or COMSEC keys.  May also be used to connect handset when RT is mounted in a vehicle mount.




b).   AUD/DATA: Connects to handset or to vehicle mount during normal operations.  During Data operations, it connects to external data devices.




c).   ANT (Antenna connector): Used for connecting manpack antenna, vehicle antenna cable, or power amplifier cable.




d).   RXMT (retransmit): Connects to another retransmit RT using a retransmit cable.

6.   SINCGARS EMPLOYMENT:  

A.   FH DATA MANAGEMENT: Management and Coordination of FH data and COMSEC keys is crucial for interoperability and the effective employment of SINCGARS.  FH capability will be maintained by all services and used as the primary means of VHF single channel communications.  The need for common variables will require coordination of all units involved in a exercise or operation.  The capability to create FH data will be available to any echelon which has an RBECS terminal.  



1.) FH DATA SOURCE:



a.) HOPSETS:   As described earlier, Hopsets are the frequencies which SINCGARS FH circuits will hop on.  Although SINCGARS is capable of hopping on 2320 frequencies, only those frequencies authorized by appropriate authority can actually be used.  Before a Hopset can be generated, frequencies which have been authorized for use in the FH circuits are entered into the RBECS terminal.  These frequencies are the "Frequency Resource" and are considered RAW DATA.  The RBECS terminal uses this Frequency Resource to generate a Net Definition / Frequency Map, which are data words read by the SINCGARS radio and make-up the Hopset.


As with most frequency assignments, the frequency resource used for a Hopset is only for specific geographical areas and can only be used in the area for which they have been authorized.  Frequency resources only change when necessary, such as when new frequencies can be added or  frequencies must be excluded.  They do not change regularly.


A frequency Resource can be disseminated as a printed list of frequencies which then can be manually entered into an RBECS terminal, or the frequency resource can be disseminated as a data file on a diskette or transferred electronically from one RBECS terminal to another.  The mission will determine at what level the frequency resource will be generated into a Hopset.  

In Garrison, the MEF will provide frequency resources for training areas frequently used by MEF units.  These frequency resources will be issued to subordinate commands on diskette and will be used by all MEF and subordinate unit FH circuits operating in the designated areas.  In actual contingency operations, the frequency resource will be defined by geographical location, disseminated by the JTF J-6, and referred to as the theater resource.     


A common Hopset is required for interoperability and it is the responsibility of the senior communications element of an exercise/operation to coordinate the frequency resource and specify at what level Hopsets are to be generated.  




b.) TSKs: A TSK is the pseudo-randum pattern that SINCGARS radios will hop on the frequencies, and is generated by an RBECS terminal.  To provide interoperability, the senior communications element must coordinate who will generate TSKs and if there is a need for different TSKs within the operating Area.  Again, a common TSK is required for interoperability.  Lower echelons that generate TSKs will normally be required to provide the TSK back up to the senior communications element.  By Joint doctrine, each TSK is normally valid for one month.  As with Hopsets, one TSK can support up to 1000 different FH circuits.  To maintain maximum interoperability, the minimum number of TSKs to support the requirement are used.


In garrison, MEF generates monthly TSKs for use by all MEF units.  These training TSKs are disseminated via floppy diskette to all subordinate RBECS managers.  TSKs can also be downloaded straight to a DTD, or transferred electronically between RBECS terminals, DTDs or between SINCGARS radios in an ERF.


Although TSKs are valid for a period of one month, Backup TSKs should be maintained for use in the case of compromise of current operational TSK.




c.) Net IDs: With SINCGARS employment, it is normally beneficial to have common Hopset, TSK, and NST among all FH circuits.  It is the Net ID that becomes the changeable variable which affords discrete operation of each FH circuit.  With over 1000 available Net IDs, all MEF FH circuits can be supported with a single / common Hopset, TSK and NST.  The Net ID is easily changed via the face of the RT.   Simply by changing the Net ID, communications can be established with another net, therefore, changing the Net ID, is synonymous with changing frequency on older radios.   




Standard Net IDs have been assigned to each VHF net within the MEF.  SOPs and/or  CEOIs must include Net IDs for the required FH Nets. All units must ensure that all net requirements are included.  Any requirement which is not provided for, or a Net ID not required should be forwarded to the senior G/J-6 for consideration.  


The senior communications element is responsible for the coordination of Net ID assignments.  For joint operations, Net IDs are allocated as shown below.  
The J-6 determines the theater common hopsets, net IDs, and common TSK which is then distributed to service component headquarters.  
Net ID 
Allocation                                                                           
000-099 
For common nets throughout the theater, such as SAR.

100-299
 For use by theater service component headquarters.

300-999 
For subordinate commands and tactical units




d.) NST:   Net Sync Time consists of the last two digits of the Julian date, two digit-hour, minute and seconds of Greenwich Mean Time / Zulu Time.  Zulu Time will be used on all SINCGARS FH circuits for NST.  The best source for accurate Zulu Time is from a GPS terminal such as the AN/PSN-11. 


NST can be manually entered into a radio via the RT keypad, Electronically entered from a cable connection to an AN/PSN-11 or NST can be ERFed.  The clock in the AN/CYZ-10 can be accurately set and NST can be included in a fill procedures when loading a loadset into an RT.


In a active FH circuit, every time the NCS RT (in the FH-M mode) transmits, the time is updated in all receiving radios. 



e.) E-SETS:
An E-set contains a Hopset, a TSK and a Net ID.  An E-set does not contain NST or COMSEC keys.  E-sets are created in an RBECS terminal and can be combined with other E-sets to create a Loadset.  Using RBECS, a Hopset, a TSK, a unique Net name (such as Regt Tac) and a Net ID are specified by the terminal operator and combined, thus creating an E-set.  An E-set can be created for every individual FH circuit using RBECS, but it is more efficient to create "Generic E-Sets", which can be disseminated to all units requiring the common TSK and Hopsets.  The generic E-set might use Net names such as "JUNNET1, JUNNET2, JUNNET3, etc.. while the Net ID for all E-sets might be 000.  The using unit then can change the E-set name and Net ID to the appropriately using the AN/CYZ-10.  The success of this method depends on operator efficiency with the AN/CYZ-10 at the user level.  Because the Net name is not used by the RT, it is even possible for the Radio operator to change the Net ID to communicate on various nets that are using the same Hopset and TSK even though the radio was loaded with an E-Set named "Regt Tac".  For every E-set created, a unique Net Name is required by the RBECS terminal, but the Net ID can be and is normally listed as 000 for all E-Sets created.  



f.) LOAD SETS: A Loadset, by definition is a complete SINCGARS radio fill package, which is created in RBECS and stored in the DTD.  Loadsets contain up to 6 E-sets and up to 6 COMSEC Keys.  Loadsets do not contain NST, but time may be included in a radio's fill process when the loadset is loaded from the DTD to the RT.  


A loadset begins in the RBECS terminal when two or more E-sets are combined.  When loadsets are created, the terminal operator enters a filename for the loadset.  This file name is displayed as the name of the loadset once loaded into the DTD.  The loadset can be down loaded to a DTD, transferred to a floppy diskette, or transferred electronically over a communications path with the appropriate security level.   COMSEC keys are added to the loadset after the loadset has been downloaded to a DTD.  The intent is that COMSEC keys will be loaded at the lowest unit level possible.


The TSK, E-Sets or COMSEC keys associated with the Loadset can be replaced or delete within the DTD to facilitate operational changes which may occur.




g.) COMSEC KEYS: Frequency hopping with the utilization of a Transmission Security Key (TSK) only provides ECCM and does not provide COMSEC encryption.  With SINCGARS FH circuits there is still a need to encrypt the information being transmitted.   As with current VINSON equipment, there are two COMSEC keys associated with SINCGARS; the Transmission Security Key (TEK) and the Key Encryption Key (KEK). 


The TEK variables for use on a given operation will be directed by the exercise / operation's senior G/J-6.  TEKs can be built into a loadset within a DTD, but as stated earlier, COMSEC keys will only be added to the Loadset at the lowest subordinate unit level possessing a CMS/COMSEC account.  The rules governing the handling and protection of COMSEC keys apply.  COMSEC keys can not be ERFed, although TEKs can be sent electronically using Over The Air Rekey (OTAR) procedures.  NSA specifically prohibits the transmission of a KEK.




h.) CUE AND MANUAL FREQUENCIES: CUE and Manual frequencies are SC Channel frequencies with the purpose of supporting FH circuits.  A requirement for SC circuits intended for passing mission traffic must be assigned there own specific frequencies, as the CUE and Manual frequencies will not be used for this purpose.  

CUE and Manual frequencies will be listed in the excersie/operation CEOI and the number of CUE and Manual frequencies will be kept to a minimum.  I MEF currently operates efficiently with SINCGARS utilizing one CUE and Manual frequency for an Infantry Battalion because in actual operations there is limited requirement for the CUE and Manual frequencies.   


CUE and Manual frequencies are entered into the radio via the RT Keypad.  In the planning and assigning of CUE frequencies the following guidelines apply:


- CUE and Manual Frequencies should be daily changing frequencies.


- CUE frequencies should be assigned 50 KHz channel spacing (frequencies ending in 

   XX.X00 or XX.X50) to accommodate older radios not capable of 25 KHz spacing.



2.) DATA TRANSFER AND DISSEMINATION: The establishment of common operating procedures between SINCGARS frequency managers, G/S-6, net controllers and operators is critical to communications compatibility and operational success.  To ensure excersie/operation- wide FH interoperability, common FH data must be disseminated both timely and accurately.  The Senior G/J-6 is responsible for the timely dissemination of, at a minimum, the TSK and frequency resource files to the MSCs.  The transfer of FH data can be accomplished using a variety of manual or electronic methods as briefly covered in the previous discussion of FH data elements.  


FH data required by the SINCGARS radio is in a electronic/data form.  The many means that this electronic data can be transferred provides great speed and flexibility in the dissemination of this required information.  The capabilities of storing and transferring the FH variables/ elements varies with the different components, such as the RBECS terminal, DTD, and RT.  The following is a brief summary of the capabilities of these system components:




a.) RBECS terminal: The RBECS terminal is the primary means for generating and Manipulating Frequency Resource files, Hopsets, Lockouts, TSKs, E-Sets, and Load Sets. It is frequently desirable to transfer data from one RBECS terminal to another, such as a senior unit providing basic information (frequency resource, TSK) to a subordinate unit who use their RBECS terminal to refine that data into their required Loadsets.  All the data used within RBECS can be down loaded to floppy disk and hand-carried to those units, Senior or subordinate that have an RBECS terminal and require the information.  


All FH data used by RBECS can be transmitted electronically for use in another RBECS terminal.   FH data files can be saved to a disk. then transferred using any PC terminal that has a modem capability and appropriate security classification.  Using STU-III or KY-68 telephones the data can be transferred over MUX, DSN, Military or Commercial Telephone path.    Unclassified FH data can be sent over LAN/WAN as an E-mail attachment. 


The information developed in RBECS must get to the radios.  The means of storing and transferring FH data from the RBECS terminal to support the radios is of course the AN/CYZ-10 Data Transfer Device (DTD).  All the information developed in RBECS can be down loaded into the AN/CYZ-10 by physically connecting the to devices with an interface cable. It is

 also possible to UP-Load information from the DTD to an RBECS terminal.




b.) AN/CYZ-10 DTD: The AN/CYZ-10 is the primary Data storage and transfer device to support SINCGARS radios and is being issued in large numbers.  The DTD is capable of not only storing and transferring FH data, but the DTD also provides limited manipulation of the FH data in its memory. 


The DTD has the ability to transfer the information in its memory to another DTD either by physical connection or via STU-III's over a military or commercial telephone line.  The DTD can store, transfer and manipulate the following data:





(1).  Hopset/lockouts: Stored and transferred to another DTD or 
a Radio, as a component of a E-set or Load set.     





(2).   Net ID(s): Can be stored and transferred to another DTD or a Radio as a components of a E-SET or Loadset.  Net IDs can be entered or changed via the DTD keypad.

 



(3).   TSKs: Can be stored and transferred to another DTD or a 
radio as a component of an E-set or loadset. TSKs can be replaced or deleted from an E-set / Loadset with another TSK in the DTD's memory via the keypad.

 



(4).   NST:  A Time can be stored and transferred to another DTD 
or a radio when a E-set / loadset is transferred.  Time, as a independent variable can only be transferred between two DTDs. It can only be transferred electronically to a radio with an E-set/loadset. Time can be entered or change via the keypad.





(5).   COMSEC KEYS: TEKs and KEKs can be stored and 
transferred via physical connection between devices as individual keys or as a component of a loadset. TEKs may be sent between DTDs via STU-IIIs either as individual Keys or as a component of a loadset.  NSA specifically prohibits the transmission of KEKs other then physical cable interface between devices.

.




c.) RT-1523( ): The SINCGARS RT can store a maximum of 6 FH circuit data, and 6 COMSEC keys (normally 5 TEK and 1 KEK).The only variables which can be manipulated via the RT Keypad is Net ID and NST.   No data can be retrieved from the RT via cable connection although an ERF or OTAR can transmit data from one radio to another.




(1).   Hopset/lockout: The radio can only store and transfer a 
Hopset/Lockout as a component of an E-set whether being loaded from a DTD or sent/received in a ERF.




(2) NET ID: The radio can only store and transfer a Net ID as a 
component of an E-set whether being loaded from a DTD or sent/received in a ERF, although the Net ID can be changed via the RT keypad.




(3) TSK: The radio can only store and transfer a TSK as a 
component of an E-set, whether being loaded from a DTD or sent/received in a ERF.




(4) NST: The radio can receive time from; a DTD during the 
loading a Eset or loadset, from an ERF, from a cable connection to a AN/PSN-11, or the time can be manually entered via the RT Keypad.  Time can only be obtained from the RT in an ERF or 
viewed from the RT display.  





(5). COMSEC: TEKs and KEKs can be loaded to the radio via  
AN/ AN/CYZ-10 or  CFD (Common Fill Device).  Only TEKs can be transmitted between radios using OTAR procedures.  KEKs can only be loaded to the radio using physical cable 
connection between the radio and fill device.
7.   OPERATING TECHNIQUES:

a.) SINGLE CHANNEL OPERATIONS: FH is the standard tactical mode of operation for the SINCGARS radio.  There are, however, situations that may require the use of SC operation.  In any case that SC is to be used, a SC frequency needs to be assigned for the SC Circuit/net.  Although CUE and Manual frequencies are SC frequencies, their purpose is to support FH nets and NOT to support SC communications.   



SC channel operation may be required in a situation where an isolated unit is forced to SC operation due to the compromise of a FH net.  This should be considered in planning, and if adopted, SC frequency(s) should be allotted to support such cases.  SC channel operations may be more appropriate for many non-tactical communication requirements, such as range safety nets, and will be used at the discretion of the local command.  Such operations will be consistent with the base frequency management plan.


1.) SC INTER-OPERABILITY: Older VHF-FM radios will remain fielded in some Marine units through the turn of the century. Additionally, many Allied countries will continue to use older VHF systems.  The SC mode in SINCGARS radios provides a means for communications with older VHF systemsor a SC to FH (Mixed Mode) retransmission can be established to provide interoperability with SC systems when required. When interoperability with SC radios is required, the following must be considered.  








(a).  Although SINCGARS radios are operating in a SC mode on CUE and Manual frequencies, the purpose of these frequencies is to support FH circuits and should not be used for passing traffic.  Single Channel frequencies should be assigned for necessary SC circuits.




(b).  Older VHF FM radio equipment has a limited frequency range compared to SINCGARS.  (i.e. AN/PRC-77 range is limited to 30-75.95 MHz while SINCGARS range is 30-87.975 MHz.)




(c).  Most older VHF-FM radios can only operate with a 50 KHz channel spacing while SINCGARS can operate with a 25 KHz channel spacing.  Therefore, communications with older equipment can only be on frequencies ending in .X50 or .X00 (X=any number 0 to 9). 




(d).  VRC-12 series radios need to operate in "New Squelch".                                    

 2) OFFSETS: SINCGARS can be tuned to either  +/- 5 KHz or +/- l0 KHz from a base frequency. This offset feature is designed for SC operations disrupted by local interference.  The decision to use an offset should not be casual.  Its misuse could cause interference to adjacent stations.  With the permission of the Net Control Station (NCS) or to reestablish contact with the NCS, a net member may set an offset to see if local interference is lessened or stopped.  Offsets may help if the interfering transmitter is collocated with the user.  This feature also may help when setting up communications with older equipment that has drifted off frequency. 





3.) SCANNING:   SINCGARS can scan for traffic on up to six programmed channels operating in SC.  Scanning is limited to plain text (PT) operations.  SINCGARS can send received traffic to a loudspeaker on either a first in/first out (FIFO) basis or interrupt for a user-set priority channel basis.  Scanning can be useful to activities which need to monitor multiple SC nets, but do not have enough RTs to dedicate one to each net.  While the use of SC/PT will be minimal for tactical operations, garrison and training missions will remain.



4.) HOMING SOURCE: SINCGARS can be used to transmit a SC/PT signal that a tactical aircraft can locate.  All aircraft with VHF-FM frequency hopping radios installed, and some with other VHF-FM radios, have this capability.  This technique may be useful for rescue operations, however its use in a threat environment risks interception.



5.) FH MODE DEPENDENT TECHNIQUES: FH will be used during Marine Corps tactical operations.  Unlike SC, FH provides a valuable ECCM capability that can protect the net from most threat attempts to influence or disrupt operations.  FH is particularly suited for passing information during jamming operations.




a.) NET OPENINGS: There are to methods of opening a FH net with SINCGARS; Cold Start and Hot Start.  The means of opening the net will determine what FH Data will be required by all the radios of the intended circuit before the FH net can be activated.





(1).  HOT START: A Hot Start is the preferred method of opening a FH net because communications is immediately in the FH mode, providing ECCM.  Key in the success of a Hot Start is ensuring that all radios participating in the net/circuit have all of the FH data variables (and COMSEC) deploying.  This normally requires the physical transfer of the FH data to all radios, although it may be possible for the required data for a new net to be ERFed / OTAR to the distant radios on existing nets. 








(2).   COLD START: A Cold Start is a method of establishing a FH net by first establishing a SC net with all participating radios. Once the SC net is established the NCS ERFs the FH data to all the radios on the net.  After completion of a successful ERF to all stations, the net then goes to the FH mode.  A common TSK, some times referred to as a Cold Start TSK, must be in all the radios in order to receive an ERF.  


Considering that radio circuits should be encrypted, a COMSEC TEK and KEK should be physically loaded into all the radios prior to deploying.  If a participating radio does not have the appropriate TEK, but does have a KEK which is also maintained by the NCS, NCS may include an OTAR to provide the TEK to distant radios.    




b.) MAINTAINING A FH NET: In actual operation, FH nets normally require little or no FH data transfers once established.  The only scheduled event requiring  FH data transfer would be the supersession of the operating TSK  at the end of a month.  Updating FH Data, either due to scheduled supersession or do to compromise can be accomplished physically with DTDs or electronically via an ERF. 





(1) ERF - ELECTRONIC REMOTE FILL: As previously described, an ERF is the transmission of Frequency Hopping data over the radio signal.  This can be used to transfer electronically, Hopsets, Net IDs, NST, and with ICOM SINCGARS radios, TSKs.  The only requirement necessary to conduct an ERF is that the SINCGARS Radios involved have a common TSK.  An ERF can be conducted in the SC mode, or in an established frequency Hopping net, but COMSEC keys can not be transferred in an ERF.
 

An ERF can be passed by any radio that has its mode switch set to FH-M.  The NCS will not necessarily be the station that sends ERFs.  Planning should include considering what stations will be tasked with "CUE response" and sending ERFs.  Frequently the NCS does not have the time to respond to CUE calls and send ERFs.  Additionally, in exercises/operations where stations will be separated by large distances, such as those requiring retrans or relay, a CUE Call may not be received by one station.  It may be necessary to designate more then one station with CUE response and sending ERFs.  





(2).   NET UPDATE: Conducting an ERF with filled, synchronized radios to transfer new FH data is called a Net Update.  This is used to replace working FH data before administrative time limitations are exceeded.





(3).   NST - Net Synchronization Time:   For two SINCGARS radios to communicate in the FH mode, the internal clock being used by one radio must be within 4 seconds of the internal clock of the other radio.  Each time the NCS transmits,  receiving radios within this +/-4 second variance will automatically in small increments correct their clock reading closer to that of the NCS.  Stations outside the 4 second variance will not hear FH net traffic.


The clock drift inherent in all SINCGARS radios makes the practice of radio silence for extended periods (several days) less desirable.  The lifting of radio silence using frequency hopping transmission alone may not be heard by all net members due to clock drift.  If a SINCGARS radio is between 4 and 60 seconds from the Net Sync Time (NST), the Passive Late Net Entry feature may be used to resynchronize the radio.  The CUE/ERF method is available to establish or reestablish synchronization for radios exceeding 60 seconds of tolerance.


When operating in FH mode, no more than one station in a net should maintain a mode setting of Frequency Hopping Master (FH-M). To do so could damage the synchronization required for operation of the net in FH mode.

While the goal of timing SINCGARS operations is to maintain a common time on a net's radio clocks, all Marine Corps NCSs should strive to maintain their NST within 4 seconds of UTC.   This can be done by periodically securing from the net, resynchronizing the radio with UTC, then leading resynchronization procedures for net members from the newly synchronized radio.  Because the radio's clock is relatively accurate, this resynchronization with UTC may only be necessary once every few weeks.




(4).   LATE NET ENTRY: The term Late Net Entry means that a operator needs to enter a FH circuit/net, but his radio differs from the NST by more than 4 seconds.  There are three methods that can be used.  






(a).   As with net openings, a Hot Start can be used to enter an existing FH net.  Simply, all the information required to participate in the net is loaded into the RT and the operator enters the net.  






(b).  PASSIVE LATE NET ENTRY: The SINCGARS radio has a built-in capability to bring itself back within the +/- 4 seconds of NST.  If the radio remains fully loaded with the FH Data for the circuit and the radios clock is within 60 seconds of the NST, the operator simply presses the "SYNC" key on the RT Keypad. At this point the radio will begin to adjust its clock closer to NST every time the NCS transmits. How long it takes for the radio to regain NST is dependent on how far out of time the radio is, and how often the NCS transmits.


Warning:  Press the PTT during a Passive Late Net Entry will cause the  radios clock to be thrown farther out of sync.






(c).  The least desirable method for entering an existing FH net is by CUE and ERF as previously described.        

  



(5.) Over-The-Air Rekeying (OTAR): OTAR was formally termed SAVILLE Advanced Remote Rekeying (SARK) in electronic publications.  OTAR can update any SAVILLE-based COMSEC device, not just ICOM SINCGARS.  OTAR is the technique used to transmit COMSEC fill from one SINCGARS to another.  While it is functionally similar to ERF, OTAR can only update the TEK. 

 
OTAR requires that the same KEK be loaded in the sending and receiving radios (or attached COMSEC device).  The National Security Agency specifically prohibits over-the-air transmission of KEK.
 



(6.) Use of CUE and Manual Frequency: The CUE and Manual frequencies are used largely to accommodate stations without the equipment or FH fill data to frequency hop on a desired Net-ID.  For example, if a SINCGARS operating in FH mode were to become unsynchronized with the other net stations, it would be necessary to cue the NCS using the net's CEOI assigned CUE frequency.  After hearing a cue call, the NCS would tune to the CUE frequency and listen to the problem. If the NCS determines that fill data must be sent remotely, the calling station would be directed to switch to the Manual frequency.  The required fill data would then be transmitted using ERF or OTAR over the Manual frequency. The NCS is trained to lead this process in steps.  CUE procedures are located in TM 11-5820-890-10-1.  In no case will an assigned Marine Corps CUE or Manual frequency be used in the place of an operational SC net.  Additional traffic which must be passed in SC mode should be conducted on a CEOI-assigned single channel frequency.

8.  SPECIAL OPERATIONS:
a.) RETRANSMISSION:   The SINCGARS radio has built-in retransmission capability which requires only two radios and the addition of a retransmission cable (5 inch or 15 ft CX-13298) for operations.  Any configuration of the SINCGARS radio can be used for retransmission.  


A concern in employing retransmission is antenna separation.  Operating retrans from a dual radio vehicle using the two vehicle antennas may cause mutual interference between the two radios.  Antennas should be placed apart as far as possible.  With a dual radio vehicle providing retrans, an OE -254 can be used on at least one of the radios to provide antenna separation.



                                        Retransmission Situation
There are three modes of retransmission when using SINCGARS radios;


(1)  SC to SC:  Frequency separation between the two radios should be at least 10                                MHz.  



(2)  FH Net to FH Net:  With extensive fielding of SINCGARS radios, FH net to FH net Retrans should be the normal mode of retrans operation.  Figure x-xx is an illustration of a retrans situation.  The FH circuits used by both sides of the retrans will utilize the same Hopset, TSK,  and NST.  Only the Net ID will differ.


Once the retrans is established, communications between out stations (radio A and B) will be normal other then a slight delay in the transmission.


In planning and establishing FH to FH retransmission it must be considered that in addition to the NCS operating in the FH-M position, a radio on the other side of the retrans must also be in FH-M. (The retrans radios can not be in FH-M)  Additionally, OTAR and Broadcast transmissions will pass through the retrans, but ERF data will not.  If it is necessary to pass ERF data from Radio A to Radio B, the retrans link must be broke while a radio at the retrans site, that received the ERF from Radio A, sends the ERF to radio B on a different frequency/FH circuit.    





(3).   FH to SC: SINCGARS has the capability to provide retransmission between a FH circuit and a SC circuit, providing interoperability between the two types of circuits.  If  Radio A in figure E-5P, passes a message in FH mode to Retrans Radio A the signal is automatically converted and the message is passed from Retrans Radio B to Radio B in the SC mode.


b) BROADCAST:  At this time, Broadcast is used only by the US Army to distribute CEOI/SOI data from one DTD to other DTDs through a SINCGARS net.  The SINCGARS radio itself  has no means to store CEOI data.
9.  RESPONSIBILITIES:   Responsibility for the proper employment of SINCGARS is universal throughout the US armed Forces; however; the following individuals within the MEF have specific responsibilities to ensure that SINCGARS is properly planned and employed.


a).   COMMANDING GENERAL/OFFICER: The Commander is responsible for adequate and proper use of his communications assets within his command.  For SINCGARS to be employed successfully in the FH mode, it is imperative that command interest and guidance is present.  The authority to establish, maintain, and control the employment of SINCGARS may be delegated to the Commander's G/S-6.

b).  MEF/MAGTF Assistant Chief of Staff, G/S-6: The MEF AC/S G-6 staff is responsible for planning, controlling and coordinating the management of FH data for the command and all major subordinate commands in operations or training exercises.  In this role, the AC/S G-6:



1).   Implement and revise SOPs in accordance with service and joint publications.



2).   For deployed operations, request appropriate frequency hopping data from                                    higher Headquarters to include:




(a).   JTF Frequency Resource




(b).   JTF TSK data files




(c).   JTF CEOI data


3).   Maintain an accurate and up to date frequency resource data file for MEF                                      training evolution's



(a).   File Name: IMEFRES.DAT which includes (at a minimum Camp Pendleton, Yuma, El Toro and 29 Palms.




(b).   Distributes resource updates as required by national frequency                                  management.



4).   Maintains a current Master Net List to reflect ALL of the radio circuits within                               the entire MEF, to include the assignment of all net IDs on VHF                                                     frequency-hopping circuits.



5).   Develops, organizes and implements unit training for SINCGARS                                                 equipment.



6).   Generates yearly training TSK data files for the MEF and distributes these                                    files to the MSCs and other attached units.



7).   Assigns Cue and Manual frequencies for all SINCGARS net groups when                                    tasked with generation of CEOI data.



8).   Identifies, disseminates, and ensure the proper usage of appropriate TEKs and                               KEKs.  This function may be coordinated by the MEF COMSEC                                                    Management Office (MCMO).



9).   Ensures Greenwich Mean Time (GMT) is used on all FH nets.



10).   Manages SINCGARS equipment maintenance.


c.)   MSC/ MAJOR SUBORDINATE COMMAND G-6:  The MSC G-6 staff is responsible for planning, controlling and coordinating the management of FH data for their command and all subordinate commands in operations or training excises.  In this role, the G-6:



1).   Develops, organizes and implements unit training for SINCGARS.



2).   Establishes and publishes a unit SINCGARS SOP.



3).   Receives and disseminates MEF FH data . The below files will be received                                  from MEF and either electronically or manually disseminated to                                                      RBECS-capable subordinates.




(a).  Frequency Resource files (IMEFRES.DAT)




(b).  TSK files (ex; MEFTSK95.DAT)



4).  Build and distribute loadset files for subordinate units, as required.                                                Non-RBECS capable units will report directly to their higher headquarters                                      G/S-6 in order to receive frequency hopping data directly into a DTD.  MSCs                                G-6 will provide this service to all subordinate non-RBECS capable units.



5).  Ensures the proper usage of appropriate COMSEC key(s).



6).  Supervises and maintains the MSCs net ids



7).  Ensures Greenwich Mean Time (GMT) is used on all FH nets.


d).   UNIT S-6:  



1).   Develops, organizes, and implements unit training for SINCGARS.



2).   RBECS capable units will:




(a).   Generate loadsets and disseminate them to subordinate units 






(without TEKs).




(b).   Attach COMSEC keys to parent-unit loadsets, as required.

                       3).  Non-RBECS capable units will receive loadsets via DTDs and attach 



          TEKs as appropriate.


   
4).   Assign Net Control Stations and CUE response Stations to ensure that all                                      circuits have a designated Master Station (FH-M) and that CUE response                                      within the unit's AO are responded to.  It is important to realize that not all                                    CUE response stations have to be NCS and vice versa.  Figure x-xx depicts                                   an example of CUE response station positions relative to a unit's radios in a                                     given area.



5).  Identifies, disseminates, and ensures proper usage of appropriate TEKs 




(a).   Headquarters units (Regimantal/Group) will advise subordinate units of appropriate COMSEC keys required for attachment to DTD loadsets.




(b).  End users (Battalion/Squadron) will attach appropriate COMSEC keys to received DTD master loadsets.



6).   Ensures GMT is used on all FH nets.



7).   Manages SINCGARS equipment maintenance.


e).   Net Control Station NCS:  A NCS Responsibilities:  Radio resident FH data management within a SINCGARS net is controlled by that circuit's net control station.  NCS radios are to remain in the Frequency Hopping Master (FH-M) mode unless relieved by a designated alternate NCS.  NCS responsibilities include, but are not limited to:



1).   Opening of the FH circuit.  All MEF NCSs are encouraged to utilize the                                        hot-start net opening procedures (i.e. all stations pre-load accurate NST and                                    enter the net in the FH-mode).



2).   Maintaining NST.  All net control stations are responsible for ensuring that                                  their NST is within +/- 4 seconds of GMT.  This will be accomplished through                               a daily, at a minimum, inspection and update of the NCS radio's internal time                                 based on the GPS, HF, or other accurate means of determining GMT.



3).   As required, responding to "CUE" requests.



4).   The transfer of information required to operate and maintain a frequency                                      hopping net, either manually or electronically.  This may include the ERF of a                               distant station, manual DTD updates, time guidance, CEOI data, or other                                        necessary information.


f).  ALTERNATE NCS: NCS duties may be delegated to an alternate.  The NCS (or alternate) is the only station designated to monitor the CUE frequency and lead remote fill operations.  Marine radio stations secure from a radio net only on order from or with permission of the NOS.  If the NCS must secure from the net, the NCS should pass the net control duties to another station (Alternate NCS), usually the next most senior station.
.

g).   USER/RADIO OPERATOR: The user / radio operator is any and all Marines whose duties might required them to operate a SINCGARS radio in the FH mode.  They will be responsible for maintaining communications with their assigned NCS.  The responsibilities of the User/Radio Operator include:




1). The loading of FH data into the radio.



2).  Manually loading single channel frequencies.




3).  Performing NST immediate action adjustments.





(a).  Passive Late Net Entries.





(b).  Manual corrections.




4).  Initiating a CUE request




5).  Respond to a CUE call




6).  Separately loading a TEK into the radio




7).  Conduct COMSEC scroll procedures in the radio




8).  Receiving and storing an electronic remote fill (ERF)




9).   Reading the applicable CEOI, on paper and/or within the  AN/CYZ-10, and entering the correct net id, CUE and Manual 



frequencies into the radio.




10).  Complying with applicable security measures.





11).  Performing operator maintenance.


h) RBECS MANAGER: The RBECS Manager is found at the Regimental / Group Level and higher, and is responsible for all work done on the unit's SPEED/RBECS terminal.  The RBECS manager will assist unit G/S-6 in the performance of all SINCGARS/CEOI data management.  His duties include, but are not limited to:



1).  HHQ data file receipt and storage



2).  Loadset generation and distribution



3).  CEOI data recommendations, receipt, management and dissemination.
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