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STUDENT OUTLINE
ANNEX F – WIRE & MULTICHANNEL RADIO

6.05 – SWITCH NETWORK COMMUNICATIONS SECURITY
1. Learning Objectives:  

a. Terminal Learning Objectives:
1) Provided an Annex K, commander’s guidance and references; draft the tactical switching plan.  (2591.1.9)

2) Provided a mission, concept of operations, commander's guidance, and references; conduct the planning and development of structured system block diagrams which integrate all MAGTF tactical networks, systems, and equipment.  (2591.1.13)

3) Provided with a communication plan/order, local SOP, supporting documents, communication resources specified, and references, provide the communications directed in the plan/order.  (2591.2.1)

4) Provided with Annex K, commander’s guidance, and references; supervise the operation of digital circuit switches.  (2591.3.4)

5) Provided Annex K, local COMMSOP, commander’s guidance and references; supervise the operation of a digital backbone network.  (2591.3.5)

b. Enabling Learning Objectives: The Senior Course Training Section (SCTS) has received permission to omit published ELOs from its student handouts. SCTS will continue to follow the ITS process in that the Program of Instruction (POI) will be used to determine training requirements, and that all tests administered will follow the ELOs contained within the appropriate POI. All material within the lessons will continue to support the POI and ITSs.

1. General.  Perhaps one of the most misunderstood concepts in tactical switch network planning is the role that various switches play in relation to communications security.  Planning for network security requires an understanding of the various terms used regarding network security, as well as the functionality of the various switches and their roles in the greater network.

2. Purpose of Network ComSec.  Wiretapping has always been a threat to communications.  ComSec enables relatively secure communications between two or more terminals.  However, it is still possible for someone to tap in to the network and eavesdrop on conversations.  In a digital network, network security not only involves securing individual channels, but securing the network as a whole – effectively precluding unauthorized users or terminals from entering in to the network.  This is accomplished through the use of several different ComSec variables, which include, user-level, node-level, area-level, and international-level variables.  Because of the extent of the use of encryption in a switch network, misconfiguration of the ComSec Network can and will cause a switch network to fail.

3. ULCS ComSec Terms and Acronyms. 

a. ComSec Parent Switch (CPS). Any digital switch that has the capability to control a comsec subordinate switch's entry into the greater comsec network.  A parent switch's role is to provide cryptographic keying and cryptographic key management for the subscribers of a comsec subordinate switch.  

1) ComSec Parent Switches usually come with an internal, hard-wired ComSec suite.  For the AN/TTC-42, the ComSec suite is located in the center switch cabinet.  The suite consists of:

a) KG-82, Loop Key Generators (LKGs).  The AN/TTC-42 has 16, KG-82s.  

1. The LKGs play a major role in secure call processing.  We will cover this more in depth later.

b) KGX-93, Automatic Key Distribution Centers (AKDCs).  The AN/TTC-42 is equipped with 2, KGX-93s.  Each AKDC is capable of accepting, generating, storing, and transferring keys required for the operation of the ComSec network.  

1. The AKDC also plays a major role in secure call processing.  

2. Each AKDC controls 8 of the LKGs.

c) Key Storage Devices.  Some switches employ separate equipment to provide nest locations for the crypto-variables that are stored internally.  The KGX-93s provided with the AN/TTC-42s provide internal nesting capabilities, so no additional equipment is needed to complete the suite.

d) KG-194, Trunk Encryption Devices (TEDs).  For the AN/TTC-42, the 6, onboard, KG-194s provide bulk encryption services for up to 6 of the 7 the digital transmission groups.

1. TEDs actually have no role in the capability of a switch to be a parent switch; however, TEDs are included in the suite.

2) Switches that can perform as ComSec parents are:

a) AN/TTC-39 series 

b) AN/TTC-42 

c) AN/TTC-46 “LENS” – Large Extension Node Switch

d) AN/TTC-47 “NCS” – Node Center Switch

e) AN/TTC-50 “FES” – Force Entry Switch

f) AN/TSQ-215 – Digital TechCon

b. ComSec Subordinate Switch (CSS). Any digital switch whose cryptographic key management is derived from a parent switch.  A subscriber from a CSS cannot gain secure access into the greater network without a comsec affiliation to a parent switch.

1) Three rules apply for a Subordinate Switch:

a) A CSS does not have to be directly connected to a CPS.

b) A CSS can derive comsec functions from its parent through another CSS.  (tandem configuration)

c) A CSS cannot derive comsec functions from its parent through another CPS.

2) Switches that are ComSec subordinate switches are:

a) AN/TTC-48 “SENS” – Small Extension Node Switch

b) AN/TTC-51 “DES” – Dismounted Extension Switch

c) SB-3865(P)/TTC 

c. ComSec Co-Parent Switch. A co-parent is a CPS whose subordinate switch network can be controlled by another CPS.  A co-parent is the CPS that is primarily responsible for the cryptographic control and key management of a CSS in its home subordinate network.  In order for a switch to be a co-parent, two considerations must be made:

1) The co-parent must be directly connected to another CPS (the alt-parent).

2) The CSS must be directly connected, or connected in tandem to the same CPS that the co-parent switch is.

d. ComSec Alt-Parent Switch. An alt-parent is a CPS capable of controlling the lateral subordinate CSS network or a portion thereof belonging to another CPS (co-parent).

1) The co-parent/alt-parent relationship is a special relationship established between two CPS's to provide alternate routing for secure calls to and from a CSS in the event of a catastrophic failure, or a failure of the connecting link to the CSS's co-parent switch.

a) The CSS involved in a co-parent/alt-parent relationship must be directly connected, or connected in tandem to its alt-parent.

1. For there to be an alt-parent/CSS relationship, the routing tables of the CSS must indicate the most direct route to the alt-parent, without routing through the co-parent.

e. Home Subordinate Network.  The network or node that is controlled by a parent or co-parent switch.

Note:  Try this analogy…  You are the Wire Chief, your troops, are your home subordinates.

f. Lateral Subordinate Network. The network, or portion thereof, that can be controlled by the alt-parent in the event the co-parent fails.

Note: Completing the analogy…  You are still the Wire Chief, the troops in Radio Platoon are your lateral subordinates.  They’re not “yours,” but if need be, you can still control them.

4. Call Security and Call Placement.  To understand why ComSec roles are so important when planning your network, you must understand what happens when a secure call is placed.  Placing a secure call involves a 15-step process that takes mere seconds to perform.
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The subscriber goes off hook, and the phone sends an off-hook seize.

2) The switch acknowledges the off-hook seize.

3) The LKG and the phone prepare to sync in “X”.

[image: image2.wmf][image: image3.wmf]
4) ComSec commands issued by the AKDC to the LKG allow the LKG and DSVT to enter into the “X” net.

5) While encrypted in “X”, LKG and DSVT exchange information before allowing key exchange to “U” net.

[image: image4.wmf]
6) [image: image5.wmf]While encrypted in “U”, AKDC generates the per call variable "PKV".  It is stored in the LKG and passed to the DSVT.

7) While encrypted in PKV, dial tone is sent, and the subscriber dials the number.

a) The dialed number rings.

8) The called subscriber answers the phone.

a) Answering generates a ring-trip signal.

9) The called subscriber must receive the same PKV to talk in cipher text.

a) [image: image6.wmf]The end switches place LKGs on an agreed trunk to allow PKV to pass.

10) [image: image7.wmf]LKGs must secure transfer of PKV by first encrypting the trunk with the Common Inter-switch Re-key variable (CIRK).

b. Through a similar series of exchanges, the PKV is placed into the DSVT.

1) The called DSVT syncs in “X” with its’ LKG.

2) The called DSVT is commanded to sync in “U”.

3) PKV is then sent to the called DSVT.
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Both the calling and called parties sync in PKV.

5) Switches drop LKGs and connect DSVTs in traffic.

5. The Basic Network Design.  ComSec roles within the ULCS network architecture are heavily reliant upon the level of planning to assemble the network.  Failure to take into account the capabilities and limitations of the parent or subordinate switch can leave a subordinate unit without secure voice connectivity to the larger network. The co-parent/alt-parent relationship does not provide alternative service for DSVT's or other terminals directly connected to a CPS.  It is only for selected CSS's that must have access to a directly connected digital in-band trunk signaling (DIBTS) link to the alt-parent.  For ComSec affiliations, the switch planner plays a large role in determining the success of the ComSec role of the system.  The following pages illustrate the problems that can be encountered in system architecture when it relates to ComSec. Let's take a look at some sample networks and discuss their construction and flaws.

a. The network shown in figure (1) is the basic design employing a co-parent/alt-parent relationship. The advantage of utilizing this type of relationship is that the alt-parent (3402) will assume the comsec responsibilities for the SB-3865 (3479) when a failure occurs at its co-parent switch (3470). Consequently, the SB-3865 will not lose access to the larger network.

1) In this network, 3470 is the co-parent switch for 3479 and 3402 is the alt-parent for 3479. 3479 is a home subordinate CSS to 3470 and a lateral subordinate CSS to 3402.

[image: image10.wmf]
Figure (1)

b. The network shown in figure (2) is identical in design to network 1.  The difference in this scenario is that it shows how network 1 would appear if the link (cable, MRC-142, TRC-170, TSC-85/93, etc.) between the co-parent (3470) and the alt-parent (3402) were to fail. Note that both the co-parent switch (3470) and its link to the CSS (3479) is operational. This design also assumes that the failure occurs after the design was in place and fully operational.  Referring to Table (2), you can begin to get an idea of the benefits of employing a CSS in normal mode B.
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Figure (2)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






Non-secure calls between all switches complete.
Secure calls between Network A and Network B fail.
Non-secure calls between all switches complete.
Secure calls between 3470 and Network B fail.






All features provided by the Parent Switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


All features provided by the Parent Switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

3479 has no restrictions.

Table (2):  CSS and network capabilities, for Figure (2)
1) Because of the outage over TGC 1, the mode A switch classmark prevents the subscribers of comsec network A from placing a secure call outside of their comsec network, while the classmark of mode B allows the subscribers of 3479 to continue to place and receive secure calls.

a) Secure calls between two CPS's cannot pass through a CSS, regardless of the CSS's mode of operation.

c. The network shown in Figure (3) is also identical in design to network 1.  The difference is that it shows how network 1 would appear if the co-parent (3470) were to fail. This design also assumes that the co-parent switch fails after the design was in place and fully operational.
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Figure (3)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls between 3479 and all other switches connected to the network complete.
None.
All calls between 3479 and all other switches connected to the network complete.
None.






All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber via the alt-parent.


All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber via the alt-parent.


Table (3): CSS and network capabilities, for Figure (3)

d. The network depicted in Figure (4) is very similar to the designs in networks 1, 2, and 3.  However, there is no co-parent/alt-parent relationship established between 3470 and 3402.  In this scenario, 3470 is the parent switch for 3479, and 3402 has no comsec relationship with 3479. This design has several fundamental restrictions and should be avoided whenever possible.

1) To define a directly connected CSS as a CSS, you must identify it as being in the home or a lateral network.  By defining it as being in a lateral network, you are preparing the CPS for alt-parent operations and giving the CSS a comsec affiliation - for this network, there will be none.

2) CSS's are incapable of routing to directly connected CPS's without a comsec affiliation.  When CSS's are in the emergency mode of operation, CSS subscribers may call non-secure to the nearest CPS's CSA.
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Figure (4)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls between all switches complete.
No calls route from network "A" over TGC 3.
All calls between all switches complete.
No calls route from network "A" over TGC 3.

Non-secure traffic from network "B" can pass over TGC 3.

Non-secure traffic from network "B" can pass over TGC 3.


All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


Table (4): CSS and network capabilities, for Figure (4)

3) To the users, this network appears to be functional; however, TGC 3 serves no purpose in this network other than a possible link to put sole user patches on.

e. The network displayed in Figure (5) is identical in design to network 4, except that it shows how the network would appear if the link between the parent (3470) and 3402 is severed.
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Figure (5)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls that originate in and terminate within network "A" complete.
No calls route from network "A" over TGC 3.
All calls that originate in and terminate within network "A" complete.
No calls route from network "A" over TGC 3.






Non-secure calls from 3402 to 3479 complete..

All calls between 3402 and 3470 fail.
Non-secure calls from 3402 to 3479 complete..

All calls between 3402 and 3470 fail.






All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

Secure calls between 3402 and network "A" fail.
All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

Secure calls between 3402 and network "A" fail.

Table (5):  CSS and network capabilities, for Figure (5)

1) Because of the lack of a programmed co-parent/alt-parent relationship, there is no benefit to using mode A or mode B in this scenario.

f. [image: image15.wmf]The network configuration identified in Figure (6) is identical in design to networks 4 and 5, except now it shows how the network would appear if the parent switch (3470) failed.

Figure (6)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






3479 has entered the emergency mode and cannot call outside of its own node, except to the 3402 CSA.
Secure calls between 3402 and 3479 fail.
3479 has entered the emergency mode and cannot call outside of its own node, except to the 3402 CSA.
Secure calls between 3402 and 3479 fail.






Non-secure calls from 3402 to 3479 complete..


Non-secure calls from 3402 to 3479 complete..



Table (6):  CSS and network capabilities, for Figure (6)

1) Because of the lack of a programmed co-parent/alt-parent relationship, there is no benefit to using mode A or mode B in this scenario.

g. Figure (7) is very similar to networks 1 through 6, however, there is no path established between 3470 and 3402.  Additionally, you may experience this scenario while trying to establish network 1.  In this scenario, 3470 is the parent switch for 3479.  3402 has no comsec relationship with 3479. This design also has several fundamental restrictions and should be avoided whenever possible.

1) This design should be avoided. Never "tie" two comsec networks together via SB-3865s.  CSS's are incapable of routing to directly connected CPS's without a comsec affiliation, unless they are in the emergency mode of operation (No co-parent or alt-parent connectivity).

[image: image16.wmf]
Figure (7)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls that originate in and terminate within network "A" complete.
network "A" cannot call 3402.
All calls that originate in and terminate within network "A" complete.
network "A" cannot call 3402.






Non-secure calls from 3402 to 3479 complete..

Secure calls between 3402 and network "A" fail.
Non-secure calls from 3402 to 3479 complete..

Secure calls between 3402 and network "A" fail.






All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


Table (7):  CSS and network capabilities, for Figure (7)

h. An extension of network 7 is the example shown in Figure (8).  Here, two networks are tied together using two SB-3865's.  As before, this is a fundamental flaw in comsec connectivity.
[image: image17.wmf]Figure (8)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls that originate in and terminate within network "A" complete.
All calls between 3470 and 3402 fail.
All calls that originate in and terminate within network "A" complete.
All calls between 3470 and 3402 fail.






All calls that originate in and terminate within network "B" complete.
Secure calls between 3479 and network "B" fail.
All calls that originate in and terminate within network "B" complete.
Secure calls between 3479 and network "B" fail.






Non-secure calls between 3479 and 3478 complete. 
Secure calls between 3478 and network "A" fail.
Non-secure calls between 3479 and 3478 complete. 
Secure calls between 3478 and network "A" fail.






Non-secure calls from 3470 to 3478 complete.
All calls from 3478 to 3470 fail.
Non-secure calls from 3470 to 3478 complete.
All calls from 3478 to 3470 fail.






Non-secure calls from 3402 to 3479 complete.
All calls from 3479 to 3402 fail.
Non-secure calls from 3402 to 3479 complete.
All calls from 3479 to 3402 fail.






All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the individual CSS subscribers.

All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the individual CSS subscribers.


Table (8):  CSS and network capabilities, for Figure (8)

i. Figure (9) builds on the basic co-parent/alt-parent design discussed in network 1 by adding an additional SB-3865 (3478) as a CSS assigned to 3470 and connected as a tandem (not stacked) switch to 3479.

1) To rekey CSS switches, it must be done in succession.  In this scenario, 3479 is rekeyed prior to 3478.  If, after the rekeying has been accomplished, 3478 needs to be rekeyed again, 3479 must be rekeyed again (even though 3479 may not need it) prior to rekeying 3478.

[image: image18.wmf]Figure (9)
Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls between all switches complete. 
None.
All calls between all switches complete. 
None.






All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

All features provided by the parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


Table (9):  CSS and network capabilities, for Figure (9)

j. Network 10 is identical in design to network 9, except that it shows how the network would appear if the link between the co-parent (3470) and alt-parent (3402) is severed. Note that both the co-parent switch and its link to the CSS is operational. As before, this design also assumes that the failure occurs after the design was in place and fully operational.

Figure (10)
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Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls that originate in and terminate within network "A" complete. 
Secure calls between network "A" and 3402 fail.
All calls that originate in and terminate within network "A" complete. 
Secure calls between 3470 and 3402 fail.






Non-secure calls between all switches complete. 

All calls between 3402 and CSS's complete. 







All features provided by the co-parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.

All features provided by the co-parent switch such as conference calls, commercial access, and call transfer are available to the CSS subscriber.


Table (10):  CSS and network capabilities, for Figure (10)

k. Network 11 is also identical in design to network 9, except that it shows how the network would appear if the co-parent switch (3470) fails. Note that the alt-parent and its link to the lateral CSS are operational. As before, this design also assumes that the failure occurs after the design was in place and fully operational.

[image: image20.wmf]Figure (11)
Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






3402 has assumed alt-parent responsibilities for the CSS's.  All calls between switches connected to the network complete.
None.
3402 has assumed alt-parent responsibilities for the CSS's.  All calls between switches connected to the network complete.
None.






All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS's via the alt-parent AN/TTC-42 (3402).

All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS's via the alt-parent AN/TTC-42 (3402).


Table (11): CSS and network capabilities, for Figure (11)

l. Network 12 is similar in design to network 11, with the exception that an additional path engineered into the system between 3402 and 3478 was installed prior to the link failures.

1) 3402 has assumed alt-parent functions for 3479 and 3478.
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Figure (12)
Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls between all switches connected to the network complete.
None.
All calls between all switches connected to the network complete.
None.






All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS subscriber via the alt-parent AN/TTC-42 (3402).

All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS subscriber via the alt-parent AN/TTC-42 (3402).


Table (12): CSS and network capabilities, for Figure (12)
m. Network 13 is identical to network 12, with an additional outage to the link between 3478 and 3479.  As before, this design also assumes that the failure occurs after the design was in place and fully operational.
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Figure (13)
Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:






All calls between all switches connected to the network complete.
None.
All calls between all switches connected to the network complete.
None.






All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS subscriber via the alt-parent AN/TTC-42 (3402).

All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to the CSS subscriber via the alt-parent AN/TTC-42 (3402).


Table (13): CSS and network capabilities, for Figure (13)
n. Network 14 is also identical to network 12, with an additional outage to the link between 3478 and 3402.  As before, this design also assumes that the failure occurs after the design was in place and fully operational.
1) Despite previously having an alt-parent/CSS relationship, 3478 has lost primary connectivity to its alt-parent, thereby causing 3478 to enter the emergency mode.
a) For 3478 to regain entry into the comsec network, 3478 needs to identify the link to 3479 as the primary route to 3402.
Note: For the alt-parent/CSS relationship to work, the alt-parent must be connected to the CSS's primary route to the alt-parent (In this case, the primary route is down).  Without this database change, Table (14) applies.
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Figure (14)

Mode A 

Mode B


Capabilities:
Restrictions:
Capabilities:
Restrictions:

3478 has entered the emergency mode. Non-secure calls between 3478 and 3479 complete.
Secure calls between 3478 and 3479 fail.
3478 has entered the emergency mode. Non-secure calls between 3478 and 3479 complete.
Secure calls between 3478 and 3479 fail.






3402 has assumed alt-parent responsibilities for 3479, all calls between 3402 and 3479 complete.
All calls between 3478 and 3402 fail.
3402 has assumed alt-parent responsibilities for 3479, all calls between 3402 and 3479 complete.
All calls between 3478 and 3402 fail.






All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to 3479 via the alt-parent AN/TTC-42 (3402).

All features that were provided by the co-parent switch prior to its failure such as conference calls, commercial access, and call transfer are now available to 3479 via the alt-parent AN/TTC-42 (3402).


Table (14): CSS and network capabilities, for Figure (14)
o. Additional ComSec Network Information and Considerations:

1) In normal mode A, the CSS will always route through the co-parent for secure call processing if it believes the co-parent is operational and available.

2) In normal mode B, the CSS does not need to route through the co-parent for secure call processing.

3) In all normal modes, the following functions are available at the CSS via the alt-parent (lateral network CPS) if the trunks between the CSS and its co-parent are not operational.

a) Secure service

b) Non-secure service

c) Long local

d) Exit dialing

e) Assigned classmark capabilities

f) Re-entry

4) Any CSS not directly connected to a CPS is capable of having an alt-parent/CSS relationship, but the routing tables of the CSS must point to the most direct route to the alt-parent, without routing through the co-parent.

5) Only the parent or co-parent switch can initiate or force a re-key of a home subordinate switch. 

a) The alt-parent is not capable of initiating a rekey to a lateral CSS switch under any circumstances.  In the event that a CSS loses connectivity to its co-parent, the CSS must initiate the rekey request from the alt-parent.

6) Rekeying must be done sequentially.  If CSS "C" in the chain A-B-C needs to be rekeyed, CSS "A" and "B" must be rekeyed first (even if they don't need a rekey).

7) A CSS cannot call to a directly connected CPS without a comsec affiliation, unless it is in the emergency mode - and then, it can only call to the CSA.  It can, however, receive calls from a directly connected CSS or CPS without a ComSec affiliation - and then, only non-secure.

8) A CSS will automatically enter the emergency mode upon loss of connectivity to both co-parent and alt-parent (if so assigned).  

a) If no alt-parent is assigned, the CSS will enter the emergency mode upon loss of connectivity to its parent. 

9) Routing tables are critical to the connectivity of the comsec network.  Improper routing tables can mimic other problems identified within this lesson, compounding troubleshooting efforts.  

a) The most direct links to parents, co-parents, alt-parents, and CSS's must be programmed as primary routes.  Failure to do so will decrease the performance of the system by increasing the amount of "Invalid Route" returns to the switch.

10) DSVT's, as a matter of security should always be classmarked as Non-Secure Service "No".  This classmark does not prevent a DSVT from going non-secure, it prevents a DSVT from placing or receiving calls when it has lost its fill, or its fill has become corrupted.  Although this is not doctrine, it is a more advisable practice.  Remember - Not everyone who uses a KY-68 is a WireDawg!

6. Circuit Switch Interface Planning Guides. This appendix provides a set of circuit switch trunk interface planning guides that consist of a series of tables and diagrams for different interswitch trunks.  This assists in determining which equipment will interface with each other and characteristics of that interface.

a. Review pages E-53 - E-74. 

REFERENCES:

a. TM  08439A-12/2-2, System Interface, Telephone, SB-3865(P)/TTC

b. TM  08440A-12/2-2, System Interface, Central Office Telephone, Automatic, AN/TTC-42(V)

c. Unit Level Circuit Switch Staff Planners Course

d. CJCSM 6231.02A, Joint Voice Communications
e. MCWP 6-22, Marine Corps Warfighting Publications - Communications
LESSON REVIEW:

1. The term ComSec Parent switch refers to what? 

A. __________________________________________________________________________________________________________________________________________

2. What three items must a switch have to perform as a ComSec Parent switch? 

A. __________________________________________________________________________________________________________________________________________

3. In the event that a CSS loses connectivity to its co-parent, what happens?

A. _____________________________________________________________________

4. When an alt-parent has assumed responsibility for a CSS, who is responsible for requesting a CSS rekey?

A. _____________________________________________________________________
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